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DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 27 April 2016

on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA
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CHAPTER | General provisions

H1k MREHEHR

Article 1  Subject-matter and objectives

1. AFESIE. AEROREITHT DEBA~DZ e E N O EE A E e, J0IRO T, 18
A B0 A L <EERR, SUIET OB TA BRI E LT, ATERE RIS L0 Ehii S A A
T—HOUENZE L T, BRAEZHEET D200 — NV EEDDHHDTHD,
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This Directive lays down the rules relating to the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security.

2. AFETITESE . INRENILUT O 2 % L7221 uTe 5720,

In accordance with this Directive, Member States shall:

@ HIRADEEAME L B, FAMEANT —Z OURGEICEET DM AR5 2 &

protect the fundamental rights and freedoms of natural persons and in particular their right to the
protection of personal data; and
EUXINREOEICESE iS5, EUBNICET 2EEITHOFEAT —2 O
HHN, AT —F OWFIZETT 5 HARAOIR#EA B & LT, #lfRSn 3z RS
IRNE DT L

ensure that the exchange of personal data by competent authorities within the Union, where such

exchange is required by Union or Member State law, is neither restricted nor prohibited for reasons
connected with the protection of natural persons with regard to the processing of personal data.

(b)

3. AfEmIL PHERITICL VIS AEAT —& OB LT, MBEN, 7—%F
{ROMHER & A 2 RET D ToDICARIERIZED biLe b D& HRIDZefEL & 5 2 L 22K
BT H DTN,

This Directive shall not preclude Member States from providing higher safeguards than those

established in this Directive for the protection of the rights and freedoms of the data subject with regard
to the processing of personal data by competent authorities.

55

25 #

Article2 Scope

1. AT 151 HOBROT-OIATHhN D PIHER I L AIEANT — & OUER 5 &
b,

This Directive applies to the processing of personal data by competent authorities for the purposes set
out in Article 1(1).
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2. AFEWIE. A O, MAT -2 OBBUEICER SN D, £z, 77 A Y
YT VAT LDO—ERERR L, HLUIT 7 AV T VAT AO—ERETH LR SR
TR ONTIE, HEWU T2 L b S D,

This Directive applies to the processing of personal data wholly or partly by automated means, and to

the processing other than by automated means of personal data which form part of a filing system or are
intended to form part of a filing system.

3. AFENIE. LATOFEAT —& ORPRITITEH S 4720,

This Directive does not apply to the processing of personal data:

@)

(b)

EU {EOFPAADOTFENCRIT 5 B D
in the course of an activity which falls outside the scope of Union law;
EU Offifi, A 471 A, IR LD HD

by the Union institutions, bodies, offices and agencies.

FIS EE

Article 3 Definitions

AFETICRBT HHFEOERILUT O LB TH D,

For the purposes of this Directive:

€

MEAT—2 ] Lid, @il s ivz, TR BN (=2 1K) (BT 5 6
S LIEHRE D, MBI BN LI, KA, @RS, fET—4, A T4
ID D 8D 785801 XUTZ D NG WP, Az, B 7R, SR, R,
bR, U <UFHSAREEFRE L 1 DT 2 DL ERET 5 Z L2k o T BT
NSRS D ZBERAND Z L&),

‘personal data’ means any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number, location data, an
online identifier or to one or more factors specific to the physical, physiological, genetic, mental,
economic, cultural or social identity of that natural person;
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2

©)

)

©)

6)

()

BLER) &iX, BEMESN-FBED 2O, AT =2 UHMENT —Z DERIZ
HHENDH 6P LB T OB EIRT 2, BIRIE, IR, Gk, fwak, HiE
b, PRfr, U LR, i, 20 R, SEICK D8R, 8355 L <I3naEk
ZAREIRBDITT S Z &, BIGE L IFAEDE, HilfR, #HE, SUIEENHET 6N
%o

‘processing’ means any operation or set of operations which is performed on personal data or on Sets
of personal data, whether or not by automated means, such as collection, recording, organisation,
structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission,
dissemination or otherwise making available, alignment or combination, restriction, erasure or
destruction;
MUEORIR] L3, FRRIZBT 2B OHIRE BN E LT, RFESIVEEAT —ZIC
AlZz25 2 %09,
‘restriction of processing’ means the marking of stored personal data with the aim of limiting their
processing in the future;
Ffm774uyﬁjk@\ﬁ%kﬂ%#é@k%&%@%ﬁﬁ?ékb\k@bﬁﬁ
H, RREEE), fEEE, EAE. B, %ﬁé ﬁ%\mﬁﬁﬁlﬁﬁﬁmﬁﬁéﬁﬁk@
@u%#é%@% WUETR 272012, BIRADIEAT —F 28T 5, Hbw
%@u%f5@A7*5@§@%ﬁk@%W90

‘profiling’ means any form of automated processing of personal data consisting of the use of
personal data to evaluate certain personal aspects relating to a natural person, in particular to analyse
or predict aspects concerning that natural person’s performance at work, economic situation, health,
personal preferences, interests, reliability, behaviour, location or movements;

Miafb) Lid, BIEHRZ OZRTUTRE DT — # FRZFH] T E RV REEIZ T2
TRETEAT —2 Z0EET 25 Z LA, &0 DO, YauB iR BIEEH AR
L. D> DOEIRH R OSHARAIRFE D HAR N ZRA T E 220K O 2R R 2 b D
ZUN D,

‘pseudonymisation’ means the processing of personal data in such a manner that the personal data
can no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person;

[T 7 AV TV AT A Lld, BERER U THIERIACEES . i HAWIIEE SN T
WD DRI D BT, FFEORHMIAAE NS TT 7B A THZ LN TE HEE S
—HDENT —H &N,

“filing system’ means any structured set of personal data which are accessible according to specific
criteria, whether centralised, decentralised or dispersed on a functional or geographical basis;
(FHEETT] LIXPA BT DAV 9,

‘competent authority’ means:
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©)

©)

(10)

DL RZBDIATRADRR L O TG & FRO T, #4E, BV i~
L <HFEERR, SUTEIOFATICHEED 2 8 5 1 DA

any public authority competent for the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and
the prevention of threats to public security; or

) INBEOIEIZ XY | AILDLER5E ) A TRADRER K OTIEE 2 £ JLFRO T,
A B0 R L <USERF, SUIRETOBTICEIT 2 W D23t %52 T =2 D
L OOBRBE ST EHIA

any other body or entity entrusted by Member State law to exercise public authority and public
powers for the purposes of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security;

VEHEEE ) S, BEMOUIhE & IEFETT, EAT —% ONENZ BT 5 B R OV AR
ETHIHERT 29, JEED B R OFED EU XUIIMBEEOIEZ L > TED Hivd
YAt RS K-> T, FHEE USSR 284 T 57200 BRI B2 ED 5 Z
EMTEX A,

@)

‘controller’ means the competent authority which, alone or jointly with others, determines the
purposes and means of the processing of personal data; where the purposes and means of such
processing are determined by Union or Member State law, the controller or the specific criteria for
its nomination may be provided for by Union or Member State law;

U S, BEEORDVIANT — 2 ZEET 5 BN, AL SRS, #H
e, XFZF DM TORKREZN D,

‘processor’ means a natural or legal person, public authority, agency or other body which processes
personal data on behalf of the controller;

ZHEE | Lid. BEEADGOERDT, AT —2OTREZIT 5K, IEA A
FORERE. FHRR. SUIZF DT _TOMEZ VY, 72770, TEEEICESE . o
BEFHUCBWTENT —Z OBIRE2 T HDHERZ AT 2B, ARIZKIT S (%
T ITH =B, YRAATERNC X 25 Y3 T — & OB, YR BB
EIUGEH S b 7 — 2 REHIRINCEE S0 721 T U7 H 720,

‘recipient’ means a natural or legal person, public authority, agency or another body, to which the
personal data are disclosed, whether a third party or not. However, public authorities which may
receive personal data in the framework of a particular inquiry in accordance with Member State law
shall not be regarded as recipients; the processing of those data by those public authorities shall be in
compliance with the applicable data protection rules according to the purposes of the processing;
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(11) MEAT—Z DIRE] Lid, G REUTZF OO FETREL SN A E AT — 2120
T IS TE R, YHIS, BH, MEBRD72WVABRYXIT T 7 B RO A K H 72
FRELRFFOEI N D,

‘personal data breach’ means a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise
processed;

(12) NEI=7T—%#1 LiZ. BARAOARRES L < IHEFRICET 2 EATFEHREN5T2 50
T BRTRFED BRAD S BUG SNV AT TN DI L > Th e b &b,
ASRAI S IR 2 B R A DS R EIZ BT DA T — 2 2V 9,

‘genetic data’ means personal data, relating to the inherited or acquired genetic characteristics of a
natural person which give unique information about the physiology or the health of that natural person
and which result, in particular, from an analysis of a biological sample from the natural person in
question;

(13) [RA A A MY w7 T =4 Lid, WER), AR, UTENORHBIZES U TR 7280
ZRAWTUEET 5 Z LI > TAELD O T, EEE IR OT —Z D X 912, 4%
HIRND—BRIRRFEZ AREIC L, HDOWNIHEET DEANT —Z &2\,

‘biometric data’ means personal data resulting from specific technical processing relating to the
physical, physiological or behavioural characteristics of a natural person, which allow or confirm the
unique identification of that natural person, such as facial images or dactyloscopic data;

(14) MERICBET D7 —4 | Lld, R — R ORAHIREIT 2 L D7 & BiLHARAD
EFEIRREICBIT AR A O NCT B, BIRADH IR ISR 2B 2 BE 3 208 A
T =R EUN,

‘data concerning health’ means personal data related to the physical or mental health of a natural
person, including the provision of health care services, which reveal information about his or her
health status;

(15) MBEEWRERE) E1X. 3 41 SRICEESEMREENC K> CRAL S D ARHER A 5,

‘supervisory authority’ means an independent public authority which is established by a Member
State pursuant to Article 41,

(16) [EBSHERE &3, EBRATAICHE D EHE S DT L <I3UREHkO FEBEIR, X
THEEUEDOEBICESEH LAMILL TR bND, HHPHHEKEN D,

‘international organisation’ means an organisation and its subordinate bodies governed by public
international law, or any other body which is set up by, or on the basis of, an agreement between two
Or more countries.
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1.

‘/\

CHAPTER Il  Principles

Ak AT —& OWERZETT 5 FH

Article 4  Principles relating to processing of personal data

IEENE, AT —ZZLLFO L ICHDH D & 9 EBDRTIUTR B,

Member States shall provide for personal data to be:

(@)

(b)

©

(d)

©)

(f)

WED DN BT 5 2 &
processed lawfully and fairly;

FEED, FRIIDDIES 2 BN SXNEETH 2 & O b0 BRICE Shian
HERR CRLE L7 2 &

collected for specified, explicit and legitimate purposes and not processed in a manner that is
incompatible with those purposes;

BRI ND HROIZH S LT, #EME, BEE R O e+ 52 &
adequate, relevant and not excessive in relation to the purposes for which they are processed;

EETHDZ &, EBERGAITERSND Z &, WSS BRI L TRIE
IENT =205, HERIZHIBRS ., £ R SHEFRBIES NS 2D, HHLEH
HY7LHFE DS I DAL T IURIR BTavy,

accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that
personal data that are inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay;

WP S5 BRI S U CIAEZR IR 2 2 72V uPH C, 7 — & ERO5 % AlREIC 9
HRERE TR LR TT T2 B 7

kept in a form which permits identification of data subjects for no longer than is necessary for the
purposes for which they are processed;

AESUIANEZRNE, SRS, BEEE L BRI L, Ui
MO TEZ IS 2 LTk 0| AT — X O A RS % HERE CIUFT %
g
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processed in a manner that ensures appropriate security of the personal data, including protection
against unauthorised or unlawful processing and against accidental loss, destruction or damage,
using appropriate technical or organisational measures.

2. [ OEHEEFIC LD, AT —XIEREO BRILIAO 1 55 LTHIZED 5 B TO
BT, DL OSEDOHRTTFSID,

Processing by the same or another controller for any of the purposes set out in Article 1(1) other than
that for which the personal data are collected shall be permitted in so far as:

@ EUEKIIMEEEES S, FEE NS AN & AT — & 2P i
REG2 6 TnD & &

the controller is authorised to process such personal data for such a purpose in accordance with
Union or Member State law; and

(b) EUEIIMEENECIRG U, SR YUREMO BN & > TREDOMHY R L &

processing is necessary and proportionate to that other purpose in accordance with Union or Member
State law.

3. [A—XIIMhOEHHEIZ X DB, 7 — & EROMER] & B HICBIS D) 2
ZAMEET5H, 15 1HITED S BOTZ DD, NHIRHRIAE. B0, Hal 19338
SEERY RN E £ %,

Processing by the same or another controller may include archiving in the public interest, scientific,
statistical or historical use, for the purposes set out in Article 1(1), subject to appropriate safeguards for
the rights and freedoms of data subjects.

4 BEAEL, 1, 2BELO3HOHMAETHIRET2B1HE 2R 9 & & bil, YLEatEe s
MICTED LD LTI 570,

The controller shall be responsible for, and be able to demonstrate compliance with, paragraphs 1, 2
and 3.

H555%  PRfr L REEIC B 2 HARTHIIR

Article 5 Time-limits for storage and review
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IERENE, AT —Z OHIBFSUIMENT —Z DURAFOLENE BT 25 IR 2 ARRED 725D
WYL HARIRIR 2 E D 72 T UT7e 7w, HAHRIRESTF 0720, Ty diiE 2k 72
(ECANSYA AN

Member States shall provide for appropriate time limits to be established for the erasure of personal
data or for a periodic review of the need for the storage of personal data. Procedural measures shall ensure
that those time limits are observed.

Fok T—HEERDETT Y —DX|

Article 6 Distinction between different categories of data subject

DNERENZ, EERES, WEIAORREZRIRY . AT D K 5 e7r — 2 ERORR 5T
Y =T EIEANT —Z I XA D K9 EORITIUTIR B2,

Member States shall provide for the controller, where applicable and as far as possible, to make a clear
distinction between personal data of different categories of data subjects, such as:

@)

(b)

©

(d

SREALL, MIE D LT DLELDHITREY D, W= 2HhNHLHHEH

persons with regard to whom there are serious grounds for believing that they have committed or
are about to commit a criminal offence;

AR AZ T T
persons convicted of a criminal offence;
THEFALIRDOPER . TN 72T I OIFILIROPEE LFE L D108 2F

victims of a criminal offence or persons with regard to whom certain facts give rise to reasons for
believing that he or she could be the victim of a criminal offence; and

AT BNE S 284, 25 L IFTOROINFEFHUIBWTEEA L LTHMBSN D 5
H. HFEIOIRICEET DIFHRARRIL L © 23, 3@ KOO)ICBNTED DV TINOH
DORRETR &, SR T D25

other parties to a criminal offence, such as persons who might be called on to testify in investigations
in connection with criminal offences or subsequent criminal proceedings, persons who can provide
information on criminal offences, or contacts or associates of one of the persons referred to in points
(@) and (b).
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F1% EAT—% LEANT—F DEDRGREE DX

Article 7 Distinction between personal data and verification of quality of personal data

L nEEE, SFRICES AT =2 2, BAOFHIZ IS AEAT—5 025 aTREZRIR Y
AT 2 KD EDRTIUTIR B 720,

Member States shall provide for personal data based on facts to be distinguished, as far as possible,
from personal data based on personal assessments.

2. JNERENE. FiERE, REXIEHITacd ClERVWMEANT —2 DSEE IR TRE L &
WX D ITFHEE TN T R TORHEIEEL & 5 L) EDRITIUT e b7y, ZOHMIC
M, EAVENOFMERTTIL, AT —#D2HE SN UIFIHFREE S AT ~> T, &
M FTREZCRR D BN T — & DSVE ZMRIE L7221 AU 72 H 720, FIREZRIRY | &2 TOMAT—4
DIFEITBWT, ENEZHT DIMER TN, BAT —Z OIEME, etk OEEEOR
FEARRETE, EOHPHZIBW TR Z NS 2 DI EHREI S 2T uEe 6
720N,

Member States shall provide for the competent authorities to take all reasonable steps to ensure that
personal data which are inaccurate, incomplete or no longer up to date are not transmitted or made
available. To that end, each competent authority shall, as far as practicable, verify the quality of personal
data before they are transmitted or made available. As far as possible, in all transmissions of personal data,
necessary information enabling the receiving competent authority to assess the degree of accuracy,
completeness and reliability of personal data, and the extent to which they are up to date shall be added.

3. RIEFEREANT =20 Mg SN2 & UHMENT —Z DNEEIOHE SN2 EVEIH L
72 & L ZHEENTED 2 L 72 < B SN2 TR 5700, 20 X 9 2RGE8120E.
WEABRNT —HZ 1L, BEE L IIEESNUT 16 SRUTHEOVEERHIIR S 72T iute H7g
VY,

If it emerges that incorrect personal data have been transmitted or personal data have been unlawfully
transmitted, the recipient shall be notified without delay. In such a case, the personal data shall be rectified
or erased or processing shall be restricted in accordance with Article 16.

184 WO ATEM:

Article 8 Lawfulness of processing

LRI, 1 4 1 BSHET 2 HRO I CFERTFIC & - TIFpiLL ORI
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ECTHY, POEUINREOIEIFESSGEITRY . QB EEE 72D Z L& HE L
FIUTR B0,

Member States shall provide for processing to be lawful only if and to the extent that processing is
necessary for the performance of a task carried out by a competent authority for the purposes set out in
Article 1(1) and that it is based on Union or Member State law.

2. AFESONEH SNAF A AT AR EOEIL, D A0, s
ENT—% K OWERD B & RFE L7 AUT7e 5720,

Member State law regulating processing within the scope of this Directive shall specify at least the
objectives of processing, the personal data to be processed and the purposes of the processing.

9%k FREDNHSE

Article9  Specific processing conditions

1. 151 IHEET 2 HMOTOICHHEEITIC L > TESN-BAT—Z1E. EUXE
IEEOIEZ X > TR STV DA ZERE, 1 55 1 BICHIET 2 HIILSA O BIND 7=
RSN TR B2V, AT —ZBED X 9 7o BHIOT=DIEFE S D846, EU
O OIRE) & L NI TSI N D52, Regulation (EU) 2016/679 %3
S5,

Personal data collected by competent authorities for the purposes set out in Article 1(1) shall not be
processed for purposes other than those set out in Article 1(1) unless such processing is authorised by
Union or Member State law. Where personal data are processed for such other purposes, Regulation (EU)
2016/679 shall apply unless the processing is carried out in an activity which falls outside the scope of
Union law.

2. PFHEETT, 1 5 1 HITHIET 2 BRLSNO BIIDT= DI ER 2 2 T3 HHER 2 NS E
DIEZ L > TG ENTWBIGE, EUEOEHEHI N OEE) & U TR SEE SN D355
ZhrE ., ANRICAN U 7-RikiR T B, B L RS2 EoirgE B U THGE T EO BRY
72 EOYETH EU HIHI 2016/679 HNiEEH <D,

Where competent authorities are entrusted by Member State law with the performance of tasks other
than those performed for the purposes set out in Article 1(1), Regulation (EU) 2016/679 shall apply to
processing for such purposes, including for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes, unless the processing is carried out in an activity which falls
outside the scope of Union law.
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3. BEEITHOPIHEETICEA S5 E USUIINR EOENEZ 372 > CTORFE DS %
FHE L CWAEAITIE, IEEI, 2¥ME 21T 9 FHER T, € OEANT — 5 OSZREE T L,
WP ARE MR OESRFIE A HE 5 L O HE LT U 5720,

Member States shall, where Union or Member State law applicable to the transmitting competent
authority provides specific conditions for processing, provide for the transmitting competent authority to
inform the recipient of such personal data of those conditions and the requirement to comply with them.

4. INRRENL, HE2AT O FHEE P OMBEMNICIT DIRMEOT — 2 SEITHE M S35 54
ZhRE ., MOMBEDOZIEE UL TFEU O 50D 4 /OS5 TS S EIL SRR, F
BT B OEBA e LiME 24T 5 P B T3 3 O A A L2 WL O BIEZRITH b L
ERAR

Member States shall provide for the transmitting competent authority not to apply conditions pursuant
to paragraph 3 to recipients in other Member States or to agencies, offices and bodies established pursuant
to Chapters 4 and 5 of Title V of the TFEU other than those applicable to similar transmissions of data
within the Member State of the transmitting competent authority.

105 BT ) —OfENT— & O

Article 10 Processing of special categories of personal data

AR L < VXRIERIH A . BiaiUE i, S8 L AR ST B G AL

B BN DENT—Z OB NGB ST —# . BRAANDO —BRRREZ BRI & 353
AFARNY w7 TF—4 RIZET 27— JATERANOMATEE L < IIMHEAUFRmICBT 2
T2 DN, WEEIMEE L ST, T2 EROMER & B O T2 D O )72 2 e E ) i
Sh, D0, LU OSRIZOHFFR S5,

Processing of personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for
the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural
person's sex life or sexual orientation shall be allowed only where strictly necessary, subject to appropriate
safeguards for the rights and freedoms of the data subject, and only:

E U XIINEEOEIC L > TRAT STV AES

@)
where authorised by Union or Member State law;
0) T2 FRS IO B IR DB R 2Rl 2 Ui T 2565
to protect the vital interests of the data subject or of another natural person; or
14 JCLU
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(c) where such processing relates to data which are manifestly made public by the data subject.
T—HFRIZ L > TAREINT-Z LA RT —Z BT 20 ThH 555

#1125 HEbSHI-EANOTERE

Article 11  Automated individual decision-making

1. MEE@\%ﬁ%mﬁméh\9ﬁ<k%Mﬁ%’iéAmﬁﬁﬁ%Eféﬁﬂ%Aa
T4 EROHR K OVE H &2 575 T2 Ot 7222 e % E e 5 E U SIINEEOEIC
BOLNTWDERERE, v 774 ) 7 Gt HEWWO IS E 7a S, WOT
—H FARICARIRS 2B 2 A4 U S UTE KRR EE MTIREIIZE L SN D BED
UL B0,

Member States shall provide for a decision based solely on automated processing, including profiling,
which produces an adverse legal effect concerning the data subject or significantly affects him or her, to
be prohibited unless authorised by Union or Member State law to which the controller is subject and
which provides appropriate safeguards for the rights and freedoms of the data subject, at least the right to
obtain human intervention on the part of the controller.

2. RS 1 THOWEE, T —% FIROMER OV BN ONZIE S 2R R T D e it &
L 72 FREAZRIT HAIVTUVVZRWDR Y | 10 SRUICBWTED DENT —X ORI 7 3
—ZEDWTI AR B0,

Decisions referred to in paragraph 1 of this Article shall not be based on special categories of personal
data referred to in Article 10, unless suitable measures to safeguard the data subject’s rights and freedoms
and legitimate interests are in place.

3. 10 RIZTBWTEDDENT —2 ORI T 3 —ZHANT, BRI T D7E5%
b6 777 AV 71k, EUBICLoTEIEESNA LD LT 5,

Profiling that results in discrimination against natural persons on the basis of special categories of
personal data referred to in Article 10 shall be prohibited, in accordance with Union law.

E=E F—Z DR
CHAPTER IIl Rights of the data subject

JCLU
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F125% T — X BROHERZATHES 5 T2 ODEAE T E M OTE

Article 12 Communication and modalities for exercising the rights of the data subject

1. INERENL, EHEENT — X R LT 13 RITHET DIEFMm AR U, 45 11
& 1455720 L 18 oLV 3L SRICHW T OEE E T B2 T > TL, BTG E55E%
W, B THOI T, BHICT 72 TEAERICLY, AFHEL L 2 EORE
EEDRTIUZ 2 B2, 1HRIX, B rREE SO CEbZR A L - Tt ST
Ea b7y, JFANE LT, FEEL. ERENBICHO DN CRERARAE L2200
A SYANAN

Member States shall provide for the controller to take reasonable steps to provide any information
referred to in Article 13 and make any communication with regard to Articles 11, 14 to 18 and 31 relating
to processing to the data subject in a concise, intelligible and easily accessible form, using clear and plain
language. The information shall be provided by any appropriate means, including by electronic means.
As a general rule, the controller shall provide the information in the same form as the request.

2. MBEENL, 11 KN4 720 L 18 RIS T — 4 HROMR | 2 S HE DN AT
TEXDEICTHEDHEEZTEDRTIUIL H720,

Member States shall provide for the controller to facilitate the exercise of the rights of the data subject
under Avrticles 11 and 14 to 18.

3. IMHENL, EEEE, RYISERT S 2 L T—H FEROBERIIS U T, B oEE
P AEERmTHOED EOMEETEORT UL 5720,

Member States shall provide for the controller to inform the data subject in writing about the follow up
to his or her request without undue delay.

4. MERENZE, 13 RICEDWOTHREES N DML TN 14 §o72u L 18 ST 31 SRIZHADNT
72 SNHEFE ST LA HEIL, EE TRAL SN D BOREZ ED R TIUL e b7, 7
— X FERDDDOTRN, B S NTARILD 72 < SUTEEIZ A SRS IREND Z & #HH
E LT, BHEHEIL. ROWTNORERE L LINTED

Member States shall provide for the information provided under Article 13 and any communication
made or action taken pursuant to Articles 11, 14 to 18 and 31 to be provided free of charge. Where requests
from a data subject are manifestly unfounded or excessive, in particular because of their repetitive
character, the controller may either:

JCLU
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@ ZERShoiFadedt, @SUMEE L & D 2 LICET 2 EHE N 2 BIR L CRB e
HOSHLEEERT D 2 &,

charge a reasonable fee, taking into account the administrative costs of providing the information or
communication or taking the action requested; or

(b) BSRIZS CTREAIER T 52 &,
refuse to act on the request.
BEE L, EORIZHBITIRILY 2 < SUTERITH D Z LIZOWTIGEEEFREEZ A 9,

The controller shall bear the burden of demonstrating the manifestly unfounded or excessive character
of the request.

EILED 14 2503 16 S/THUET 5 2R EAT 9 A DRV ZEFIE 2R D56
HEIL, T2 FEROR—MEMHEET 5 12D BIEFRORME 2RO D Z LA TE

o

o W ¢

Where the controller has reasonable doubts concerning the identity of the natural person making a
request referred to in Article 14 or 16, the controller may request the provision of additional information
necessary to confirm the identity of the data subject.

H135% T EERPRIATENIT — 2 BRI G S o 16

Article 13 Information to be made available or given to the data subject

1 MEEZE, T—F =R D 72 EBROEREFIHTE 5 L9 ICT 2 EHEOFREHTE
B EDIRTIUTIR B0,

Member States shall provide for the controller to make available to the data subject at least the
following information:

(@) EEHE DL T ONEHESE DR

the identity and the contact details of the controller;
(b) BB DHENIT — 2 Rl B OSSR

the contact details of the data protection officer, where applicable;
©) AT —HITHOWTERX L TWAUEED HEY

the purposes of the processing for which the personal data are intended,;
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(d) BTEREBICAR A DHERIN & 2 Z & M OB ERERE OIS e D HH

the right to lodge a complaint with a supervisory authority and the contact details of the supervisory
authority;

€ EAT—=ZIZT 7 AL, FTIEXITHERE KD DM X OT — 2 BRI D AT —
Z RS DRI 2B BRI G L TR 5 2 L

the existence of the right to request from the controller access to and rectification or erasure of
personal data and restriction of processing of the personal data concerning the data subject.

2.1 HIZE /R SNIFRITINZ T, IRENL, 7—F EERPZ ORI ZATHETE 5 L9107
D12, FFEDHAIZIRW T, ROMERE T — & FIRICRMES 5 FHE OFRB 2 1EETED
RFIUTR B,

In addition to the information referred to in paragraph 1, Member States shall provide by law for the

controller to give to the data subject, in specific cases, the following further information to enable the
exercise of his or her rights:

() FEDEAIARAL
the legal basis for the processing;

() AT =2 AWM, UFENDRARERIGAITIE, HIFA D 5 72O
Y gWAF-

the period for which the personal data will be stored, or, where that is not possible, the criteria used
to determine that period;

© HEHOLLEE, H_EXIEEERE 2 SO THNT — 2 DZEE DN T =) —

where applicable, the categories of recipients of the personal data, including in third countries or
international organisations;

d) SERGAIIIE HRDEM, FUCT — 2 ERITN O TITEAT —Z RN EZTIEE S
NI BET 2 15

where necessary, further information, in particular where the personal data are collected without the
knowledge of the data subject.

3. JNEEEE, PR D BARADIEARMEN K OEL 2R 2 +0IC B8 L RE TR
(CBWTRETHED LN TFETHLIRY . IROBOTZOIC, 2 IS T —F LK
SONEHROTERZ RS, HilfR LSUIEME T DIEAHTEZ T2 Z L TE 5,
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Member States may adopt legislative measures delaying, restricting or omitting the provision of the
information to the data subject pursuant to paragraph 2 to the extent that, and for as long as, such a measure
constitutes a necessary and proportionate measure in a democratic society with due regard for the
fundamental rights and the legitimate interests of the natural person concerned, in order to:

@ o EXERE EORES, AT TR E AT 2 Y
avoid obstructing official or legal inquiries, investigations or procedures;

(b) JHHEILOPIIE, Fokk, 8 U ITERROUIRE LRG0 T2 E 95 2 & Z2[ahEd
% HEY

avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences or the
execution of criminal penalties;

() D ilRETHHED
protect public security;
d) ExROLEERETDER
protect national security;
() & OHEN K OH A IRHET 2 HHY

protect the rights and freedoms of others.

4. MMEAENL, 3TEIHEE SNV T SIS B T 5554 DD B 7 2 —Z ik
DL DFENTFEREBRHT D Z LN TE S,

Member States may adopt legislative measures in order to determine categories of processing which
may wholly or partly fall under any of the points listed in paragraph 3.

Hlak T—HERCLDT 7 AKE

Article 14 Right of access by the data subject

15 ZRI2060, EEENT. T — & EEBPANCETT A AT — & DMER KTV B DD
W B EFEE N DA LNAHER], WONTAFL S T DEAITIHMEAANT — & KOV FOER
27 7B AT BT — X FAROHR % ED /21T UT 2 B 720,
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Subject to Article 15, Member States shall provide for the right of the data subject to obtain from the
controller confirmation as to whether or not personal data concerning him or her are being processed, and,
where that is the case, access to the personal data and the following information:

@)

(b)

©

(d)

©)

(f)

@)

RULEROD H ) B OVER AR AL

the purposes of and legal basis for the processing;
B 2 EAT — 2 DT Y —

the categories of personal data concerned,;

TEHANT — 2 DR SN DZRE SUFZHE DA T TV —, R =ESUFERRERE 0=
W

the recipients or categories of recipients to whom the personal data have been disclosed, in particular
recipients in third countries or international organisations;

AIRECTHIUL, AT —F A S5 & TFRISHDEIM, XL, rfRETRiTuEzo
AR 2 HIWT 92 7 DI 2 HiHE

where possible, the envisaged period for which the personal data will be stored, or, if not possible,
the criteria used to determine that period;

T =2 FRIZET HMEAT —Z OFTER L UFBEEXIMENT —Z OB OHIR 2 &
A ZEORA DN E

the existence of the right to request from the controller rectification or erasure of personal data or
restriction of processing of personal data concerning the data subject;

BEEEBACER 2 DHER3 8 D T & M OB BA DS e DR EHT

the right to lodge a complaint with the supervisory authority and the contact details of the supervisory
authority;

PR AT TN DIEANT — & KOV DHFTIZE L Thh D RO

communication of the personal data undergoing processing and of any available information as to
their origin.

155 T 7 vATHHEROFIE

Article 15 Limitations to the right of access

1OINEEENT, AR SOTHE B2 HIRAN BRI B IR A D EAHIMER K OIE S 2ef i 247
(CBE L REFERAERTB W TRETHMD LN IHETH Y . D OZDIIENER S
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DHIFICIRY . RO BWDTZDIT, T =2 FEROT 7 & 2 DOMHER 2 AR S IR I ZHIFR
T OERHEEZ TR 5 Z L TE 5,

Member States may adopt legislative measures restricting, wholly or partly, the data subject's right of
access to the extent that, and for as long as such a partial or complete restriction constitutes a necessary
and proportionate measure in a democratic society with due regard for the fundamental rights and
legitimate interests of the natural person concerned, in order to:

@ o EXTER EoMS, A IFROGE A2 BRY
avoid obstructing official or legal inquiries, investigations or procedures;

(o) JHNESLORGIE, ikt AR L ITEFFUIINE LOSeO#ITA ET 5 2 & & [ahkEd
% H

avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences or the
execution of criminal penalties;

© KBz EfEET S AN
protect public security;
) EROZEEZRETHHED
protect national security;
(e) ORI O E AT 2 BRY

protect the rights and freedoms of others.

2. INEEENL, 1 FH@E)DHEWIHIFESINTNT DD ST U544 3 D8 D 1 7
Y —ZiRD H IO DIENFEREZTRNT 5 2 LN TE S,

Member States may adopt legislative measures in order to determine categories of processing which
may wholly or partly fall under points (a) to (e) of paragraph 1.

3. MEREN. 1 TEE O 2 TEIZE KT DBV T, 7 7 & AOHEK S IR & O %
FIROBIHR A, RGBT 5 Z L7 EBEICL Y T — X BRI 2 HE O T
DIRFUTR B2, ZD X ) R L > T 1IHO BRNHE SN DA, 20 L)
RERAEANET D Z R TE D, MMEET, EERRENGRA M, EENELORGFZRD 5
NDRREN S D Z & & T — X EIRUBZ D EHE DT IOV TED 2T IUT R H 720,

In the cases referred to in paragraphs 1 and 2, Member States shall provide for the controller to inform
the data subject, without undue delay, in writing of any refusal or restriction of access and of the reasons
for the refusal or the restriction. Such information may be omitted where the provision thereof would
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undermine a purpose under paragraph 1. Member States shall provide for the controller to inform the data
subject of the possibility of lodging a complaint with a supervisory authority or seeking a judicial remedy.

4. INEAENT, HIMrOHRE L 720 o 7= FFE Fo I TERRHBRR 2 E B NG5 L 9 EDR
FUT 720, ZOEFHRITEEREEINFIH TX R 5720,

Member States shall provide for the controller to document the factual or legal reasons on which the
decision is based. That information shall be made available to the supervisory authorities.

#5164 AT —# ZRTIEXIFIHET DR K OSLELD [

Article 16 Right to rectification or erasure of personal data and restriction of processing

1. RENE, 7 —2 FERN, AT D REMRENT — 2 2 ARG 5 2 L7
HECRTIET 2 L 9K D Z LN TE DHERNZEDRIT U B 7w, WD B2 BB
AT, IMEENL, BERAELS HiEEZED TF—% TERNRERRE AT — X 25581015
HER 2 O 72T UL B 7200,

Member States shall provide for the right of the data subject to obtain from the controller without undue
delay the rectification of inaccurate personal data relating to him or her. Taking into account the purposes
of the processing, Member States shall provide for the data subject to have the right to have incomplete
personal data completed, including by means of providing a supplementary statement.

2. JNEEENZ, PN 445, 8 5T 10 SRITHASWOTHR SNT-FRHEDFEIC R DA T
BHE T S A IERIFES 85T D T2 DI AT —# ZH IR L7221 U7 B 72 0EA,
FRENERT D 2 LR BAT—F ZHIBRT 5 L 5 BEEFICERR Ll U2 59, AR
BT 5 Z &7 < AN DI AT — X OHIBRZE BB L TT— 2 TR 5 HHE
FAEBT 72T U B 720,

Member States shall require the controller to erase personal data without undue delay and provide for
the right of the data subject to obtain from the controller the erasure of personal data concerning him or
her without undue delay where processing infringes the provisions adopted pursuant to Article 4, 8 or 10,
or where personal data must be erased in order to comply with a legal obligation to which the controller
Is subject.

3. OLE. BHEIL HEICRA T ZHIR L2 Uz b0y,

Instead of erasure, the controller shall restrict processing where:

JCLU
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@) ENT—Z OIEMEIEDT —H EIRIZ L 0 b i=n3, TS IEMEN N M & MR T
AN

the accuracy of the personal data is contested by the data subject and their accuracy or inaccuracy
cannot be ascertained; or

(b) EAT—Z ZREHUIC R L2 U 5720056

the personal data must be maintained for the purposes of evidence.

1 @ > THUHED IR SN D56, WHORIRZMRRT DRI, BEE LT —2 FK
(B ELHD LT D,

Where processing is restricted pursuant to point (a) of the first subparagraph, the controller shall inform
the data subject before lifting the restriction of processing.

4. JNHENX, AT —% OFTIER L < 1T EOHS I OHIBR N OYES O H 2 6
TT— X TR S D EFHE OFHE EORTIUTR S0, RENE, BRI 5 HAAN
DFEAFHMER R OE S 223 % & B LT R RS SR W TR E T O & -
ETHDHRY ., IROBRIOT=DIZ, DX 9 72iEME 1Rt T 285 2 &5 UL 5HIRET %
FHHEE AT D Z ENTE D,

Member States shall provide for the controller to inform the data subject in writing of any refusal of
rectification or erasure of personal data or restriction of processing and of the reasons for the refusal.
Member States may adopt legislative measures restricting, wholly or partly, the obligation to provide such
information to the extent that such a restriction constitutes a necessary and proportionate measure in a
democratic society with due regard for the fundamental rights and legitimate interests of the natural person
concerned in order to:

@ o EUTER EoRS, BEIIFROGE AT 2 BRY
avoid obstructing official or legal inquiries, investigations or procedures;

(b) JHEARORGIE, $akE A L ITEFUINNE Lo O#ITEET 5 2 & ZahkEd
% HHY

avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences or the
execution of criminal penalties;

© DL ei{kES D HRY

protect public security;
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) ExROLEERETDHERY
protect national security;
(e) M OHERICH 2R d % A

protect the rights and freedoms of others.

INRRENT. BESBHERAICER 2 . XUTFNE FORGEZRD DNAFREN$H D 2 L 25 —~Z &
RIABZ DEBEE DBV THE LT UR 72 5720,

Member States shall provide for the controller to inform the data subject of the possibility of lodging a
complaint with a supervisory authority or seeking a judicial remedy.

5. MBENZ, RNEMEREANT —F 24 U SEFmER TS LT, FEEDS, NEMREAN
T OREAERET D 2 L 2 EDRITIUTR BARuy,

Member States shall provide for the controller to communicate the rectification of inaccurate personal
data to the competent authority from which the inaccurate personal data originate.

6. MEAENZ, 1, 2 KOBHEIZKVEAT—X 75§§TE%L< IFHE S, SUTEDNHR =
Wity BHEDZEE NG, ZEED, TOBEHEIIVEANT —F 23 IEXTHE
L. HOWTHARIRT 5 & 5 BIE 2T 72 ﬂ“b Tabrauy,

Member States shall, where personal data has been rectified or erased or processing has been restricted
pursuant to paragraphs 1, 2 and 3, provide for the controller to notify the recipients and that the recipients
shall rectify or erase the personal data or restrict processing of the personal data under their responsibility.

F1TR T2 BT L DHERR TR OB BB & S IRtk

Article 17 Exercise of rights by the data subject and verification by the supervisory authority

1. 135:31IH, 155 3HELNI6 FATEIIS kOB L5546, MWEEL, 77— FAROHER)
FEDRAERENC L > THITHi SN S D5 Z L 2 HE LB 25T 5,

In the cases referred to in Article 13(3), Article 15(3) and Article 16(4) Member States shall adopt
measures providing that the rights of the data subject may also be exercised through the competent
supervisory authority.
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2. IERENZL, 1TEICHEESW T, EBWERE 218 U CF — & AROMER 24 T35 AlREMED 3 5
T EREBENT — X FIRURZ D B ORELZ ED 2T IUIR B0,

Member States shall provide for the controller to inform the data subject of the possibility of exercising
his or her rights through the supervisory authority pursuant to paragraph 1.

3. 1HEIZBUET DRI TS NG, BERBIL, 7T—F BRI L, Dad eb, &
BHEEAIC X 5T N TOMEREEU IR R SN2 2 & AR 2T 670, BB
BIE, FE LR A KD DHERIZ T — 52 FRDFFO Z & b RTIUTR B2,

Where the right referred to in paragraph 1 is exercised, the supervisory authority shall inform the data
subject at least that all necessary verifications or a review by the supervisory authority have taken place.
The supervisory authority shall also inform the data subject of his or her right to seek a judicial remedy.

BI85k IR EK TS D7 — & FAROHEF]

Article 18 Rights of the data subject in criminal investigations and proceedings

INEENL, AT — 2 DS EREHEEE U < I3E08 O30S L OSSRt OFR Zde\ TRt
SNDFMT 7 A MTEENTODEA, 1358, 14 (K016 SRITHIE T DM DA Tl % |
INEREOIERU > TIATT DB DOHEETEDH Z LIS TE %,

Member States may provide for the exercise of the rights referred to in Articles 13, 14 and 16 to be

carried out in accordance with Member State law where the personal data are contained in a judicial
decision or record or case file processed in the course of criminal investigations and proceedings.

BUE EREER P

CHAPTER IV  Controller and processor

B1H —RAES

Section1 General obligations
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195k EHEDOES

Article 19  Obligations of the controller

1 NRENE, AEOME, P, RO O ), SN BIRA ORI R O 95 (FRx
REINVELTAELZ BT D) VA7 ZBREICAILVT, FEED, PRI TELT
SITND T EZFER L, D OZNERT 2 & % RIREICT 5 7o DI B 2Bt K SR
IRRIRZ T D 2 L 2 EDRTIUTZR B0y, ZHOxIRIEL, SIS U THEES VT
SNRTIUTIR B2V,

Member States shall provide for the controller, taking into account the nature, scope, context and
purposes of processing as well as the risks of varying likelihood and severity for the rights and freedoms
of natural persons, to implement appropriate technical and organisational measures to ensure and to be
able to demonstrate that processing is performed in accordance with this Directive. Those measures shall
be reviewed and updated where necessary.

2. 1 HOXRIZ, WENEENIIRS U CEbRGEe . BEEEIC K DT — Z R # o
St a E T IUR R B0,

Where proportionate in relation to the processing activities, the measures referred to in paragraph 1
shall include the implementation of appropriate data protection policies by the controller.

205 BAROOERE L 57— 2 1k

Article 20 Data protection by design and by default

1. IHEN, BT R OEE o 2~ PN &P, RO AR, SONCAEEANH
SRANOMERI S OB B ITET (R BRI CIRAE R/ 5) U A7 BEBEIIANT, &
FREEDS, WO FEARET D & & MOWWELAFfET 5 & X O FIZBW T, SR
FIAAM- L, T — % TROMER 2T 5720, T — 2 8RR (B 20357 — 2 o IMb)
% Fhiti I 2 ) 72 HAO M O%HERAO 725 R (B2 R4 b) 22k LD 2 &, WWONS
R 7R e A R S AAT e Z & B D 72T UL B2,

Member States shall provide for the controller, taking into account the state of the art, the cost of
implementation and the nature, scope, context and purposes of processing, as well as the risks of varying
likelihood and severity for rights and freedoms of natural persons posed by the processing, both at the
time of the determination of the means for processing and at the time of the processing itself, to implement
appropriate technical and organisational measures, such as pseudonymisation, which are designed to
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implement data protection principles, such as data minimisation, in an effective manner and to integrate
the necessary safeguards into the processing, in order to meet the requirements of this Directive and
protect the rights of data subjects.

2. NERENL, FEEEDS, PIHEREICL Y FFEOEEE O T2 DIZE BT — X 121
DML XD Z & et DY) 72 5 M ORI 7okt ik 25 U 5 2 & 22T ud7s
BV, ZOFEIL, IHESNIEAT—Z O, WBOHF, (&0 7 & 2 AhE
PEIZOWTCHEH SN D, FRZ, ERkRIZE o T, gIEEIZ LD . RADREGA /20 wnE
D REFEBOBRNIMEANT —ZICT 7 BEATEXRWNT L2 L iudie B0,

Member States shall provide for the controller to implement appropriate technical and organisational
measures ensuring that, by default, only personal data which are necessary for each specific purpose of
the processing are processed. That obligation applies to the amount of personal data collected, the extent
of their processing, the period of their storage and their accessibility. In particular, such measures shall
ensure that by default personal data are not made accessible without the individual's intervention to an
indefinite number of natural persons.

#5215 JHREEE

Article 21  Joint controllers

1. INERENZ. 2 UTZENLL EOEEE D ILETUELD B L TR A IRET D6, 16
OEHE ZILFEEHE L EDRTIUI B0, HEEHEIL. SO H 500 5T, K
BB EE T H7oOD% 2 DEM, Frc, HEEHEEICEH S5 BU SUIMREOEIC X
D Fx DEAENIIE SNDEAERE . T EROMERA T RN 13 RISED DIt
FHIBAT 2852 OEBIZHOWT, HFEEHE R LT b2 T Ul by, ZoRb
PRDOIZBNTIE, T— X TR LS EZIT DB ERET 5, MEEL, WhoddEE
BN T — 2 EARHERN TS D 72O ORI L2 D 0 ERET H Z LN TE 5,

Member States shall, where two or more controllers jointly determine the purposes and means of
processing, provide for them to be joint controllers. They shall, in a transparent manner, determine their
respective responsibilities for compliance with this Directive, in particular as regards the exercise of the
rights of the data subject and their respective duties to provide the information referred to in Article 13,
by means of an arrangement between them unless, and in so far as, the respective responsibilities of the
controllers are determined by Union or Member State law to which the controllers are subject. The
arrangement shall designate the contact point for data subjects. Member States may designate which of
the joint controllers can act as a single contact point for data subjects to exercise their rights.
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2. INERENL, 1 THOEY RO DRI DD BT, T —F FERPSEBEEIZE LTI
IR LT, AR DSWTEA SN B RN THE CEX A2 Z L2 EDDH Z ENTE
2o

Irrespective of the terms of the arrangement referred to in paragraph 1, Member States may provide for
the data subject to exercise his or her rights under the provisions adopted pursuant to this Directive in
respect of and against each of the controllers.

W25

Article 22 Processor

1L NRENE, EEEICRD > TRBEINER SN D56, BRIV T, WHEPAT RSO
SEREIE A2 L7 — Z EAROMERIDORGEDSHER S D & D1, BB K OSERE)70
ﬁ%%ﬁbé_k%+AL%ﬁf%ékﬁ%®ﬁ%ﬁ%?é_&%E@ﬁﬁﬂﬁ&%&wo

Member States shall, where processing is to be carried out on behalf of a controller, provide for the
controller to use only processors providing sufficient guarantees to implement appropriate technical and
organisational measures in such a manner that the processing will meet the requirements of this Directive
and ensure the protection of the rights of the data subject.

2. NERENZ, WS, EHEEE L0 FRNC BN U2 E I MTM%%%L

&mﬂ?@\m®mﬁﬁmiﬁﬁézkéﬁﬁbﬁihi@%@wo—ﬁ%&iﬁ L

UDiJEA ALEEEE I, ﬂﬁ@%@%@ijﬂﬂ IZRIZHOWTER LKL D &35 L =3, H%E%
IEEML, BRICEEEZ BRI E 5227 570,

Member States shall provide for the processor not to engage another processor without prior specific
or general written authorisation by the controller. In the case of general written authorisation, the processor
shall inform the controller of any intended changes concerning the addition or replacement of other
processors, thereby giving the controller the opportunity to object to such changes.

3. IMEEENT. AUEREIC L AAEERS, EEE L OBRIZEW TR 2R L, AR5
KOOI, ABEOME R OH), AT —X OFfEE, 5% EROhT 3 — K OEHE D
HERIFHSI DWW THET 5350, XL EU & L <IIMEEOIEIZIES < ZOMOIERAT A2
Lo THIEEN D Z & ZEDARIT UL B 72V, MibE XU EZ DOMOIERAT A BT
FRZTFREEHE LT T 6720,

Member States shall provide for the processing by a processor to be governed by a contract or other
legal act under Union or Member State law, that is binding on the processor with regard to the controller
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and that sets out the subject-matter and duration of the processing, the nature and purpose of the processing,
the type of personal data and categories of data subjects and the obligations and rights of the controller.
That contract or other legal act shall stipulate, in particular, that the processor:

() ABEEWNEBLE DR TROREEDSNTTTEITH Z &,
acts only on instructions from the controller;

(b) ABEEDS, AT — & 2B DR Z AT DB DR D STV ERI LT Z & X3
BEOIREEOWERFIRE 28> TWD Z L a5 2 L,

ensures that persons authorised to process the personal data have committed themselves to
confidentiality or are under an appropriate statutory obligation of confidentiality;

(€) MWBE N, FEEENT — X FROHEFNZ BT D IRE Z eS8 T3 5 Z & 2t e TR
IR 121 R R

assists the controller by any appropriate means to ensure compliance with the provisions on the data
subject's rights;

(d) D, T—Z Y — 2 ORME, EEHE ORI LY T TOFEAT—Z %4
Br3 2 2VERIEIORET H 2 & MOVEU SUINMMBEDEIMENT — & OIRE 23855
FTTWRVINED | fHET D —2HIRT 2 2 &,
at the choice of the controller, deletes or returns all the personal data to the controller after the end of

the provision of data processing services, and deletes existing copies unless Union or Member State
law requires storage of the personal data;

() MBS, AEZ BT L CND Z L AT T2 DI BT T Ol A B BT
HZ L,

makes available to the controller all information necessary to demonstrate compliance with this
Article;

() BEED, MORBE~DZEUIHONWT 2 THM N3 OS2 T 5 2 &y

complies with the conditions referred to in paragraphs 2 and 3 for engaging another processor.

4. BHEDOTEIUIMOTERATRIE, FHil EFATEREZET) ([CL R0 520y,

The contract or the other legal act referred to in paragraph 3 shall be in writing, including in an electronic
form.

5. MWEEEN, ARSI U TR BR L OTFEZE Uiz & X138, T OB 1345240
FUCHOWTEEEE L A7 S5,
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If a processor determines, in infringement of this Directive, the purposes and means of processing, that
processor shall be considered to be a controller in respect of that processing.

034 EHEE U IAEEE OMERR T T ML

Article 23 Processing under the authority of the controller or processor

IERENL, AT —F 2 AFTE D, QP SUTEPEA L < 1HLEHE OMERR T TITEI L
TWAHTRTOEN, EU XIMPEDIEIZ L DT TRV E Y | FEE O
AR ENT —F AT 5 Z & AEEE LT AU 5720y,

Member States shall provide for the processor and any person acting under the authority of the
controller or of the processor, who has access to personal data, not to process those data except on
instructions from the controller, unless required to do so by Union or Member State law.

24455 WL EIO G

Article 24  Records of processing activities

1. BRENL, EEEDZOEMCBNTTNTOH T 3 —ONBNEER OFtER 2 R 5 2
EETEDIRTIUTIRBIR, D) DFHRT, ROTNTONHREE ER2TIUTR B0,
Member States shall provide for controllers to maintain a record of all categories of processing activities
under their responsibility. That record shall contain all of the following information:

@ EHEEORLKOERSE, WONGLE T 25013, LREHE LOT — 2 (RS8O
A0 K ONEfE e
the name and contact details of the controller and, where applicable, the joint controller and the data
protection officer;

(b) WD HR
the purposes of the processing;

© FH=EICWDZHNSUIEBRERE 2 Z0, MAT— 2 D3R S IIBIR S D524
FEOHT Y —
the categories of recipients to whom the personal data have been or will be disclosed including
recipients in third countries or international organisations;

JCLU

30 DUMTEA HBAEGS
Sincel1947

2019.11 ZABRRK



(@

©)

(f)

()

(h)

0

T—=R2EEKDTT A —JMENT—Z DH 7 2V —DiH

a description of the categories of data subject and of the categories of personal data;
PMT LGS, T AU ORI

where applicable, the use of profiling;

ZUT 50, B EUIERER A~ DN T — 2 ORI 7 T —

where applicable, the categories of transfers of personal data to a third country or an international
organisation;

AT — 2 IEANT TS TODIIER (MR AT ORISR

an indication of the legal basis for the processing operation, including transfers, for which the
personal data are intended;

AIREZ e, (AT —% DEIR 2 77 3V —|ZOWTHEE STV DI EOHIR
where possible, the envisaged time limits for erasure of the different categories of personal data;
AIREZRr e, 29 2k 1 BHITRE D D BAHY K OSHARAI 72 2 0et R D — kit 7eai

where possible, a general description of the technical and organisational security measures referred
to in Article 29(1).

2. MRENT, SUBEEDVEPE OT=DICFENE LT, IROEREZLT X TOHT 2 —DAL
HYEBIOFIERA REFT 2 2 & ZEORITIULR B2,

Member States shall provide for each processor to maintain a record of all categories of processing
activities carried out on behalf of a controller, containing:

@)

(b)

©

(@

WS DA K ONERE A, B MR - CTULER A S0 L QU D BB EIEE O 44 S O
feoe, WNTZET 5551, 7 — 2 PR S O KA M OSSR

the name and contact details of the processor or processors, of each controller on behalf of which the
processor is acting and, where applicable, the data protection officer;

BEHE DT OIZF i S VSR D A1 7 2 —

the categories of processing carried out on behalf of each controller;

AT LA, BEEOWROBRICIE SN TSz, B=EUIEBRHEE~OE A
T — 2 O (A% = EDUIERREBI DR E 23T

where applicable, transfers of personal data to a third country or an international organisation where
explicitly instructed to do so by the controller, including the identification of that third country or
international organisation;

ATREZRG G, 29 2k 1 TAITAE 8 2 Bt M USHRRRA 72 22 A SR D — )72 A
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where possible, a general description of the technical and organisational security measures referred
to in Article 29(1).

3 1IN HORENT, FiE (BTHIERZ G ([CL ORISR0, FEE RO
RUPRES, BEERERIOZGEHITIS U T 2 b Otk BrERBI BN L 220 ud7e 5720,

The records referred to in paragraphs 1 and 2 shall be in writing, including in electronic form. The
controller and the processor shall make those records available to the supervisory authority on request.

2SSk us

Article 25 Logging

1 MRENE, A7 &b, HEWWELY 2T AZBT DIROMFHEED 0 7 M E SN D Z L
ZEDRITIUZ e b7 R, B, 2, BiRZ2 A 0HR, AT AOVEE, SHRED
BIRO v 7%, 2 OBEOBRH K ONHRFEFEET 5 2 & ZFREICT 2 L O TRIFIUTR 6T,
FIARER AT Y . AT —H ZBHESUTIFIR LT A OMEN T — % O fEE OFFE % lRE
2T D HDOTRITFIUIR B0,

Member States shall provide for logs to be kept for at least the following processing operations in
automated processing systems: collection, alteration, consultation, disclosure including transfers,
combination and erasure. The logs of consultation and disclosure shall make it possible to establish the
justification, date and time of such operations and, as far as possible, the identification of the person who
consulted or disclosed personal data, and the identity of the recipients of such personal data.

2. 73, B OBEEMEORGEE, B A BT —2 OFEEM A OV 2R3 5 Z &
WO FE T D 7= DIZDOHFIFH S 72T U772 5720,

The logs shall be used solely for verification of the lawfulness of processing, self-monitoring, ensuring
the integrity and security of the personal data, and for criminal proceedings.

3 EERE R OMLEEE 1T, BB OZEREITS U T 7 2B LR e 5720,

The controller and the processor shall make the logs available to the supervisory authority on request.
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%5265 BIEHER & o)

Article 26  Cooperation with the supervisory authority

INERENT, EEEE R OWERE S, BEERSEE DR O TIZER LE O ESEIIL U Tl/17 %
T EERTEDRTIUIR B0,

Member States shall provide for the controller and the processor to cooperate, on request, with the
supervisory authority in the performance of its tasks on request.

BTk T AR

Article 27 Data protection impact assessment

LB, B BRI, HHCH L\ T2 HIT LU SISO RBES, AHOMEET,
HH, RPLROEIA S L, BAADRERILOE IOV CEN Y X2 % b1 b kit
PREEE, EERCRT, AT BRI, AE SN T HUEHMEE AT — 5
DR FIETBOEAATH = & ZRDRFIUT R B,

Where a type of processing, in particular, using new technologies, and taking into account the nature,
scope, context and purposes of the processing is likely to result in a high risk to the rights and freedoms
of natural persons, Member States shall provide for the controller to carry out, prior to the processing, an
assessment of the impact of the envisaged processing operations on the protection of personal data.

2. VIDRHE, 7 —# ERKOZOMOBIRE ORI L ONEL MR 2B L, el &
b, HE ST DR EDO—REYei, 7 —Z BROHER R OB HICK$ 25 U 27 D
P, 4EZ Y A ITRINT D T DITHRE SIVTWORIR, IWONIMEAT —Z Z =IOt L
AT T L TCND 2 L AR oD ZEHE, LERME A EZZTL b OTRIT
ECANCYAAN

The assessment referred to in paragraph 1 shall contain at least a general description of the envisaged
processing operations, an assessment of the risks to the rights and freedoms of data subjects, the measures
envisaged to address those risks, safeguards, security measures and mechanisms to ensure the protection
of personal data and to demonstrate compliance with this Directive, taking into account the rights and
legitimate interests of the data subjects and other persons concerned.

JCLU

33 DUMTEA HBAEGS
incel1947

2019.11 ZNBEIR



H28 5 RTEMKRA & ORI

Article 28  Prior consultation of the supervisory authority

1. INEBENL. BFE X IFRE DS, ROBHITBNT, LRI NL 77 A VTR
T LO—E Tl DA T RN, EEREES & Wik 3 5 Z L 2D RITIUT R B0y,

Member States shall provide for the controller or processor to consult the supervisory authority prior to
processing which will form part of a new filing system to be created, where:

() 27 KITED DT — A FEAGTHH DS, BELE N ) A BT HHE IS 720 E Y
WEABFENENY 27 2872532 L 2R L TWAEA. U

a data protection impact assessment as provided for in Article 27 indicates that the processing would
result in a high risk in the absence of measures taken by the controller to mitigate the risk; or

(b) UEEUEEORERE, HFZ, B LWEAR, A I TRe A L QWO DB OREEN, 7
— & FROMERI K O HBIZH T @0 A7 2653 5585,

the type of processing, in particular, where using new technologies, mechanisms or procedures,
involves a high risk to the rights and freedoms of data subjects.

2. NEAENL, WURIZEST D EOFERZ LA NEHEE D= O OFREO W, XX Yi% i
D IHAHEEDORH 21T H BRI, BERBE & Wik 372 Z L 2D UT B0,

Member States shall provide for the supervisory authority to be consulted during the preparation of a
proposal for a legislative measure to be adopted by a national parliament or of a regulatory measure based
on such a legislative measure, which relates to processing.

3. AR, BEREREAN, 1 THICEE S & FATHARDORIR & 72 DA ED Y A R AA/El TS
D EHEDIRTIUTIR B0,

Member States shall provide that the supervisory authority may establish a list of the processing
operations which are subject to prior consultation pursuant to paragraph 1.

4. NERENZ, BEEE DS, 27 SRICHAD L T — A R B Ml A B BB it -2 2 &L WY
2, EEEIC L0 BETEREEEN., AR OWOESFN R ENTWA Z L OFHi, BrcT —# &
RONT— & OURGEITxTT 2 U A7 OB DL RHEOFHNZ1T 9 2 & ZA[REIZT 5
T2 DDZE DGR ETRMT 5 Z & Z DT IUTR B0,

Member States shall provide for the controller to provide the supervisory authority with the data
protection impact assessment pursuant to Article 27 and, on request, with any other information to allow
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the supervisory authority to make an assessment of the compliance of the processing and in particular of
the risks for the protection of personal data of the data subject and of the related safeguards.

5. MNERENE, BEERERAN. 1 HITED LUK TITE SN TEASNTEBIEICK T 2 &
DERTHD L&, R, FHENY 27 2+ IR EE T XU L 2o 7o & 3, B
ERERRICIN T, e @Eﬁtﬂ%x TTH5 6 HFLNOGINC, BHE (US4 T 556
(L) (SR LEIIC L DBEZAT) 2 &, NS, 47 2% \—fﬁﬂy)éjf%@’i’?ﬂfﬁ—é Z L
TED I EZEORFIUTIR BT, HRilE, BESH T LD EMES 258 L,
1r AINZIERT 5 2 L3 TE 5, ZO%E, BEHMEIL, WHgoRHezir tThrs 1 7
HUWIZ, IERT 252 LAz e &b, EFHE (KOS T 25A1X0EEE) (@
LT UTZ2 6700,

Member States shall, where the supervisory authority is of the opinion that the intended processing
referred to in paragraph 1 of this Article would infringe the provisions adopted pursuant to this Directive,
in particular where the controller has insufficiently identified or mitigated the risk, provide for the
supervisory authority to provide, within a period of up to six weeks of receipt of the request for
consultation, written advice to the controller and, where applicable, to the processor, and may use any of
its powers referred to in Article 47. That period may be extended by a month, taking into account the
complexity of the intended processing. The supervisory authority shall inform the controller and, where
applicable, the processor of any such extension within one month of receipt of the request for consultation,
together with the reasons for the delay.

FH28 BEAT—FORE

Section 2  Security of personal data

2925 WA

Article 29  Security of processing

1. INERENZ, BoFdii e OvEE o 2 | AUROMEE, #6PH, R OE B, WO E
SRN DR M OVH B M F TR & 7RI M OV% E%ﬂﬁﬂ“é U A7 EEBRIIANT, EH
F M OVVBRE DMERRI TR U i b7 28 /K ME A PR C & D Im U7 B L USRI 263K &
BATDHZ L% FHZ 10 RUITRARDRHRIENT —F OFH7 TV —OMBLZRI LT, HIEL
PRI B,
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Member States shall provide for the controller and the processor, taking into account the state of the art,
the costs of implementation and the nature, scope, context and purposes of the processing as well as the
risk of varying likelihood and severity for the rights and freedoms of natural persons, to implement
appropriate technical and organisational measures to ensure a level of security appropriate to the risk, in
particular as regards the processing of special categories of personal data referred to in Article 10.

2. HEWUEHIZBI L, AMNEEE, EEE LOWEEDS, Fal0 U 27 5HZEESWT, BUF
(ZHT D L ORGSR ZEAT 5 Z & 2 BUE L 2T bavy,

In respect of automated processing, each Member State shall provide for the controller or processor,
following an evaluation of the risks, to implement measures designed to:

@)

(b)

©

(d)

©)

(f)

MERRD 72 MEA DI IS N DBEERICT 7 & 252 Z L 0%kl (BET 7 & A
1)

deny unauthorised persons access to processing equipment used for processing (‘equipment access
control’);

FLARBLARDHEIR 70 S BT, 5., SESUIBRED L GUaREAHIE)

prevent the unauthorised reading, copying, modification or removal of data media (‘data media
control’);

MR S ENT —Z D AT R OER S WIAANT —F ~OMERZ2 S, ST IR
DRIk (AT

prevent the unauthorised input of personal data and the unauthorised inspection, modification or
deletion of stored personal data (‘storage control’);

MERROD 72V MEL AN T — 2 il E R 2 VT HENLEL S 27 L2 VW5 Z & ofiik (R
Al D)

prevent the use of automated processing systems by unauthorised persons using data communication
equipment (‘user control’);

HENLEL L 2T L 2R D4Rz & SEANT 7 & ZMERNOIEAN T — X 121127
7B ATDH L DR (T —4 T 7 & AHilfE)

ensure that persons authorised to use an automated processing system have access only to the
personal data covered by their access authorisation (‘data access control’);

7 —ZlEEG O TEAT =2 235657 L IERIAFRE L Shodd s o Sk
DOIFREN OHESANFTRE T D T & Offelr  (EfEHilE)

ensure that it is possible to verify and establish the bodies to which personal data have been or may
be transmitted or made available using data communication equipment (‘communication control’);
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@ VWoREIZX Y, EDOEANT—Z D HEME S R T WIS ST DIMRITHRRE M OV
DATRETH H Z & DR O\ Il

ensure that it is subsequently possible to verify and establish which personal data have been input
into automated processing systems and when and by whom the personal data were input (‘input
control’);

() ANT—% OBiE I TFeEAOBIRTI BT D AT — % OWER X 5, 5., ©&
ZXATHIBROBLIE  (FiinmifE)

prevent the unauthorised reading, copying, modification or deletion of personal data during transfers
of personal data or during transportation of data media (‘transport control’);

(i) A A=V ENZVAT LRHWT LIZSE THoTHEERIETH 5 Z & DOfElr (B
)

ensure that installed systems may, in the case of interruption, be restored (‘recovery’);

() TATLHERET D Z L. BEREIC KM AN & TG SnD Z L (EEE) AU
BHSIABNT —Z PN AT DOBRFNC K> THgRS RN & Geath) Ok

ensure that the functions of the system perform, that the appearance of faults in the functions is
reported (‘reliability’) and that stored personal data cannot be corrupted by means of a
malfunctioning of the system (‘integrity’).

F305: EANT —H DIREDETERERS ~DmEn

Article 30  Notification of a personal data breach to the supervisory authority

1. MRENL, AT —2ZEN S ST HE, AT —FREDPHRAOHRI R OEHBIZY A
I EECISEHRZENNRNE X 2RE, BEHENRYICEFTHZ L7, mRERIRY .
LOWTH D 72 RFEILINICETERSEE YRR E 2 0ET 5 2 & ZHUE LR T U 570,
72 FFEI AN BEERRBA IS 7 SV WAL, OB 2R A 72T U7 6720,

Member States shall, in the case of a personal data breach, provide for the controller to notify without
undue delay and, where feasible, not later than 72 hours after having become aware of it, the personal data
breach to the supervisory authority, unless the personal data breach is unlikely to result in a risk to the
rights and freedoms of natural persons. Where the notification to the supervisory authority is not made
within 72 hours, it shall be accompanied by reasons for the delay.

2. WBEIHEANT —HREFICROVENT, AU D 2 L EREIEm LT
QU ECANCYAAN
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The processor shall notify the controller without undue delay after becoming aware of a personal data
breach.

3. 1HIZHIET 21T < & b LUTICHIT 2 LB TRITFUTZR B0y,
The notification referred to in paragraph 1 shall at least:

@ AT —ZREOME, TRERRY | BT 57— ERORE N 0% L2 0RO
BT DAENT — Z RO M OB L OBE R~ Z &,

describe the nature of the personal data breach including, where possible, the categories and
approximate number of data subjects concerned and the categories and approximate number of
personal data records concerned;

(b) T —Z PR UTFE LUWMEERIE S Do EE S D Bedn K QS E B 2 nz 4
HZ &,
communicate the name and contact details of the data protection officer or other contact point where
more information can be obtained;

© MEAT—HZIWROFERD A L2k ~5 Z &,
describe the likely consequences of the personal data breach;

(d) BIAITHEDS CTE Bz oM 2 51E% 30, AT —ZREFISHIST D720,
BHAIC LTSI, TS Z EPMBRSNICHIEZR D 2 &,

describe the measures taken or proposed to be taken by the controller to address the personal data
breach, including, where appropriate, measures to mitigate its possible adverse effects.

4. RFFCIERERIET D 2 ENRARETH 55 EICIRY | RHITE 2 2 & 70 < Bl
(ZIFHRETRAET D Z L TE 5,

Where, and in so far as, it is not possible to provide the information at the same time, the information
may be provided in phases without undue further delay.

5. MEENZ, 1HEICHET D2V DEAT —ZREIZRBON TS, EHED, YizENE#
DOIFHICBRET 5L, FORER OO RIEEEEZNAR LT8R T 5 L5
TE LT U7 B2, YEEREIIASRZ BT L2 b D Th H 2 & BRI TRRET
5L bOTRITIUTR B0,

Member States shall provide for the controller to document any personal data breaches referred to in
paragraph 1, comprising the facts relating to the personal data breach, its effects and the remedial action
taken. That documentation shall enable the supervisory authority to verify compliance with this Article.
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6. INEEIL. AT —ZEEIMUONMBEOEHE I L UTEHEIOEE SN AT
— X a3 TITHET AE®RN., RYUIZERT 5 Z &7 < SRnEEOEEE
AR SND X O HE L2 T 570,

Member States shall, where the personal data breach involves personal data that have been transmitted
by or to the controller of another Member State, provide for the information referred to in paragraph 3 to
be communicated to the controller of that Member State without undue delay.

#3158 MENT =IO T —F BEA~DI5E

Article 31  Communication of a personal data breach to the data subject

1 MEEZ, EAT—2REVSBRANOHEN LK OEBICT omED Y 27 24T 586%
NN DT, ARBITIET 5 = & A  BHEDMENT — 2 I A Z D7 — & FRIsE
T 5 Z L EHELRTIUT R B2,

Member States shall, where the personal data breach is likely to result in a high risk to the rights and
freedoms of natural persons, provide for the controller to communicate the personal data breach to the
data subject without undue delay.

2. KGR 1HIHUET D7 —# ER~DIEEL, PO TPHRSET, AT —Z OJRR
DHE 2R~ T U2 69 F72 30 &3 (D). KX OANHIET HIEMLOTIEE D7
SEBEERTFUTREZR0Y,

The communication to the data subject referred to in paragraph 1 of this Article shall describe in clear
and plain language the nature of the personal data breach and shall contain at least the information and
measures referred to in points (b), (c) and (d) of Article 30(3).

3. 1 HHITHET 27 —# ERA~DEL, LT 2O NNISEEE T 5512
(IAETH D,

The communication to the data subject referred to in paragraph 1 shall not be required if any of the
following conditions are met:

(@) EHEEEDS, WUREANT R ORI 7ex R a2 & > T, O b OXER, &b,
WS LEDT 78 AT DM D72 NEDIMANT — Z Z5tfiE T 72 < DR AMENT
— X OIFRIARDENT — X T S Tnb 2 &,
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the controller has implemented appropriate technological and organisational protection measures,
and those measures were applied to the personal data affected by the personal data breach, in
particular those that render the personal data unintelligible to any person who is not authorised to
access it, such as encryption;

(b) EEEEDS, 1 HITHET 27 — ¥ FROMER L O H BICKT D EED Y 27 BEZAL L
TRNT & BRI T D FEAIRIR R L o T2 2 b

the controller has taken subsequent measures which ensure that the high risk to the rights and
freedoms of data subjects referred to in paragraph 1 is no longer likely to materialise;

© T—#EE~oEmpnEEL AR AT HEE L LT, ARTTh EHEONR
PRI RR 2T — 2 TR~ FERE L D5 &

it would involve a disproportionate effort. In such a case, there shall instead be a public
communication or a similar measure whereby the data subjects are informed in an equally effective
manner.

4. FEEDT 2 FHRT MENT —F DIFRE R GZE L TORWEES, BEEEIT.
ENT—& OIRAEED Y A7 AT DA a2 SR L, EFHE T — % ER~DInEx
EORT D ZENTE, L 3BITHET LR ET L LHWT22 & TED,

If the controller has not already communicated the personal data breach to the data subject, the

supervisory authority, having considered the likelihood of the personal data breach resulting in a high risk,
may require it to do so, or may decide that any of the conditions referred to in paragraph 3 are met.

5. ARVHEITHET D27 —F EhR~OIRETL, 13 R IHEITEY T D86, B, R
FPRIND Z LN TE D,

The communication to the data subject referred to in paragraph 1 of this Article may be delayed,
restricted or omitted subject to the conditions and on the grounds referred to in Article 13(3).

HEIE TN

Section 3 Data protection officer
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32k T UREHSHE OREE

Article 32 Designation of the data protection officer

L ONREED, EEEEDT — 2 RN B AHRET 5 2 L ABUE L2 570, N
El, HeHIET A OfoOISE U 72 RlE4S RN O FHEMERNIC I W T TR 2 D BRI %%
Batbrd 2 ZLNTED,

Member States shall provide for the controller to designate a data protection officer. Member States
may exempt courts and other independent judicial authorities when acting in their judicial capacity from
that obligation.

2. T —AUGERYMEIL, HMEE, FHT 34 RITHUET 25 AT 0 27 — 2%
REEDFRMERR, FERM OREN NIV THRE SV UT7R B7Ruy,

The data protection officer shall be designated on the basis of his or her professional qualities and, in
particular, his or her expert knowledge of data protection law and practice and ability to fulfil the tasks
referred to in Article 34.

3. HHERAUMER K O A B IE L T, BEOFMEE IS LT 1 AOT — 2 R FH 245
ETHZENTED,

A single data protection officer may be designated for several competent authorities, taking account of
their organisational structure and size.

4. IBENL, FEENT —H RERSE OB A AR L, AW sET 5 &
IHUE L7 iudie brauy,

Member States shall provide for the controller to publish the contact details of the data protection officer
and communicate them to the supervisory authority.

F335% T RIS ORI

Article 33  Position of the data protection officer
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1L NRENE, EEEN, 7S E 2 BT — 2 ORI T 5T~ TOREICS
WTC, EENCIFEIZ e > TeET, BB S 2 & 2fFITT 5 2 L 4H0E Ll
SYAAN

Member States shall provide for the controller to ensure that the data protection officer is involved,
properly and in a timely manner, in all issues which relate to the protection of personal data.

2. EHET, TAOGEENED, 34 RITHIE T DI DN BA T — & R OMLEERS ~
DT IR AEATH I, £, T2 RGBS ORI AMERT T 5720, LBz
i UL 7 — 2 PR3, 34 SUTHIE T DI 21T 9 2 & 2>k L udie b7euy,

The controller shall support the data protection officer in performing the tasks referred to in Article 34
by providing resources necessary to carry out those tasks and access to personal data and processing
operations, and to maintain his or her expert knowledge.

H 3455 T X RERYE I ORRES

Article 34  Tasks of the data protection officer

INERENL, EEENT — 2 ERL D7 E QU T O 2R3t 2 Ko ME LT
725720,

Member States shall provide for the controller to entrust the data protection officer at least with the
following tasks:

@ ZDOEFEOMO EU UINMNREOT — Z RERE OB~ & S A AU 2 E P
FOVEERITHR UL M OB E 295 Z &,

to inform and advise the controller and the employees who carry out processing of their obligations
pursuant to this Directive and to other Union or Member State data protection provisions;

(b) ZOFEF KOO EU SUINMNEE DT — 2 GREFUEN N TREOHRL, AR D
DAL v 7 OFIA LR UG, B3 2 B AT — & (R C B S S A g O
ROBEPIRDLOBL,

to monitor compliance with this Directive, with other Union or Member State data protection
provisions and with the policies of the controller in relation to the protection of personal data,
including the assignment of responsibilities, awareness-raising and training of staff involved in
processing operations, and the related audits;

© F— 2 RAER B L CHIE 2R DRI AR 5 2 & RUT—
5 RSB BRHI O KHRI 2 27 FAHI L TR 5 2 &
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to provide advice where requested as regards the data protection impact assessment and monitor its
performance pursuant to Article 27;

(d) BTERERHEHIT D&,
to cooperate with the supervisory authority;

(€) 28 SRITHUE S DAl PRI DRIEICHOWT, BrERERI DEHE e & LTI THD
THZ L, RONEY THIUTZ DIOFEIZOWTHRZ T 5 Z &,

to act as the contact point for the supervisory authority on issues relating to processing, including the
prior consultation referred to in Article 28, and to consult, where appropriate, with regard to any
other matter.

FhE N T —F D =[F X T FEEE I~ Dt

CHAPTERYV Transfers of personal data to third countries or international organisations

#3545 EAT—X OBIAZETT 5 A

Article 35 General principles for transfers of personal data

1. NERENE, AEEEITHOE, BB EERT L ITEBHEE (FREROBS, AR OEA
L < ITEBHERE A Ee) ITEROBIE S NIRRT TE STV AIEAT — 22T
X, RS OMOBEITHE CTZEOREICHE D, LLNZHEIT 2 AF TED SR 2201
X, FHEEITICE DB TR L QIR b2 E2EDRTFIUTR B0,

Member States shall provide for any transfer by competent authorities of personal data which are
undergoing processing or are intended for processing after transfer to a third country or to an international
organisation including for onward transfers to another third country or international organisation to take
place, subject to compliance with the national provisions adopted pursuant to other provisions of this
Directive, only where the conditions laid down in this Chapter are met, namely:
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@) RS 155 1 THITED D HICIRD L CRERGA
the transfer is necessary for the purposes set out in Article 1(1);

(b) URZEAT—Z73, 12k 1 HOHRNSHEE T DB T b 25 —E U IEFER D& HE
(X LTRSS N D5 E

the personal data are transferred to a controller in a third country or international organisation that is
an authority competent for the purposes referred to in Article 1(1);

© EWNEZXVEANT—ZOBEEZ & 50 COAGE L TW D INREDBE AT — & 25K
Fah, UIFHFEEIC 2 D56

where personal data are transmitted or made available from another Member State, that Member
State has given its prior authorisation to the transfer in accordance with its national law;

d) BRMZEESRD 36 FRITHENHMEEEE T LT D & &, b filliae K<GAETH-
T, 37 SRITHEVEEI R Z A EDEE S, WA ET 5 L&, T 36 FITHESL
PRI KON 37 SIS < 7R 2 2 E 2 K< HOD, 38 FUTHEOEFRIZ R *T
T LRBIEH SN D & &

the Commission has adopted an adequacy decision pursuant to Article 36, or, in the absence of such
a decision, appropriate safeguards have been provided or exist pursuant to Article 37, or, in the
absence of an adequacy decision pursuant to Article 36 and of appropriate safeguards in accordance
with Article 37, derogations for specific situations apply pursuant to Article 38; and

©)

5 —EDUIEBRFER A~ ORI RN T, seIORBRZA T T i B 3[R CnEEE
DORDFHEETIAS, JLIATZROERME, BAT —F OERANOBERD AR, AT —2 D
FHEIRSE Th 20 —EDUTEBRERE O 7 — # fri Ok e ERIET 5 T~ TOEFHR A
ZRE L THBIRZAGR LTI & &

in the case of an onward transfer to another third country or international organisation, the competent
authority that carried out the original transfer or another competent authority of the same Member
State authorises the onward transfer, after taking into due account all relevant factors, including the
seriousness of the criminal offence, the purpose for which the personal data was originally
transferred and the level of personal data protection in the third country or an international
organisation to which personal data are onward transferred.

2. MNEAENZE, BEHENT — & OBARSINRE X = EON IO IIRS ZEDTE A
UVFIRSIZ X 2 BIRE D DB R 72l A & 72 59 & T, 0l 118 (o) (2352 <o
BRE ORI N OHGRE S D Z L DR ATREZRF A TIRVRY | MiskGRe < L TBIRAE 7
RLUTUIR BN EZEDRTIUTZR B2, BIRZFTIRT D561, Fe i oAGROMER
AT DB R < EE LR T U B7euy,
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Member States shall provide for transfers without the prior authorisation by another Member State in
accordance with point (c) of paragraph 1 to be permitted only if the transfer of the personal data is
necessary for the prevention of an immediate and serious threat to public security of a Member State or a
third country or to essential interests of a Member State and the prior authorisation cannot be obtained in
good time. The authority responsible for giving prior authorisation shall be informed without delay.

3. ABEDFIHT, AFEFIZL > TIRIES LD BARADIRGEDIRE 248725 Z L D72 & il
MEN2T TR B0,

All provisions in this Chapter shall be applied in order to ensure that the level of protection of natural
persons ensured by this Directive is not undermined.

H365% TR S < Biin

Article 36  Transfers on the basis of an adequacy decision

1L EEZ, H2FE=EoeE, —HEds L <IT0E2H WIS E TR DRFE S
T, AT GROEBEEBICB L, T2 R DRRE 2 RGET 5 & O L KINEE R
L& &3, AT —2 2430 —EDUIERERI R 5 2 N TE 5 2 L &0l
T 6720y, ZO8E AT —2 OBEAHEROAGRZZL L7V,

Member States shall provide that a transfer of personal data to a third country or an international
organisation may take place where the Commission has decided that the third country, a territory or one
or more specified sectors within that third country, or the international organisation in question ensures an
adequate level of protection. Such a transfer shall not require any specific authorisation.

2. PREOEREOH/IMEZFHMET 2BRCIE. BUNEESRITE Vbl FIciif 2 EHE 425 E
THHD LTS,

When assessing the adequacy of the level of protection, the Commission shall, in particular, take
account of the following elements:

@ TEDSHL. NEROEANZR AR 28H, —RiIE - FlEE DT rdtoses, Pifd,

EZRZ O OHEFE, KONTHRERZ L DA T— 2 ~D7 7 & AZBhET HIERE LT
SO TIE, K OBIOF = E I ERSERE T 2 E AT — % OBERICEI U, Binieos —F
T EBHERI ORIFEFI A5 T — 2 Bl B 2 8 2 gt e, AT — & O#EIZRE
HHEAI B85 EORR N OV extR, WONE AT — 4 2Bl S iv7e 7 — & BRI
BRI 70 % > CPRBE S AU D VEAOMER S O TBCE U X ERE LD R 70804
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the rule of law, respect for human rights and fundamental freedoms, relevant legislation, both general and
sectoral, including concerning public security, defence, national security and criminal law and the access of
public authorities to personal data, as well as the implementation of such legislation, data protection rules,
professional rules and security measures, including rules for the onward transfer of personal data to another
third country or international organisation, which are complied with in that country or international
organisation, case-law, as well as effective and enforceable data subject rights and effective administrative
and judicial redress for the data subjects whose personal data are transferred;

(b) TR BATH A D T — Z R BT DA F ORELR R O T, 7 — & TAROMERHTHELS
LR OIS, WONINEEORERE & OUHBIOT_OOMIREA TS, Hikd —IE
PICIRT 5, SUTERRER 2 S FICES . &K 1 SOMSE UTZBTERERIDAHE, RUIR
GDLAEI:

the existence and effective functioning of one or more independent supervisory authorities in the third
country or to which an international organisation is subject, with responsibility for ensuring and enforcing
compliance with data protection rules, including adequate enforcement powers, for assisting and advising
data subjects in exercising their rights and for cooperation with the supervisory authorities of the Member
States; and

€ & VDIHEANT —F DIRFEIZBET 5. Yakss = L < IXEBEHEEE ARG 32 ERRT 72
L, HERE IO H HER L <IIHEE. MOZERAE L < I3l 27 L~
DBINLE D Z DIMDFHS

the international commitments the third country or international organisation concerned has entered
into, or other obligations arising from legally binding conventions or instruments as well as from its
participation in multilateral or regional systems, in particular in relation to the protection of personal
data.

3. BRINEBERIL. R#ED LD+ MHEICRET 2RHMED%., HifTIEEED D Z &1LV,
HLHEZE L IIFEOE ZEHo—KIg U <1323 L ITEERORE ST TEIX,
% 5 [EEHEERNN, 2 HOERICEBIT 507280 L~V AR LTS BIRET D 2
EINTE D, YHMTTACIE, Y3 —EOIERRE R 25 5w 4 BE T 228 b a5
BT 5. K452 L OO EAZ EDRTIUTR v, Sakhif TiEICE
UNTIE, HUBRA S 3 BP0 706 AP S ONE F RTREREPH A B R L, >0 218 (b) IZBWTE
D 5 BB A REE L7l AU B 720, MEZhf THAIL, 58 55 2 THIZIRUW N TIESD D53 Ft
ICEESEAGE BN Sheidiudze by,

The Commission, after assessing the adequacy of the level of protection, may decide, by means of
implementing act, that a third country, a territory or one or more specified sectors within a third country,
or an international organisation ensures an adequate level of protection within the meaning of paragraph
2 of this Article. The implementing act shall provide a mechanism for periodic review, at least every four
years, which shall take into account all relevant developments in the third country or international
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organisation. The implementing act shall specify its territorial and sectoral application and, where
applicable, identify the supervisory authority or authorities referred to in point (b) of paragraph 2 of this
Article. The implementing act shall be adopted in accordance with the examination procedure referred to
in Article 58(2).

4. BRMNZEERIL 3 HHITHE VEGE SIVCIRE DIERNC R84 KT LGS | %8 —IE X3
BREERICIo1T D28 b, BUEEATIE CREE L2 iudZz breuy,

The Commission shall, on an ongoing basis, monitor developments in third countries and international
organisations that could affect the functioning of decisions adopted pursuant to paragraph 3.

5. BRINEESIL, & VbIARS 3 HIZBWTED 2%, ATFARERIEFRICESE, &
L =E, L <IEE =ZEO—XIEHE L <IE—285 L < IFEEORE SNWATEIX, IE
BREERAAS 2 THIZIE D 2 BIRIZEIT D+ 70 R DR AR CE RN 2 LB NI 2o T
& X, MEARRPEC, M TAICED D RIS E | RERIZIN-> T3 THIZBWTED D
EZMEEL, BIE L., XIZTONEAZ LT iudia b7, Yikliif 1%, 58 52 1
DFBEFHUTES T AR SN2 IUTZR B0, EICIE L &N 5 BADRLTITeE N
FHIZESHE, FUNEERIT, 58 543 THIZBWTED 5 el 5L & Ji H nTRe7 et 7%
ZBIREICAGE LZa 0 U iiﬁ%iﬁu\

The Commission shall, where available information reveals, in particular following the review referred
to in paragraph 3 of this Article, that a third country, a territory or one or more specified sectors within a
third country, or an international organisation no longer ensures an adequate level of protection within the
meaning of paragraph 2 of this Article, to the extent necessary, repeal, amend or suspend the decision
referred to in paragraph 3 of this Article by means of implementing acts without retro-active effect. Those
implementing acts shall be adopted in accordance with the examination procedure referred to in Article
58(2).

On duly justified imperative grounds of urgency, the Commission shall adopt immediately applicable
implementing acts in accordance with the procedure referred to in Article 58(3).

6. MRINEERIT, 5 IS RSNIREL b T2 b LI A UET 2 R G | 45405
ZEDUIEHRES & e BRAA L 22T T B vy,

The Commission shall enter into consultations with the third country or international organisation with
a view to remedying the situation giving rise to the decision made pursuant to paragraph 5.
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7. MEAENZ, 37 M ON38 Rk D5 =F, £ L I =Eo—Kiget L< IZ—2>4& L <
1T ORFE SNTATEX, XIXEBEHEES R 2 ANT— 2 OBHRIZH L, AREE4E T
SHDHZ L, STHIZBWTEDAREE L72T U B0,

Member States shall provide for a decision pursuant to paragraph 5 to be without prejudice to transfers
of personal data to the third country, the territory or one or more specified sectors within that third country,
or the international organisation in question pursuant to Articles 37 and 38.

8. FUNEERIL., [EU B KOEEEOT = 7HA MIBWT, 72RO 240
724, Xi3b i%)ﬁﬁtééeu\aﬂ%mbt =E, A LIEEFE=EHo—Kger L id—o% L
NTEELDFFE SIVATEIX, XITEBEBID U R 248 LeiFiudZe b7au,

The Commission shall publish in the Official Journal of the European Union and on its website a list of
the third countries, territories and specified sectors within a third country and international organisations
for which it has decided that an adequate level of protection is or is no longer ensured.

%537 5% YR EREIIE S < Biin

Article 37  Transfers subject to appropriate safeguards

L EEENE, 36 4 3 A SIEER RS HH, LUTOBAIC STIEBREER 59
DIHNT — 5 OBEEHTED LD K O EDRTIUTZR B 720,

In the absence of a decision pursuant to Article 36(3), Member States shall provide that a transfer of
personal data to a third country or an international organisation may take place where:

@ IERFIIRIDH 5 HEFITIEDS BT — X ORI T YR L eER H 5 &
=

appropriate safeguards with regard to the protection of personal data are provided for in a legally
binding instrument; or

(b) EEEDLHENT —Z OB T2 H bW DR EEE L, A HROREIZEE S
DGR EREIMAET D LT L2 L &

the controller has assessed all the circumstances surrounding the transfer of personal data and
concludes that appropriate safeguards exist with regard to the protection of personal data.

2 MEAFSALL, 19H () 1B DBEOIIICONT, BRI LU

JCLU

48 DUMTEA HBAEGS
Sincel1947

2019.11 ZABRRK



The controller shall inform the supervisory authority about categories of transfers under point (b) of
paragraph 1.

3. BE1IH (b) ITESLGE, YRL, BIRO BN, A 2iH LI EiEE T ol
W BHEE IR 5 R R OBR ST — 2 2B L CE b2 udie o7,
F ISR CEI BB D BRI D SR SR T U 720,

When a transfer is based on point (b) of paragraph 1, such a transfer shall be documented and the
documentation shall be made available to the supervisory authority on request, including the date and
time of the transfer, information about the receiving competent authority, the justification for the transfer
and the personal data transferred.

38 2% FERIZRIRDUCIST DA

Article 38  Derogations for specific situations

1. IRRENZ. 36 SRICEAS K o MEDHIMT, KTN37 SR FEES < mil/eZe i@ a /R < L E(T
BT, F=EIEBRERN D E N T — & ORBHE IR DR, LU 55K
HIZIR DS U CHERGEIZIR D PR SIS L O DT IUT B 720,

In the absence of an adequacy decision pursuant to Article 36, or of appropriate safeguards pursuant to
Article 37, Member States shall provide that a transfer or a category of transfers of personal data to a third
country or an international organisation may take place only on the condition that the transfer is necessary:

@ Y%7 — BRI = OMD CHERFRS A RET 5720
in order to protect the vital interests of the data subject or another person;

(b) AT —Z DRI & 70 % UIEINEEOEPIACID L, 4547 — & BRI
RS D720

to safeguard legitimate interests of the data subject, where the law of the Member State transferring
the personal data so provides;

(© INERES IS = E DRI > DTRAN IR NI D LRI/ D fabi A T 5728

for the prevention of an immediate and serious threat to public security of a Member State or a third
country;

d) 151 EIED D BRI DI S 4 OFFEAD =8

in individual cases for the purposes set out in Article 1(1); or
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€) VEDOFFAIEKIT D, 151 HITED D HANTBE T 2 VEREIROMET S TR
TREDT D
inan individual case for the establishment, exercise or defence of legal claims relating to the purposes
set out in Article 1(1).

2. 13 (A &K (o) \TEDDIBIRZIBNT, T —F TIROME L 72 5 FAMESUTH DR
SDFEE % LR D BT L R DEEEE TN L L &L AT =2 E2BER L TR b7
Uy,

Personal data shall not be transferred if the transferring competent authority determines that fundamental
rights and freedoms of the data subject concerned override the public interest in the transfer set out in
points (d) and (e) of paragraph 1.

3. Bis)s | T SSIEE, UsBiad, Biso B, 1§Ha S iH LIZEEEE T O,
Biinz IEN T 5 SRR OB S I EAT — 2 25 L OEHb ST o3, &
12 MRS ERER ORI S S SR T e 5720,

Where a transfer is based on paragraph 1, such a transfer shall be documented and the documentation
shall be made available to the supervisory authority on request, including the date and time of the transfer,
information about the receiving competent authority, the justification for the transfer and the personal data
transferred.

$39 5% BEENCRU DML LIS EE IS D AT — 2 ORlS

Article 39  Transfers of personal data to recipients established in third countries

1. 3BE1HEbD)OFSE LT, EUXIINEEOEIL, AESOMOFLHEIZES L, LLFO
T _RTCOFM AT THAIZIRY . EBIEAARI 72 FHICBN T, ARG 2 THIZED DO ERS
AEZENRD Z L7 3RMQ@QDIHEEITAMENT — X % EHEE —[E OMT LT 281
KL CTEMNTHZLEROLEEDDHENTE S,

By way of derogation from point (b) of Article 35(1) and without prejudice to any international agreement
referred to in paragraph 2 of this Article, Union or Member State law may provide for the competent
authorities referred to in point (7)(a) of Article 3, in individual and specific cases, to transfer personal data
directly to recipients established in third countries only if the other provisions of this Directive are
complied with and all of the following conditions are fulfilled:
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@ 1K 1HTED D HANCIG LT, EUSIIMBEDIEED D & ZAIZHS < Bismd
FHEE T DR DO IR & > T, LA BRI L ETH D56
the transfer is strictly necessary for the performance of a task of the transferring competent authority as
provided for by Union or Member State law for the purposes set out in Article 1(1);

(0) BAETCOFHER TS, A LE L35 U RN C, Ak HEID T —
FARDHAKER O FATELE LI\ &I L7356

the transferring competent authority determines that no fundamental rights and freedoms of the data
subject concerned override the public interest necessitating the transfer in the case at hand;

(©) BAETTOFMER AN, 14k 1 D HANZHOWT Y% = [EICkT & E 2 A DB
T OB, &0 DITERAI e SISO D LA BRRIT, ZERATTRRVD ANE Y & flkr
L7=5%E
the transferring competent authority considers that the transfer to an authority that is competent for the

purposes referred to in Article 1(1) in the third country is ineffective or inappropriate, in particular
because the transfer cannot be achieved in good time;

(d) 158 1D HENZ DWW TCEEE ZEICRBWTEEZ A 92 Uiz O L @k s ghRay
T, MFIREE THLEEERE . NAITENT 5 2 L Blnz @iy 5596

the authority that is competent for the purposes referred to in Article 1(1) in the third country is
informed without undue delay, unless this is ineffective or inappropriate;

(€) BHILOFHEE TN, AT — & OZE 5 L, FED BRSUMEAT — 2 2B S h
HIRERIZR A Z 8k 556

the transferring competent authority informs the recipient of the specified purpose or purposes for
which the personal data are only to be processed by the latter provided that such processing is
necessary.

2. 1 HOEBREEIZ, IR BT DI 0 ) L OYER DR, D53 B I8 1) 2N
& = E DR o ZFEFSUIZEM THAREE TRITIUIR B0,

An international agreement referred to in paragraph 1 shall be any bilateral or multilateral international
agreement in force between Member States and third countries in the field of judicial cooperation in
criminal matters and police cooperation.

3. BEITOFMEETIE. 39 SROBHRIZREE L CRIEHEBN @A L2 AuT7ze 5720y,

The transferring competent authority shall inform the supervisory authority about transfers under this
Atrticle.
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4. 1HIZHAS S BERISE L SR ITUTZR B0,

Where a transfer is based on paragraph 1, such a transfer shall be documented.

40 55 EANT — & ORI B 2 EE

Article 40  International cooperation for the protection of personal data

BRMNZEE SR OINBEENL, % = EROEEHEE & OBIRICEI L, LI ombaFIEZ RS
IRTIUTIR B 720,

In relation to third countries and international organisations, the Commission and Member States shall
take appropriate steps to:

(@)

(b)

©

(@

TE AT — & OIS D IERE OB RA 724 T 2 A3 72 80 DEBREI 72 1A 2 A4
THIL

develop international cooperation mechanisms to facilitate the effective enforcement of legislation
for the protection of personal data;

E AT — & DR N FEAME K OHAH) A FRIC B3 2 D)2 2 I 25 < | 1
. NS, MER), G S Ulo, AT —Z OURGEIZBET DR
RATICIRT 2. EERR A AR et 5 Z &

provide international mutual assistance in the enforcement of legislation for the protection of
personal data, including through notification, complaint referral, investigative assistance and
information exchange, subject to appropriate safeguards for the protection of personal data and other
fundamental rights and freedoms;

THNT — & ORI BT DIERORATICR T 2 EBR 2t 5 Z L2 AL Lz
AL OTERENC BT DRIHERRE 25 s 85 2 &

engage relevant stakeholders in discussion and activities aimed at furthering international
cooperation in the enforcement of legislation for the protection of personal data;

L OFEEREOF G T, EAT —F OUREIZET DA M OGO A A K
Otk bzfetEd 2 Z &

promote the exchange and documentation of personal data protection legislation and practice,
including on jurisdictional conflicts with third countries.

JCLU

52 DUMTEA HBAEGS
Sincel1947

2019.11 ZABRRK



FNE N DB R

CHAPTER VI Independent supervisory authorities

B1E it

Section1 Independent status

H41 % BTERRES
Article 41  Supervisory authority

1. FINRENX, EU BN OE AT — 42 OB ONE 72 sl ONEEIZ B35 B IR A D HAE
KO EHZRET D701, AFES OB 25 EHEREZH T2 1 DL EDAR) 7B
MEREZ T 22 Uz 7y ( TEZEWERE) ) o

Each Member State shall provide for one or more independent public authorities to be responsible for
monitoring the application of this Directive, in order to protect the fundamental rights and freedoms of
natural persons in relation to processing and to facilitate the free flow of personal data within the Union
(‘supervisory authority’).

2. BETERERSIZ. EU BUCR T DRG0 H EREMIZAT S LRI UTR 5720, 2%
RINDTZOIC, BVERERIHALS, F7 ERICHESSRINERS L) LT b7
Uy,

Each supervisory authority shall contribute to the consistent application of this Directive throughout
the Union. For that purpose, the supervisory authorities shall cooperate with each other and with the
Commission in accordance with Chapter V11.

3. AIMEAENZE, EU HiHI 2016/679 \ZH DS BOL SN OETE . AIRSITRIT DETE
P& L, 41 5 1 IS S BN SV BT BB OGBS HER 2 T D b D & LTART Z L2
TE %,

Member States may provide for a supervisory authority established under Regulation (EU) 2016/679 to
be the supervisory authority referred to in this Directive and to assume responsibility for the tasks of the
supervisory authority to be established under paragraph 1 of this Article.
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4. 1 OONEENZINT 1 DLLEOBERBAN GRS . STz & X3, IREE, 202 b0 1
D% Bl SRITTE D DRI T — X SR B TR B AR E T 2B L L TED
R UL B0,

Where more than one supervisory authority is established in a Member State, that Member State shall
designate the supervisory authority which are to represent those authorities in the Board referred to in
Article 51.

C X0 SIIVA S

Article 42  Independence

L AMEENE, TN ORTERR, AR BT S HERRITIEICBR L, 24
TSI ZATRECTE 5 L D TED 2T UT R bravy,

Each Member State shall provide for each supervisory authority to act with complete independence in
performing its tasks and exercising its powers in accordance with this Directive.

2. FINRENL, ZFILTNOETEREEI D 1 A UIEEORRREN, ARSI st T
EHENATREICEE L. EEE I O TINBORE LS T, Ve 2B OERE
RO, OZUTF RN EEEDRITIUL R B0,

Member States shall provide for the member or members of their supervisory authorities in the
performance of their tasks and exercise of their powers in accordance with this Directive, to remain free
from external influence, whether direct or indirect, and that they shall neither seek nor take instructions
from anybody.

3. BIMHEOEAEREEI OB, B & PG T DIRD BN RE T 72 U7 59, 74,
T, HE - BEARIDT, FHT DMOBETOTER 57220,

Members of Member States' supervisory authorities shall refrain from any action incompatible with
their duties and shall not, during their term of office, engage in any incompatible occupation, whether
gainful or not.

4. BAIMRENL, FIVENOETERSER)S, AHEERBL, AHET 1, BRINT — 2 RSz~ OSN
DI E T, ARG T OREIRA TR Z LB 2 N, B M OV IBETR, i
PP ONT B 2 R L7 T AUE 72 B 720,

JCLU

54 DEHEAA BEARGE
Sincel1947

2019.11 ZABRRK



Each Member State shall ensure that each supervisory authority is provided with the human, technical
and financial resources, premises and infrastructure necessary for the effective performance of its tasks
and exercise of its powers, including those to be carried out in the context of mutual assistance,
cooperation and participation in the Board.

5. FMNEHEIL, TN EhOETETERN, SHERBOPMA) L HEE T TEH ABZHD
R L, BRI 2 & DR L2 udie 570,

Each Member State shall ensure that each supervisory authority chooses and has its own staff which
shall be subject to the exclusive direction of the member or members of the supervisory authority
concerned.

6. FIHEILZ., TN ENOEERERNS, ISR TS B2 3 Dvo— R BIRST
L7z, MNUIEZORETE O ThHil, AR7RRFEOTRIZHES < BRI FIZ@E D
D KRR LTI B 720,

Each Member State shall ensure that each supervisory authority is subject to financial control which
does not affect its independence and that it has separate, public annual budgets, which may be part of the
overall state or national budget.

F543 5% BTETERAORE R B O—RHISRMT

Article 43  General conditions for the members of the supervisory authority

1 NEEEND, ETEREBAD SRS DRI\ T BAMED & 5 Fhel S
SEMSND T L AEDRTIUTZR B0,

Member States shall provide for each member of their supervisory authorities to be appointed by means
of a transparent procedure by:

EE VAN
i =

their parliament;

— B
their government;
—  JNoER
their head of State; or
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NRRENEIZ IS <N U 7ATAnBERS

an independent body entrusted with the appointment under Member State law.

2. SAERNEIT. BEESZEIT R OMENMTEICRD B D, FREAANT — & OIR#EO BB
HEE., PR OFHREZ A L CUWORITIULZR B 720,

Each member shall have the qualifications, experience and skills, in particular in the area of the
protection of personal data, required to perform their duties and exercise their powers.

3. MERKE O IL, BEES D INBAENA A D& | (R T, TElRRE, S 3E AR S
T LARTFTIZR G700,

The duties of a member shall end in the event of the expiry of the term of office, resignation or
compulsory retirement, in accordance with the law of the Member State concerned.

4. HEREIT, ERIITHHT35E . T HITOWIE ORI TITRD L5 & 2T S 72
TR TIGEITIRY | fffS D,

A member shall be dismissed only in cases of serious misconduct or if the member no longer fulfils
the conditions required for the performance of the duties.

44 5 BEREERORRSIICES T A HA

Article 44  Rules on the establishment of the supervisory authority

1. IRENE. AP OFHRIZEST 2 EAIERIC L > TED 2T 5720,

Each Member State shall provide by law for all of the following:

@) SEEPEBIDRBAL
the establishment of each supervisory authority;
(b) BETEFERHORERE & L T SNDBRITIEL L S D B K ONEREMHEDZA

the qualifications and eligibility conditions required to be appointed as a member of each supervisory
authority;

() BEEHBADHR R OIS 5 HHIR O
JCLU
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the rules and procedures for the appointment of the member or members of each supervisory
authority;

d) EEHEBORERLEICEET D 4 4 TS Z L D7V ME, 72721, 2016 4£5 A 6 HLUE
BAOAEMIZE LT, #ERE DEm TR ORI 2 B3 2 i) BB N D
MR & > THETH LRV IZBNT, LEWVME 52 R TE S,

the duration of the term of the member or members of each supervisory authority of not less than
four years, except for the first appointment after 6 May 2016, part of which may take place for a
shorter period where that is necessary to protect the independence of the supervisory authority by
means of a staggered appointment procedure;

(€) ETEEBIOAAERLE OFED v M OV TREZ 55 O FH I

whether and, if so, for how many terms the member or members of each supervisory authority is
eligible for reappointment;

() EZEBIDOSERE M OB D5, FEEATA, AN L IMESRISHERS L <1
HASANERIE S0 2 M85 M M B D 480, AN IR B35 iR

the conditions governing the obligations of the member or members and staff of each supervisory
authority, prohibitions on actions, occupations and benefits incompatible therewith during and after
the term of office and rules governing the cessation of employment.

2. FETEREBE OB A ONREIE, EU SUTMBEDEICHAS E | #5247 XA IR T 2
W CTREH DD DEFIICB L, B R OSBRIV T, B8 Lot Rk«
O bDLT D, AEHPICIRWNTIE, Ui EOMERFFREIL, AEFERIZONTO
AN LD HEIZEH Sh b,

The member or members and the staff of each supervisory authority shall, in accordance with Union
or Member State law, be subject to a duty of professional secrecy both during and after their term of office,
with regard to any confidential information which has come to their knowledge in the course of the
performance of their tasks or the exercise of their powers. During their term of office, that duty of
professional secrecy shall in particular apply to reporting by natural persons of infringements of this
Directive.

B2 EEE. MR OMER

Section 2 Competence, tasks and powers
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Article 45 Competence

L FMEEL, B OHETIZRNT, AEFITHE, SRR, H10 5 TONTBEO
AT G- SIVIHMEIROATHEDN TE 2 L 9 @D 2T HUT e B7auy,

Each Member State shall provide for each supervisory authority to be competent for the performance
of the tasks assigned to, and for the exercise of the powers conferred on, it in accordance with this
Directive on the territory of its own Member State.

2. FNEEENE, BERERSI 6 LT EelIpTs € O RHERIBERE 2 7= BT © AWFLE A
BT MRz 5 2 T3 bavy, INEENE, BZERERSICxT LT, ooz U7- wlispkRans <
D ERERREREZ I IR T 5 U A BB D MR G- 2 70 2 &3 TE %,

Each Member State shall provide for each supervisory authority not to be competent for the supervision
of processing operations of courts when acting in their judicial capacity. Member States may provide for
their supervisory authority not to be competent to supervise processing operations of other independent
judicial authorities when acting in their judicial capacity.

465 WS
Article 46 Tasks

1. AMEEE, ZOELICREWT, BEEMENROBIAESEITO 2 L2 EDRITIUIR S
ATAN

Each Member State shall provide, on its territory, for each supervisory authority to:
@ AFEBIESWTEIRSNIZREOEH R O OFRR AR L, 27752 &

monitor and enforce the application of the provisions adopted pursuant to this Directive and its
implementing measures;

(b) WHIZETS DU X7 )b, LEFEKLOMHERNZDOWT, — RO, & BRI Z
L

promote public awareness and understanding of the risks, rules, safeguards and rights in relation to
processing;
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©)

(f)

©

()

0

WP BES % HARAORER] & B 2R 9~ 2 SOE R O TBIE R IZ OV T INREOIEIC
e, HR, B RO OO L TE T 52 &

advise, in accordance with Member State law, the national parliament, the government and other
institutions and bodies on legislative and administrative measures relating to the protection of natural
persons' rights and freedoms with regard to processing;

HEH LB SRR TICEDSL BH AT o 2 L2k 2 L
promote the awareness of controllers and processors of their obligations under this Directive;

KIS HRATHICEA L T, ZRENHIUL, 7 —F FIRITH L TIERARIE L,
O OIE, 2D O NNHEORERERE & /195 2 &

upon request, provide information to any data subject concerning the exercise of their rights under
this Directive and, if appropriate, cooperate with the supervisory authorities in other Member States
to that end;

TS EARSUTHARROMEEANY 55 FRITHE- TH LAL T F 2B L, ) & 780 L
PHNTC, #5E L CORRFHZ A LN AR LT (7 DAt OB ERERS &
DFEEPN LI BTN SERHRNISR R OREOR SR ZHmE T2 Z &

deal with complaints lodged by a data subject, or by a body, organisation or association in
accordance with Avrticle 55, and investigate, to the extent appropriate, the subject-matter of the
complaint and inform the complainant of the progress and the outcome of the investigation within a
reasonable period, in particular if further investigation or coordination with another supervisory
authority is necessary;

17 RITHEN, BEOBIEMZ R L, 7 — 2 FRIT L, [FISR 3 TEITHE Y, A ERIIH]
PIHRARER 2 HE L. SUTRENE TS - TE B 2975 2 &

check the lawfulness of processing pursuant to Article 17, and inform the data subject within a
reasonable period of the outcome of the check pursuant to paragraph 3 of that Article or of the
reasons why the check has not been carried out;

AFE T OB KON TO—BMEZ R T 572010, ORTEEI L O T, 1HHa A
THLZEEGEOTHAIL, MHAISHETH 2 L

cooperate with, including by sharing information, and provide mutual assistance to other supervisory
authorities, with a view to ensuring the consistency of application and enforcement of this Directive;

L DBEEREEEC AR O Z T E S T2 FRIZIEE S O HED T, AfesomEAlc>
WCOREZ 5 Z &

conduct investigations on the application of this Directive, including on the basis of information
received from another supervisory authority or other public authority;
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() TEAT—Z OB KIFTTHED | BEMD 558, & 0 DI HRAEOusE
DFEBIZHONT, ZhaiEHT 52 &
monitor relevant developments insofar as they have an impact on the protection of personal data, in
particular the development of information and communication technologies;

(K) 28 SRITED DK HOWCHIETHZ &
provide advice on the processing operations referred to in Article 28; and
() BRINT— 2 R OEE 53252 L

contribute to the activities of the Board.

2. FEDEREEAT, MOPNL CREABRNT D Z L2 BRI T K DN T 4 — 2%
B4 52 L Blc Lo T 1 THODOEFEOHRN CERHITT D,

Each supervisory authority shall facilitate the submission of complaints referred to in point (f) of
paragraph 1 by measures such as providing a complaint submission form which can also be completed
electronically, without excluding other means of communication.

3. FETBHEBEOBF I TIE, 7 —F TR OT — 2 B2 L > TERAND I DR D &
BN

The performance of the tasks of each supervisory authority shall be free of charge for the data subject
and for the data protection officer.

4. FERICH B NTHRALD 2  SULERZR S, FRORD IZSNDGETE, BB, 55
T A MIESS GBI TERZTERT 200 D LiRIIE LD 2 L2 EET 52 ENT
20, BEERBAE, FRICHIDANTRILA 2 U TBRITh 5 2 & 23EET D BHEAA D,

Where a request is manifestly unfounded or excessive, in particular because it is repetitive, the
supervisory authority may charge a reasonable fee based on its administrative costs, or may refuse to act
on the request. The supervisory authority shall bear the burden of demonstrating that the request is
manifestly unfounded or excessive.

FAT S HER

Article 47 Powers

L AN, AEESEEIT R LT, IS Ko T VR R 5%, TALD
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DOFAERITIE, Dl &b, WIS TV D 8 B D HIENT — 2 MO RZISEI DS
BATICE 28 DO D IEHRA~DT 7 & A EHE R OELE DS G- 2 b HHEREZ Z T,

Each Member State shall provide by law for each supervisory authority to have effective investigative
powers. Those powers shall include at least the power to obtain from the controller and the processor
access to all personal data that are being processed and to all information necessary for the performance
of its tasks.

2. FNEEENE, AEEBI L. LR TBPR % & 5 R8I REGZZIEMEIR VAR L - C
1592,

Each Member State shall provide by law for each supervisory authority to have effective corrective
powers such as, for example:
@ EIE M TIRF T L, BT D BER D ASG T OEOISER T 5 TRetEnsmun &
DEELFHTHT &

to issue warnings to a controller or processor that intended processing operations are likely to infringe
the provisions adopted pursuant to this Directive;

) EIE S TFRF TR LT, BRES I AFR T IEADWTRRIT DAV HEZESF L2 H
DERDH LD BTG CT, —EHIH, —EDRBRT, 16 RITESE, AT —F %
TEA LIFHBRL, B EHIRT 52 & 2mToZ &,

to order the controller or processor to bring processing operations into compliance with the
provisions adopted pursuant to this Directive, where appropriate, in a specified manner and within a
specified period, in particular by ordering the rectification or erasure of personal data or restriction
of processing pursuant to Article 16;

© JBRIZBA L C, ZRIE 2SR X IHEERI72HIlR A7 2 &,

to impose a temporary or definitive limitation, including a ban, on processing.

3. AINRENE, SEZEEENN, 28 SR/ITED 2 FHTHETFHHU LSV TEHEZICHE L, LT
HOHE LIFERFICL Y. AT — 28I 2 H b HRIEICOWT, ER MBI
xf L CERZ A~ SUIENAIC IS ORI M ORI LE R AR~ Z LN TE 5,
SR EMEIR A 55 Z &2 HRICE D EDRTIUTIRBTavy,

Each Member State shall provide by law for each supervisory authority to have effective advisory
powers to advise the controller in accordance with the prior consultation procedure referred to in Article
28 and to issue, on its own initiative or on request, opinions to its national parliament and its government
or, in accordance with its national law, to other institutions and bodies as well as to the public on any issue
related to the protection of personal data.

4, R L0 EEERREAC G- 2 DAIVIAERR DI TN Y, E UEAMEETIIE . EUKLKOINERE
DIEZE S TED BTz, S 72 wERIRGE R OSEIE Tt ate, mbleZetiEmZot &
TATONRTIUT R B 720,
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The exercise of the powers conferred on the supervisory authority pursuant to this Article shall be
subject to appropriate safeguards, including effective judicial remedy and due process, as set out in Union
and Member State law in accordance with the Charter.

5. FMNEENL, BT K- T, BEERBN, AERITESWTED N HEEZHITT S
72D, KEEDITEEASWTED LIV HE DEN 2 5EY IR HIAT MR, OV, S 3 Z
Jir U CE T 2 BIAA L UL ZUCSINT DHEREH 95 Z & 2 EDRT UL B0,

Each Member State shall provide by law for each supervisory authority to have the power to bring
infringements of provisions adopted pursuant to this Directive to the attention of judicial authorities and,
where appropriate, to commence or otherwise engage in legal proceedings, in order to enforce the
provisions adopted pursuant to this Directive.

A8 S ER O

Article 48  Reporting of infringements

INERENT, FHEE TN, AFRSER OISR Z 52 72D ORI A 2 5T
52z ED R UTR bauy,

Member States shall provide for competent authorities to put in place effective mechanisms to
encourage confidential reporting of infringements of this Directive.

49 5 IREREREE

Article 49  Activity reports

FETEMRBE L, 2 OIRENCBIT DR EE AR L2 T UT e 7w, HakiiE i3,
A2 T B A TAOER L OGRE b - EIHloER O —E2 8t D L35, ZHHD
WEEIX, EE, BUNAONIREEOERIC L0 € S22 OO 2 & Szl iud
2B, OWEZEIARINRTIUIL BT, BINEES N OWIN T — & RSk ie
H SN2 T U 6720,

Each supervisory authority shall draw up an annual report on its activities, which may include a list of
types of infringement notified and types of penalties imposed. Those reports shall be transmitted to the
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national parliament, the government and other authorities as designated by Member State law. They shall
be made available to the public, the Commission and the Board.

Fte

CHAPTER VII  Cooperation

%550 55 MHALRB)

Article50 Mutual assistance

L AMREEZ, —BMEOH 5 5E TR EMAT L, BT 572012, ETAHAOZRN:
EEICE T O REEAT L7200, FETETEB 6 LB G O AL 1 2425 2
EETEDIRTIUTIR B, L VDI AL, Wk, BREROHAEDOERIZEI+ 5%
i, TR R OB TR L S b O TRITIUTR B 720y,

Each Member State shall provide for their supervisory authorities to provide each other with relevant
information and mutual assistance in order to implement and apply this Directive in a consistent manner,
and to put in place measures for effective cooperation with one another. Mutual assistance shall cover, in
particular, information requests and supervisory measures, such as requests to carry out consultations,
inspections and investigations.

2. FNNEEENZ. AEOBTERBN S L, MEORTEREI O OEEFIZRE L, RNUITE T2
Z L IpOBEEDOZ RO L A LINIORE T 5 12 DI Z 508 B DGR FBAER D 9
DMERZ -2 5 Z L 2 EDRIT U b, HgFRE LTL, FIRITHEAEREICRT 5
BhEREHRODIEER DT LD,

Each Member States shall provide for each supervisory authority to take all appropriate measures
required to reply to a request of another supervisory authority without undue delay and no later than one
month after receiving the request. Such measures may include, in particular, the transmission of relevant
information on the conduct of an investigation.

3. W EGHIE. ARROEGEEDOM R A 3Trd bW L MERFRE & bITRSNRTUT R D
TR0 A ST T LG R R W TR SV RSO TR L Tide B7auy,
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Requests for assistance shall contain all the necessary information, including the purpose of and reasons
for the request. Information exchanged shall be used only for the purpose for which it was requested.

4, BEE R T T REE R, AT O G A BRE . MR ERE AR L T3 bauy,
The requested supervisory authority shall not refuse to comply with the request unless:
@) UEREFEOXG T FEMi 2 TS SN FEICRET 2 F LA L WA

it is not competent for the subject-matter of the request or for the measures it is requested to execute;
or

(b) FEEHITIE U2 & AR T M REE G & 52T T BB A 9~ 2 I oA i
3256

compliance with the request would infringe this Directive or Union or Member State law to which
the supervisory authority receiving the request is subject.

5. %5 %x T BERSEAIT. ERECORTERRITS L, MR A OIS U CERITSE T
DI\ Il STV FBOMEBRIL A S LRI bvy, £z, 4 IS %
?E‘ﬁ%‘?‘é TEFZAEREOBR 2 SN2 LRI UER 6720y,

The requested supervisory authority shall inform the requesting supervisory authority of the results or,
as the case may be, of the progress of the measures taken in order to respond to the request. The requested
supervisory authority shall provide reasons for any refusal to comply with a request pursuant to paragraph
4,

6. ZHAIS T RTERERRI L, RIS, tOBTEREEIN S EGS A T e | lE ORI A
FAWZEFRITFBUZ Lo THE LT udz b7eu,

Requested supervisory authorities shall, as a rule, supply the information requested by other supervisory
authorities by electronic means, using a standardised format.

7. BEEA ST - BB, AR AN IS & A ST B ICRS T B 7D B LR
B R LI b7y, EVEREBIX. BIPMNA7Z2 R Z R W CTHAE R I DI L > TAEL
77:_.4%}/1:'3' fcﬁjzl,jj VOI/ \VC*HE ‘—*ﬁ{gj—é — k ﬁ}/c‘% %)o

Requested supervisory authorities shall not charge a fee for any action taken by them pursuant to a
request for mutual assistance. Supervisory authorities may agree on rules to indemnify each other for
specific expenditure arising from the provision of mutual assistance in exceptional circumstances.
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8. BRINZERIE, MATIEIZ Lo T ARITBT DA NCET 2EF AL OFe, BB R
[T ERERE L BN 7 — 2 PR el 61T 2B - FBAC L D IEHMOIAIZRE T 5B ik
DEEDD ZENTE D, DD DRATIEZ, 58 5t 2 IZIBWTED DHFATHNEH I472
DRV ECAY YA AN

The Commission may, by means of implementing acts, specify the format and procedures for mutual
assistance referred to in this Article and the arrangements for the exchange of information by electronic
means between supervisory authorities, and between supervisory authorities and the Board. Those
implementing acts shall be adopted in accordance with the examination procedure referred to in Article
58(2).

H51 5% BRINT — S RSB OIS

Article 51 Tasks of the Board

1. E U 2016/679 |2 & o THAZLS L HMKINT — 2 il s, AR TIZH0T 0B I
LT, DU OB ICIER LR T uda brany,

The Board established by Regulation (EU) 2016/679 shall perform all of the following tasks in relation
to processing within the scope of this Directive:

@ BONEERICKH L, AMEFOUGIERE. EUNDEAT —Z OU#EIEEST 25 b
LEEIIOWTHIETHZ L

advise the Commission on any issue related to the protection of personal data in the Union, including
on any proposed amendment of this Directive;

() MERESUIRINEESOEZEICISE . KIESOEMHICET % H 6 HREE BRI
BETHZ L, MOAKESO—EMOH DM %2 IR 5 7-01cfedt, 5 L OREhE
Bl NRTH L

examine, on its own initiative, on request of one of its members or on request of the Commission,
any question covering the application of this Directive and issue guidelines, recommendations and
best practices in order to encourage consistent application of this Directive;

© 47 R1IEKOIHIEDLFEOGEMIIE L, BEBEOT- DI 2E T 5 2 &

draw up guidelines for supervisory authorities concerning the application of measures referred to in
Article 47(1) and (3);

d) EAT—2REFEMILL, 30 4 1 KL 2 UITED DAL 722080, W ONE A U AL
HEDMENT —F DIRE DI 2K D BN D RERIZRRIL 2 HEE S % 72 sDIZ, AT (b) (2T
LT, fEEh BERORSER AT 2L
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©)

(f)

©

()

0

()

issue guidelines, recommendations and best practices in accordance with point (b) of this
subparagraph for establishing personal data breaches and determining the undue delay referred to in
Article 30(1) and (2) and for the particular circumstances in which a controller or a processor is
required to notify the personal data breach;

EANT —& DIFED 31 55 1 TUTED D HIRANOHER K OE B2 ikt b
7= S PEENZ S HARBUTEI L. AREO)WZEN L THagt, B A O E e /AFRT 5 Z &

issue guidelines, recommendations and best practices in accordance with point (b) of this
subparagraph as to the circumstances in which a personal data breach is likely to result in a high risk
to the rights and freedoms of natural persons as referred to in Article 31(1);

() LN ED HFEET, BYE M ORI 2 RO 2 AiEd 2 &

review the practical application of the guidelines, recommendations and best practices referred to in
points (b) and (c);

RRINZRE IR L, 435S = E D RED oM 2ili7- &7 < Tp o Te 2 L IZBET 237
E. BEEHORED LA~V BT A B R AR D Z L

provide the Commission with an opinion for the assessment of the adequacy of the level of protection
in a third country, a territory or one or more specified sectors within a third country, or an
international organisation, including for the assessment whether such a third country, territory,
specified sector, or international organisation no longer ensures an adequate level of protection;

BB O T 5, 27 ZERISU IS EM O L OB 5 DA 2 e
HZ &k

promote the cooperation and the effective bilateral and multilateral exchange of information and best
practices between the supervisory authorities;

Wl LB T 0 7T Dt L, BrERERR 1, K ONEY) 552138 —E U ER
PRBADETEREEE & D NRAS i 2 fietE 9% Z &

promote common training programmes and facilitate personnel exchanges between the supervisory
authorities and, where appropriate, with the supervisory authorities of third countries or with
international organisations;

HREE DT — Z PRAEOEEREES & | EACRFEDTER L OSSEICBT 2 AL O E %
HETHZ L

promote the exchange of knowledge and documentation on data protection law and practice with
data protection supervisory authorities worldwide.

ATBRQICRI L, ERINERERIT, BT — 2 (Rl L, 5 _EOBUR & OlENAL

W72 T T OLEARAL L 2T U7 6720,
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With regard to point (g) of the first subparagraph, the Commission shall provide the Board with all
necessary documentation, including correspondence with the government of the third country, with the
territory or specified sector within that third country, or with the international organisation.

2. FRMEE T, BRINT — 2 IR0 S 25K D5 G126V T, FROBESIEITHE /2,
WIRZERIT L Z LM TE D,

Where the Commission requests advice from the Board, it may indicate a time limit, taking into account
the urgency of the matter.

3BT —Z PRkl H OORR, Rk Bl M OB FG 2N EE 2 MO 68 5k 1 1H
[CEODEARITIERL, AFURTUIR5730y,

The Board shall forward its opinions, guidelines, recommendations and best practices to the
Commission and to the committee referred to in Article 58(1) and make them public.

4. BRMNEERIT, WINT — 2 RO B R, FReh, B R OB BB ie Sl L 7 fisk
(ZOUNT, HRINT — 2 Rl il L2 U7 5720,

The Commission shall inform the Board of the action it has taken following opinions, guidelines,
recommendations and best practices issued by the Board.

FNE FoF, =L FIRY

CHAPTER VIII  Remedies, liability and penalties

F552 5% BTERRRAI T 5 R AN IME
Article 52  Right to lodge a complaint with a supervisory authority

LONRENE, A7 —2 ERS L, B SIZBET AT —Z OHPASEFITIES S &
NADEFHIGERT 2 LRIARE 2 2551213, oo TBRY U X FNER 720 I B3 D MR
7R D T LK WD DORTERERE 6 5 W E N A - 2 IR T IUTIR B IR,
Without prejudice to any other administrative or judicial remedy, Member States shall provide for every
data subject to have the right to lodge a complaint with a single supervisory authority, if the data subject
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considers that the processing of personal data relating to him or her infringes provisions adopted pursuant
to this Directive.

2. INGAENT, BEHREBI G L, 45 58 1 IS B lEME 2 A S 70\ O B E BB R FRAZ AN 2
SNISGE I TERE AT DB AN 5 2 & 2 Bk DR % -2 720
TR 5720, BEOFITLEZLT —F BRTEA SNRT TR 6720,

Member States shall provide for the supervisory authority with which the complaint has been lodged
to transmit it to the competent supervisory authority, without undue delay if the complaint is not lodged
with the supervisory authority that is competent pursuant to Article 45(1). The data subject shall be
informed about the transmission.

3 MNENT, HEEHSL A T RERER T U, T — & EROBEEEIZ W BN 228 &
LT L 2 EEEDRTIUTR B0,

Member States shall provide for the supervisory authority with which the complaint has been lodged
to provide further assistance on request of the data subject.

4, "EHEAAH T HETEREERIL. 53 SIS < FRERGA DRI, RSLIZEE T &R O
RaT — 2 FRICEE L2 U 5780,

The data subject shall be informed by the competent supervisory authority of the progress and the
outcome of the complaint, including of the possibility of a judicial remedy pursuant to Article 53.

553 5 BETEWRRAZAHTT &3 2 RNI7R RIERGR A 52T D HER]
Article 53  Right to an effective judicial remedy against a supervisory authority

L ONEEENE, BRRASUTENTH L, BENTIEAHIR SO b 2 BZEEBEOUEICR L, o
ITEHI SR HER 7B B D MR 4B O T & 72 < BERA7 mliRal 25210 D HER]
A NN Dy U B e YA AN

Without prejudice to any other administrative or non-judicial remedy, Member States shall provide for
the right of a natural or legal person to an effective judicial remedy against a legally binding decision of a
supervisory authority concerning them.

2. KT —HX ERIZL, 4555 1 AR S XEHEA A9 D RTERSRE S ANL 2 B D R, UL 52
FRIZES NG 3 0 H LINITERRIRI U TS 2185 L 72 WAt o TE g XX
FEFNER R BT DHER 24870 5 & L7 < SRR EERE &%) DHER 295,
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Without prejudice to any other administrative or non-judicial remedy, each data subject shall have the
right to an effective judicial remedy where the supervisory authority which is competent pursuant to
Article 45(1) does not handle a complaint or does not inform the data subject within three months of the
progress or outcome of the complaint lodged pursuant to Article 52.

3. INERENZ, ML EERA 2 E LT Mk EFE O T BB i A 7o O D e X
B EDIRTIUTR B0,

Member States shall provide for proceedings against a supervisory authority to be brought before the
courts of the Member State where the supervisory authority is established.

o554 2% EELA SUTALEERA (SRS DR 70 mIERGR 25T D HER]

Article 54  Right to an effective judicial remedy against a controller or processor

IERENT, T BRI L, ARSI & @A SN A BRI T DRI L DA
T DU X ) AFEFICHESEEH SN B S OMRIMRE SN LB 2 D5,
52 2RI HS < BEHSBE Coehd~ 2 SEAE ST AR D] TR S IFEEER 2R (2 B3 2 4R %
709 Z &7 MRARENERGE B2 T DR E G- 2 72T U B 7R,

Without prejudice to any available administrative or non-judicial remedy, including the right to lodge
a complaint with a supervisory authority pursuant to Article 52, Member States shall provide for the right
of a data subject to an effective judicial remedy where he or she considers that his or her rights laid down
in provisions adopted pursuant to this Directive have been infringed as a result of the processing of his or
her personal data in non-compliance with those provisions.

BS54 T ElRDRE]

Article 55 Representation of data subjects

IREEENL, BEOFFHECRIL T, 7—Z FRIK LT, B 5 2REE L CEIEZH LILT,
X352 55, 53 FM T 54 RUTIED DR ZA T D 7201, INREOIEF I & YN IHE
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Member States shall, in accordance with Member State procedural law, provide for the data subject to
have the right to mandate a not-for-profit body, organisation or association which has been properly
constituted in accordance with Member State law, has statutory objectives which are in the public interest
and is active in the field of protection of data subject's rights and freedoms with regard to the protection
of their personal data to lodge the complaint on his or her behalf and to exercise the rights referred to in
Articles 52, 53 and 54 on his or her behalf.

HoRME
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Article 56  Right to compensation

TNERENT, JEERAFRSERSS I IAFE IS X HIE SN EWNEO R B GERN T 51740
L LTHIE - IEOEEZ 7160 LT, EHE UIINEE OB S g s T
X0, W TmHEORHEAZZTIAMERZ 525 Z & 2 EORT U7 70,

Member States shall provide for any person who has suffered material or non-material damage as a
result of an unlawful processing operation or of any act infringing national provisions adopted pursuant
to this Directive to have the right to receive compensation for the damage suffered from the controller or
any other authority competent under Member State law.
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Article 57 Penalties

IERENL, ARSIV TED BN HEOERISRT L S A SiEICES 50—
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Member States shall lay down the rules on penalties applicable to infringements of the provisions
adopted pursuant to this Directive and shall take all measures necessary to ensure that they are
implemented. The penalties provided for shall be effective, proportionate and dissuasive.
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CHAPTER IX Implementing acts

%58 5 BRSO F
Article 58  Committee procedure

1. BINEESIX, EU BHI 2016/679 D 93 FIC LV RE SN-RESIZ L - Tt S5,
Wy BT, EUHHI 1822011 ICWH EREE LT 5,

The Commission shall be assisted by the committee established by Article 93 of Regulation (EU)
2016/679. That committee shall be a committee within the meaning of Regulation (EU) No 182/2011.

2. R T 28 &M 55%G, EUBIHI 1822011 @ 5 S&ivi#H S b,
Where reference is made to this paragraph, Article 5 of Regulation (EU) No 182/2011 shall apply.

3. AEIZKT A E DG H8E. BU HHI 1822011 @ 8 55735, |7l 5 LA SN 5,

Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in conjunction
with Article 5 thereof, shall apply.

FHE miEFH

CHAPTER X Final provisions

559 25 FHEARE 2008/977/THA DFEIE

Article 59  Repeal of Framework Decision 2008/977/JHA

1. PEHAIRTE 2008/977/1IHA D2 /)15 2018 /-5 H 6 HIZBEIE S D,
Framework Decision 2008/977/JHA is repealed with effect from 6 May 2018.
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2. LIEAIZBWTEEIE S NAREIZK T D E&IE. AEDIZHTHER EART,

References to the repealed Decision referred to in paragraph 1 shall be construed as references to this
Directive.

60k TCILENIEHTHEUEL

Article 60  Union legal acts already in force

T COTRER I OBEL ) D332 3881 % 2016 45 A 6 HLLATNZHZLIZEU
ECOENT — 4 DFSEC BT 2B OME T, INRERNCRT DB N Ofe 45 O
BT DEKN > TRRIE SN HRS AT A~OHIBEOFEES I L 57 7 & 2 2 HiH
THRE, ELZTIREmENNIEETLHLDET D,

The specific provisions for the protection of personal data in Union legal acts that entered into force on
or before 6 May 2016 in the field of judicial cooperation in criminal matters and police cooperation, which
regulate processing between Member States and the access of designated authorities of Member States to
information systems established pursuant to the Treaties within the scope of this Directive, shall remain
unaffected.

5561 55 JHEEHCTOFNER 1 M O¥EER 11 D4y BRIC BT Z A E CTIORERS S - [ERE
E & DR

Article 61  Relationship with previously concluded international agreements in the field of judicial

cooperation in criminal matters and police cooperation

2016 45 H 6 H L W ANHIRRENC L - Thiiks S 4v, O AT LV AR S E UTEIC
HEHL 7~ [ERS I E C. 5 = E U TEBIRBI ~DE N T — & ORI BT A eI, b, 7
Lz, IE S s £ ClIsI & Az ThH o,

International agreements involving the transfer of personal data to third countries or international
organisations which were concluded by Member States prior to 6 May 2016 and which comply with
Union law as applicable prior to that date shall remain in force until amended, replaced or revoked.
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Article 62 Commission reports

1. 202255 A 6 HETIZ, F-RBLKE4EZ L2, BINEESITIARRS ORME & JE L%
RCA L7z LaR— B 2RSS L OWRINBE S e L2 U 5720y, Sk L R— NI
B35,

By 6 May 2022, and every four years thereafter, the Commission shall submit a report on the evaluation
and review of this Directive to the European Parliament and to the Council. The reports shall be made
public.

2. 1 HIZBIT 25H & RIE LIZEWT, BINEBERIZ. & 0T 36 53 /L TN39 RiITHS
A SN DM BT DA T — & O = E XX ERREB k9 2 kB35 5 oo
H EAVERIZHOW TR L2 U772 70,

In the context of the evaluations and reviews referred to in paragraph 1, the Commission shall examine,
in particular, the application and functioning of Chapter V on the transfer of personal data to third
countries or international organisations with particular regard to decisions adopted pursuant to Article
36(3) and Atrticle 39.

3 LM 2 AR T 5720, KINZEESITINMEE K ORTERERI R UF it 2k 5
ZEINTE D,

For the purposes of paragraphs 1 and 2, the Commission may request information from Member States
and supervisory authorities.

4. VIEM O 2 THIZED D & WE L OB L, BINZRERIE, MG, FRONBLES
MEONCARD BEHA K O T o0 AR S ORI 2 S L 72 e 5720,

In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission shall
take into account the positions and findings of the European Parliament, of the Council and of other
relevant bodies or sources.

5. MAMNEERIL, LEIISUT, & 0D EFHRBEORE & IFHR R EBIT 2R ORPLUIC
M5 LT, AR OmYRUGTR AR LT Ul 670,
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The Commission shall, if necessary, submit appropriate proposals with a view to amending this
Directive, in particular taking account of developments in information technology and in the light of the
state of progress in the information society.

6. 2019 -5 H 6 H £ TIZ, BINEESIT. ATRRO B OFTEEI RS 2 B Z 72
7o0lz, F£i2, KIS OFRIANOENT —Z ORFEICEST 5 — B0 H %S 2R3 572
DOYIUETRERN T 572012, 60 RITEDDH b OEET 1 R 1AICBWTED D HW
DT OITETERRBIC L > TR SNANBEA RIS 5, EUIZ L » THIR S OIERITEE)
Z RE S 2T UT 72 570,

By 6 May 2019, the Commission shall review other legal acts adopted by the Union which regulate
processing by the competent authorities for the purposes set out in Article 1(1) including those referred to
in Article 60, in order to assess the need to align them with this Directive and to make, where appropriate,
the necessary proposals to amend those acts to ensure a consistent approach to the protection of personal
data within the scope of this Directive.

H635%k Bk

Article 63  transposition

1 NEEENE, 2018 425 A 6 HETIC, AFEGICAIL THERER, BRI SUMTEGENZ
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(CBR U SR%E M APl L 72 udre 5700, 5 RIS DREIINEEOREIC X D,

Member States shall adopt and publish, by 6 May 2018, the laws, regulations and administrative
provisions necessary to comply with this Directive. They shall forthwith notify to the Commission the
text of those provisions. They shall apply those provisions from 6 May 2018. When Member States adopt
those provisions, they shall contain a reference to this Directive or shall be accompanied by such a
reference on the occasion of their official publication. Member States shall determine how such reference
Is to be made.

2. 1IAOHFLE LT, IERENL, P, 2016 455 H 6 HLARMCERAL L7 HEMLEE S X
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HDERIRTZEINTE S,
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By way of derogation from paragraph 1, a Member State may provide, exceptionally, where itinvolves
disproportionate effort, for automated processing systems set up before 6 May 2016 to be brought into
conformity with Article 25(1) by 6 May 2023.

3. 1K 2HOfIs e LT, MREIE. BBMNIZRIRIUZSH 255GV T, 2IAIZED D
HEWLEES 27 LD 9 BRFEDO HDIZE L, BAlIEEEZ 72 6T RN HH5EITIRY |
2 I ZED HHIRKRO—EOHR], 25 K 1TATHET DHDERRTZ LN TE D, i
BENE, PONERB ST L, YR RS L O B S 27 LM% 25 45 1 THITHEA
T5HDEHILTEOHRNZONT, HE LT iU b2, Yak—E0WRIE, W
ROEEAETH-TH 202645 A 6 HAMEA D Z LI TEAR,

By way of derogation from paragraphs 1 and 2 of this Article, a Member State may, in exceptional
circumstances, bring an automated processing system as referred to in paragraph 2 of this Article into
conformity with Article 25(1) within a specified period after the period referred to in paragraph 2 of this
Article, if it would otherwise cause serious difficulties for the operation of that particular automated
processing system. The Member State concerned shall notify the Commission of the grounds for those
serious difficulties and the grounds for the specified period within which it shall bring that particular
automated processing system into conformity with Article 25(1). The specified period shall in any event
not be later than 6 May 2026.

4. NEBEIL. AFESNEH XD B3O TEIR S 7= [ENTEO /2 5B D SCE A RN
FESNGEE LT UL B0,

Member States shall communicate to the Commission the text of the main provisions of national law
which they adopt in the field covered by this Directive.

56428 MiAT

Article 64 Entry into force

AFEEIE IMESERITER SN A OB HNOI N Z2HET D,

This Directive shall enter into force on the day following that of its publication in the Official Journal
of the European Union.
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Article 65 Addressees

AFEFIIINREZ 5N L2,

This Directive is addressed to the Member States.
VI E
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