SEC. 19B.1. DEFINITIONS.
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"Annual Surveillance Report" means a written report that includes all of the following:
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(1) A general description of how the Surveillance Technology was used;
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(2) A general description of whether and how often data acquired through the use of the Surveillance
Technology item was shared with outside entities, the name of any recipient outside entity, the type(s)
of data disclosed, under what legal standard(s) the data was disclosed, and the justification for the
disclosure(s);
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(3) Asummary of complaints or concerns from the public about the Surveillance Technology item;
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(4) The aggregate results of any internal audits required by the Surveillance Technology Policy, any
general, aggregate information about violations of the Surveillance Technology Policy, and a general
description of any actions taken in response;
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(5) Information, including crime statistics, which help the Board of Supervisors assess whether the
Surveillance Technology has been effective at achieving its identified purposes;
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(6) Aggregate statistics and information about any Surveillance Technology related to Public Records Act
requests;
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(7) Total annual costs for the Surveillance Technology, including personnel and other ongoing costs, and
what source of funding will fund the Surveillance Technology in the coming year;

(NFE SO % oo % & TR =2 2 FRIATH R R OB FIc s T 2 5
IR DI 5

(8) Any requested modifications to the Surveillance Technology Policy and a detailed basis for the
request;
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(9) Where applicable, a general breakdown of what physical objects the Surveillance Technology
hardware was installed upon, using general descriptive terms; for Surveillance Technology software, a
general breakdown of what data sources the Surveillance Technology was applied to;
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(10) A description of products and services acquired or used in the preceding year that are not already
included in the Surveillance Technology Policy, including manufacturer and model numbers, and the
identity of any entity or individual that provides to the Department services or equipment essential to
the functioning or effectiveness of the Surveillance Technology; and
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(12) A summary of all requests for Board of Supervisors' approval for a Surveillance Technology Policy
ordinance.
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An Annual Surveillance Report shall not contain the specific records that a Surveillance Technology item
collects, stores, exchanges, or analyzes and/or information protected, restricted, and/or sealed pursuant to
State and/or federal laws, including information exempt from disclosure under the California Public
Records Act.
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"City" means the City and County of San Francisco.
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"City Department™ or "Department™ means any City official, department, board, commission, or other
entity in the City except that it shall not mean the District Attorney or Sheriff when performing their
investigative or prosecutorial functions, provided that:
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(1) The District Attorney or Sheriff certifies in writing to the Controller that acquisition or use of a specific
Surveillance Technology is necessary to perform an investigative or prosecutorial function. The
certification shall identify the Surveillance Technology acquired or to be acquired and shall be a public
record; and
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(2) The District Attorney or Sheriff provides in writing to the Controller either an explanation of how
compliance with this Chapter 19B will obstruct their investigative or prosecutorial function or a



declaration that the explanation itself will obstruct either function.
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For purposes of subsection 19B.2(d) only, "City Department” and "Department” shall not include
federally-regulated facilities at the Airport or Port.

19B.2(d)Ic I\ T, [HOHERFT) Kot TEFT) 13, 2898 IIHREIC B 28 B OE RS 2 fit
wWeaER,

"COIT" means the Committee on Information Technology.
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"Exigent circumstances™ means an emergency involving imminent danger of death or serious physical
injury to any person that requires the immediate use of Surveillance Technology or the information it
provides.
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"Face recognition technology™ means an automated or semi-automated process that assists in identifying
or verifying an individual based on an individual's face.

(BRI &3, A DBICE D AN ZRPENIIFEAET 5 2 L 2 A 5103 2 HEMEX
EEASE (AP (b A=E S & AR

"Surveillance Impact Report" means a written report that includes at a minimum the following:
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(1) Information describing the Surveillance Technology and how it works, including product descriptions
from manufacturers;
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(2) Information on the proposed purpose(s) for the Surveillance Technology;
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(3) If applicable, the general location(s) it may be deployed and crime statistics for any location(s);
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(4) An assessment identifying any potential impact on civil liberties and civil rights and discussing any
plans to safeguard the rights of the public;
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(5) The fiscal costs for the Surveillance Technology, including initial purchase, personnel and other
ongoing costs, and any current or potential sources of funding;
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(6) Whether use or maintenance of the technology will require data gathered by the technology to be
handled or stored by a thirdparty vendor on an ongoing basis; and
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(7) A summary of the experience, if any, other governmental entities have had with the proposed
technology, including information about its effectiveness and any known adverse information about
the technology such as unanticipated costs, failures, or civil rights and civil liberties abuses.
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"Personal communication device™ means a cellular telephone that has not been modified beyond stock
manufacturer capabilities, a personal digital assistant, a wireless capable tablet or similar wireless two-
way communications and/or portable Internet accessing devices, whether procured or subsidized by a
City entity or personally owned, that is used in the regular course of conducting City

business.
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"Protected Class" means a class of persons with shared characteristics based on sex, race, color, religion,
ancestry, national origin, disability, medical condition, genetic information, marital status, gender identity;,
gender expression, or sexual orientation, or any other class protected under the California Unruh Civil

Rights Act.
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"Surveillance Technology" means any software, electronic device, system utilizing an electronic device,
or similar device used, designed, or primarily intended to collect, retain, process, or share audio, electronic,
visual, location, thermal, biometric, olfactory or similar information specifically associated with, or
capable of being associated with, any individual or group. Surveillance Technology™1 includes but is not
limited to the following: international mobile subscriber identity (IMSI) catchers and other cell site



simulators; automatic license plate readers; electric toll readers; closed-circuit television cameras; gunshot
detection hardware and services; video and audio monitoring and/or recording technology, such as
surveillance cameras, wide-angle cameras, and wearable body cameras; mobile DNA capture technology;
biometric software or technology, including facial, voice, iris, and gait-recognition software and
databases; software designed to monitor social media services; x-ray vans; software designed to forecast
criminal activity or

criminality; radio-frequency 1.D. (RFID) scanners; and tools, including software and hardware, used to

gain unauthorized access to a computer, computer service, or computer network. Surveillance Technology

does not include the following devices, hardware, or software:
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(1) Office hardware, such as televisions, computers, credit card machines, copy machines, telephones,
and printers, that are in common use by City Departments and used for routine City business and
transactions;
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(2) City databases and enterprise systems that contain information kept in the ordinary course of City
business, including, but not limited to, human resource, permit, license, and business records;
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(3) City databases and enterprise systems that do not contain any data or other information collected,
captured, recorded, retained, processed, intercepted, or analyzed by Surveillance Technology, including
payroll, accounting, or other fiscal databases;
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(4)Information technology security systems, including firewalls and other cybersecurity systems intended
to secure City data;
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(5) Physical access control systems, employee identification management systems, and other physical
control systems;
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(6) Infrastructure and mechanical control systems, including those that control or manage street lights,
traffic lights, electrical, natural gas, or water or sewer functions;
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(7) Manually-operated technological devices used primarily for internal City communications, which are
not designed to surreptitiously collect surveillance data, such as radios, personal communication
devices, and email systems;
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(8) Manually-operated and non-wearable handheld cameras, audio recorders, and video recorders, that
are not designed to be used surreptitiously and whose functionality is limited to manually capturing and
manually downloading video and/or audio recordings;
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(9) Surveillance devices that cannot record or transmit audio or video or be remotely accessed, such as
image stabilizing binoculars or night vision equipment;
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(10)Medical equipment and systems used to record, diagnose, treat, or prevent disease or injury, and used
and/or kept in the ordinary course of providing City services;
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(12)Parking Ticket Devices;
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(12)Police Department interview rooms, holding cells, and internal security audio/video recording
systems;
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(13)Police department computer aided dispatch (CAD), records/case management, Live Scan, booking,
Department of Motor \ehicles, California Law Enforcement Telecommunications Systems (CLETS),
9-1-1 and related dispatch and operation or emergency services systems;
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(14)Police department early warning systems; and
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(15)Computers, software, hardware, or devices intended to be used solely to monitor the safety and
security of City facilities and City vehicles, not generally accessible to the public.
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“Surveillance Technology Policy” means a written policy that includes:
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(1) A description of the product and services addressed by the Surveillance Technology, including the
identity of any provider(s) whose services are essential to the functioning or effectiveness of the
Surveillance Technology equipment or services for the intended purpose;
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(2) A description of the purpose(s) for which the Surveillance Technology equipment or services are
proposed for acquisition, including the type of data that may be collected by the Surveillance
Technology equipment or services;
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(3)The uses that are authorized, the rules and processes required prior to such use, and uses of the
Surveillance Technology that will be expressly prohibited;
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(4)A description of the formats in which information collected by the Surveillance Technology is stored,
copied, and/or accessed;
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(5)The specific categories and titles of individuals who are authorized by the Department to access or use
the collected information, including restrictions on how and under what circumstances data collected
with Surveillance Technology can be analyzed and reviewed, and the rules and processes required prior
to access or use of the information;
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(6)The general safeguards that protect information from unauthorized access, including encryption and

access control mechanisms;
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(7)The limited time period, if any, that information collected by the Surveillance Technology will be
routinely retained, the reason such retention period is appropriate to further the purpose(s) enumerated
in the Surveillance Technology Policy, the process by which the information is regularly deleted after
that period lapses, and the specific conditions that must be met to retain information beyond that period;
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(8)How collected information can be accessed or used by members of the public, including criminal
defendants;
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(9Which governmental agencies, departments, bureaus, divisions, or units that may receive data
collected by the Surveillance Technology operated by the Department, including any required
justification or legal standard necessary to share that data and how it will ensure that any entity receiving
such data complies with the Surveillance Technology Policy;
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(10)The training required for any individual authorized to use the Surveillance Technology or to access
information collected by the Surveillance Technology;
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(11)The mechanisms to ensure that the Surveillance Technology Policy is followed, including internal
personnel assigned to ensure compliance with the policy, internal recordkeeping of the use of the
technology or access to information collected by the technology, technical measures to monitor for
misuse, any independent person or entity with oversight authority, and the sanctions for violations of
the policy; and
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(12)What procedures will be put in place by which members of the public can register complaints or
concerns, or submit questions about the deployment or use of a specific Surveillance Technology, and
how the Department will ensure each question and complaint is responded to in a timely manner.

(2 R DL A HIFHE DBt DB ARLFEHICBA T 2 WIF P2 A L7z . Bz
L7209, YR &E &~ DR oG 2 iR 5 5 T,

SEC. 19B.2. BOARD OF SUPERVISORS APPROVAL OF SURVEILLANCE TECHNOLOGY
POLICY.
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(a) Except as stated in subsection (c), and in accordance with the procedures set forth in subsection (b), a
Department must obtain Board of Supervisors approval by ordinance of a Surveillance Technology
Policy under which the Department will acquire and use Surveillance Technology, prior to engaging in
any of the following:
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(1) Seeking funds for Surveillance Technology, including but not limited to applying for a grant, or
accepting state or federal funds, or public or private in-kind or other donations;
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(2)Acquiring or borrowing new Surveillance Technology, including but not limited to acquiring
Surveillance Technology without the exchange of monies or other consideration;
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(3) Using new or existing Surveillance Technology for a purpose, in a manner, or in a location not
specified in a Surveillance Technology Policy ordinance approved by the Board in accordance with
this Chapter 19B;
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(4)Entering into agreement with a non-City entity to acquire, share, or otherwise use Surveillance
Technology; or
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(5)Entering into an oral or written agreement under which a non-City entity or individual regularly
provides the Department with data or information acquired through the entity’s use of Surveillance
Technology.
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(b) The Board of Supervisors may approve a Surveillance Technology Policy ordinance under subsection
(@) only under the following circumstances:
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(D)The Department seeking Board approval under subsection (a) first submits to COIT a
Surveillance Impact Report for the Surveillance Technology to be acquired or used;
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(2)Based on the Surveillance Impact Report submitted by the Department, COIT develops a
Surveillance Technology Policy for the Surveillance Technology to be acquired or used;
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(3)At a public hearing at which COIT considers the Surveillance Technology Policy, COIT
recommends that the Board of Supervisors adopt, adopt with modifications, or decline to adopt
the Surveillance Technology Policy for the Surveillance Technology to be acquired or used.
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(c) A Department is not required to obtain Board of Supervisors approval by ordinance of a Surveillance
Technology Policy if the Department’s acquisition or use of the Surveillance Technology complies with
a Surveillance Technology Policy previously approved by the Board by ordinance.
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(d) Notwithstanding the provisions of this Chapter 19B, it shall be unlawful for any Department to obtain,
retain, access, or use: 1) any Face Recognition Technology on City-issued software or a City-issued
product or device; or 2) any information obtained from Face Recognition Technology on City-issued
software or a City-issued product or device. This subsection (d) is subject to the exceptions in
subsections (e)-(g) and the qualifications in subsections (h)-(1).
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(e) A Department’s inadvertent or unintentional receipt, retention, access to, or use of any information
obtained from Face Recognition Technology shall not be a violation of subsection (d), provided that:
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(1) The Department does not request or solicit its receipt, access to, or use of such information; and
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(2) The Department logs such receipt access to, or use in its Annual Surveillance Report.
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(f) It shall not be a violation of subsection (d) for a City Department to possess Face Recognition
Technology on City-issued software or a City-issued product or device, provided that:
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(1) The Face Recognition Technology is a stock, manufacturer-installed capability, bundled with
software or stored on a product or device, and that the functions unrelated to Face Recognition
Technology are necessary to perform essential City functions;
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(2) The software, product, or device was not acquired for the purpose of performing the Face
Recognition Technology function;
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(3) The Face Recognition Technology cannot be deleted from the software, product, or device; and
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(4) The Department does not use the Face Recognition Technology.

@R I\ CERERERAN 2 L 72\ 2 &,

(9) It shall not be a violation of subsection (d) to acquire or obtain a software, product, or device that
includes Face Recognition Technology provided that:

Q) ROGEICEBWT, BEdatBitiz &y 7 v v o7, S EE 2 RS 33HUS 3

52 8E, (AHEDERE TR DR,

(1) In advance of obtaining the software, product, or device, the Department makes a written finding
that the software, product, or device is not being acquired or obtained for the purpose of performing
the Face Recognition Technology Function;

(l) V7 v =T, BIRNXIEEEAIE T AENC, By 7 by o7, BESITEEE D,

PHRRAIEEANTIRE 2 1T 2 HI TR XA SN T a2 L 2 HHCRET 5

11



&o
(2) In advance of obtaining the software, product, or device, the Purchaser or the Purchaser’s
designee makes a written finding that the Face Recognition Technology is a stock, manufacturer-
installed capability bundled with software, or stored on a product or device; that the functions
unrelated to Face Recognition Technology are necessary to perform essential City functions; and
that the software, product, or device is unavailable without the stock, manufacturer-installed Face
Recognition Technology; and
) V7 by =7, BWENIEEE T AF T BHNC, AR XIIEAE DG T 285, B
PRERAS, V7 b v = TICEE LT B A, B SUIEEE IS S v BHEE
f BLEEA VAP =V L7RECH B Z b BREREEAN & X IRBROBEREA T D 44
TIANTRIHERE R R TT D7 0ICRETH 5 2 &, KOS, #EES4 v A b=
L -BRRRERAN 3 e v 7 by =7 BUENIEEESFIH & w2 %, FHH TR
ETBHT L,
(3) The City Department obtains approval of a Surveillance Technology Ordinance under this
Chapter 19B where the software, product, or device constitutes Surveillance Technology.
@) V7 by =T, BRSBTS 2 5413, AR 19B 10 B
iHEEEHIC X 2GR Z T b 2 &,

(h) A City Department that possesses Face Recognition Technology shall certify annually compliance
with subsections (e)-(I) and post that certification and the written findings required by subsection (g)
on the Department website.

(h) BERRREEAN 2 R G 3 2 THOH L, BE, ()-()VHZEFL Wb I L ZiHL, 2D
AEHE & (@ CESR SN2 RREFZH MDY = 794 Mgk L & T d 7 b 7w,

()If either the District Attorney or Sheriff certifies in writing to the Controller that acquisition of
Surveillance Technology is necessary to perform an investigative or prosecutorial function and
provides in writing to the Controller either an explanation of how compliance with this Chapter 198
will obstruct their investigative or prosecutorial function or a declaration that the explanation itself will
obstruct either function, the District Attorney or Sheriff shall simultaneously submit a copy of the
document to the Clerk of the Board of Supervisors so that the Board in its discretion may hold a hearing
and request that the District Attorney or Sheriff appear to respond to the Board’s questions regarding
such certification, explanation, and/or declaration. The written certification shall specify the
Surveillance Technology acquired, or to be acquired.

()RR SRR E L. BB ORUSHMEE X IR OIRE 2 21 TS 5 72D 1T BT H
22 e REMEICERCIIA L, 20, 20 19B OHIEDMESFAH & DA IO
RE% & X 5 ITHiET 2 T D\ COFIANIZZ DA R A TN ORER 15T 2

EDOHEZED VT WAL EEE ICER T 25613, MRE UIRLE L. BEERE
RDZ DEFET, NERZHNAZD . éuE%\ﬂ%Xié%uOWT@ﬁgﬁﬁﬁ@ﬁ
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FNCHI TR F IR L EREZA D L 9KD B LA TE S L5, FRHICYEDE L %
EERERFEHRICIRNT 5, Mi%HEFICIE, BES L. XU L X 5 &3 2 BBl
ZHRCL 20X b7,

(j) Nothing in this Chapter 19B shall be construed to obstruct the constitutional and statutory powers and
duties of the District Attorney, the Sheriff, the Chief Adult Probation Officer, or the Chief Juvenile
Probation Officer.

() 2 DEDWD T ZHUE D . MRS, RLE. REBISFT ORIV FORERISFT O EL
R OER EOMERR M UFFE 21T 2 b D LR Tt by,

(K) Except as restricted by subsection 19B.2(d) or expressly restricted in a Surveillance Technology Policy
developed pursuant to subsection 19B.2(a)(5), nothing in this Chapter 19B shall be construed to
prohibit, restrict, or interfere with the receipt, access to, or use by a City Department of information
gathered by a non-City entity or individual from Surveillance Technology.

(K)19B .2 (d) 1 X Y HIR X 12354 1T 19B 2(2)(5)ICHit » THRE & - EfiEdhifastic B»
THRIICHIR S N2 5E%2BRE . 20 19B DU 2BUE . Bfidine X - <, HilA
S OEARSUIEAIC X 0 e SN 7RO OEIC X 2558, BRI 25510,
PRI IIHET 2 D LAEIRL TldZa b,

(1) Nothing in this Chapter 19B shall prohibit, restrict, or interfere with a Department’s use of Surveillance
Technology to conduct internal investigations involving City employees, contractors, and volunteers,
or the City Attorney’s ability to receive or use, in preparation for or in civil or administrative
proceedings, information from Surveillance Technology (excluding Face Recognition Technology to
the extent prohibited under Section 19B.2(d)(1) that any City agency, department or official gathers or
that any other non-City entity or person gathers.

2D 1B D7 2 HE D . THkE. 2ZRESR. A7 v T4 TICX 2 NHFREZTTS 72
ICERFIDSBERBAN 2 92 2 &, Xid, HogkEss, REXITHFRIC BT, &R
FIIE. B 2\ TS O FARSIIE N LD 7- Bt (19B.2.d1 iIcHO & £5 R &
N2 BREGEEAN 2R <) 12 X 2R DU 2 2 L Z2HIR L Tide b7y,

SEC. 19B.3. SURVEILLANCE IMPACT REPORT AND SURVEILLANCE TECHNOLOGY
POLICY SUBMISSION.
SEC. 19B3.EfHEZZ L o — + I X ONESREHESF 2 H

(a) COIT shall post on COIT’s website each Surveillance Impact Report submitted by Departments under
subsection 19B.2(b)(1) and COIT’s recommendations to the Board of Supervisor’s under subsection
19B.2(b)(3) for each Surveillance Technology Policy.

(Q)COIT I, 19B.2(b)(L)ICKD < EFIAMR L 7= RESHIEE L F — b & 19B.2(b)(3)Ic K¢
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A5 DL T 5,

(b) The Department seeking approval under Section 19B.2 shall submit to the Board of Supervisors and
publicly post on the Department website a Surveillance Impact Report and a proposed Surveillance
Technology Policy ordinance at least 30 days prior to the public meeting where the Board will consider
that Surveillance Technology Policy ordinance pursuant to Section 19B.2.

(b) 19B.2 ICHED L HKGRE K 2L, D7 &b, BEREMHEHEE D 19B.2 iIcfit> T
50 %t s 2 ZERO NSO 3 0 HAlE Tic, EfUEE L K — I & EHBiiEE 5
FloRICOWT, BEREAIRHT 2 L L bic, FHMDT 2 794 b EocE#s 2
bDLT B,

(c) Prior to submitting the Surveillance Technology Policy ordinance to the Board, the Department must
first approve the policy, submit the policy to the City Attorney for review, and submit the policy to the
Mayor.

ML, EAEAHES A2 RERICRINT 2RNIC, T WDICIEHZ AR L., TDfH#E
TOFEED =D IR 2R L, AT, WRICHEHZ RN L 20 ide 57k,

SEC. 19B.4. STANDARD FOR APPROVAL.
SEC. 19B.4. &Z3HLHE

It is the policy of the Board of Supervisors that it will approve a Surveillance Technology Policy ordinance
only if it determines that the benefits the Surveillance Technology ordinance authorizes outweigh its costs,
that the Surveillance Technology Policy ordinance will safeguard civil liberties and civil rights, and that
the uses and deployments of the Surveillance Technology under the ordinance will not be based upon
discriminatory or viewpoint-based factors or have a disparate impact on any community or group.

BB RESIT. BREMTR AT T2 2 ) v b33 2 P& EEloTw 235G, B
firasspp i RO Bl R UMEF ORE L 72 2556, Silo T coBfiEmio K& UEH
DR PRI D CERICH DWW D TId R, EDIIa=T 4R/ —TICH B
L8 5270 b DTH 55 LD 2551 R- T, Bfidiadt sz &1+ 2 b @
&35,

SEC. 19B.5. COMPLIANCE FOR EXISTING SURVEILLANCE TECHNOLOGY
SEC. 19B 5. MHfr D EsfAfific 32 a v 774 7 v &

(@) Each Department possessing or using Surveillance Technology before the effective date of this
Chapter 19B shall submit an inventory of its Surveillance Technology to COIT, within 60 days of the

effective date of this Chapter. COIT shall publicly post the inventory on COIT’s website.
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(2)19B DFERNH LARTIC EstRE T 2 T £ 72 135 L 0 2 8351k, ABE0FKIH25 6 0
HUMIC, EstiEdiio Bik% COIT iIcigis2dDé 33, COIT (X, COIT DV =7
A McHEENICERT 2L T3,

(b) Each Department possessing or using Surveillance Technology before the effective date of this
Chapter 19B shall submit a proposed Surveillance Technology Policy ordinance to the Board of
Supervisors, in accordance with the procedures set forth in subsection 19B.2(b), for that each particular
Surveillance Technology no later than 120 days following the effective date of this Chapter, for review
and approval by the Board by ordinance. A Department may submit a Surveillance Technology Policy
ordinance that includes multiple, separate policies for each particular Surveillance Technology
possessed or used before the effective date of this Chapter 19B.

(0)19B DFENH LARTICEAREAN 2 PrE £ 72 13 L T 2 Z50 1. 19B.2(b) 1~ 2 FE
It T, BERDGHNANE > CTHEE - HGETE 5 X9 1C, KEOFXNH25 12 0 HEA
Wi, FPEDRMREAN Z & ic, BEfEditaitoR 2 EELZERICRIT 20 T2, &
FiZ. 19B OFENHURNCHTE £ 72 13 I T 2 FEE DEeREA T 2 Lo, Bz at
fdb 2\ 3 E D BRSSPI 2R3 2 2 L A3 T 5,

(c) If a Department is unable to meet this 120-day timeline, the Department may notify the Clerk of the
Board of Supervisors in writing of the Department’s request to extend this period and the reasons for
that request. The Clerk of the Board may for good cause grant a Department a single extensions of up
to 90 days per extension, beyond the 120-day timeline to submit a proposed Surveillance Technology
Policy.

)23 D 120 HE MR 7= 3 2 & 3 TE rWiGa, #Mit. oz iR 3% 7-
HDER L Z DB 2 HI CEHERZAEROFHRICHAST 5 2 L23CTE 3, ZRERFHN
1. IEUARHHH 254, BEfdEHoRIcoOwTD 1 2 0 HEloWR%iEA T, 1
JEDIERIC O FHA 9 0 HEJDIER ZEFYICEFH]37% 2 L5 T& 5,

(d) If the Board has not approved a Surveillance Technology Policy ordinance for Surveillance
Technology in use before the effective date of this Chapter 19B, within 180 days of its submission to
the Board, the Department shall cease its use of the Surveillance Technology and the sharing of data
from the Surveillance Technology until such time as the Board approves the Surveillance Technology
Policy ordinance in accordance with this Chapter.

AZRELD, ZES~DORE2H 18 0 HEAMNIC, 19B OFFNHLARTICERA X vCun7- Bl
BfficonT, BEEfEAHEEEEHIIC X 0 EGE L e nia, STIE. AR ORREAMTEH S
Bl X Y BERVHGES 2 £ TOR % OO MO DB cfS7 7 — &
riFET s eHIETAb DL T 5,

SEC.19B.6. ANNUAL SURVEILLANCE REPORT.
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SEC. 19B.6. Es AR i

(@) A Department that obtains approval for the acquisition of Surveillance Technology under Section
19B.2 must submit to the Board of Supervisors and COIT, and make available on its website, an Annual
Surveillance Report for each Surveillance Technology used by the City Department within 12 months
of Board approval of the applicable Surveillance Technology Policy, and annually thereafter on or
before November 1. If the Department is unable to meet the deadline, the Department may submit a
request to the Clerk of the Board for an extension of the deadline. The Clerk may extend the deadline
for good cause.

(a) 19B.2 ICHeD { BSOS OHRGEZ# 7230 Id . RE S EREMHEH LS Hc oW
TERLTo0 1 2HEAIC, Z0®RIFEFEL 1H 1 HE i, HofM2MiH$ 25
TS 2, SRR LIC, BEERERNUCOIT Icfgiidse L dbic, 2oy =7
A b ECHIBERREIC L2 T U 7e H7ev, b L ERFMISHR Z23ii 72 3 2 & 23T & Wi
HMIRESFHRICHIRZ LN 2 2Rk 22T 2 2 L3 C& 5, IEYLIHED 585
A, BHERITIRZ LIRS 5 2 L3 TE 5,

(b) By no later than January 15 of each fiscal year, each Department that has obtained approval for the
acquisition of Surveillance Technology under Section 19B.2 shall submit to the Board of Supervisors
the Department’s Annual Surveillance Report a report regarding implementation of the policy and a
resolution to accept the report.

(b) 19B.2 120 < B o B O AGE A 57312, SasHFEE0 1 A1 5 HE i, 15
FroOFEMIC BT 2 WS OS2 AN S B OPGREEL L 72 Bl S 2 B E R R
RIRENT 2D LT 5,

(c) By no later than January 15 of each year, the Board of Supervisors shall publish a summary of all
requests for Board approval of Surveillance Technology Policy ordinances, which shall include a
summary of any Board action related to such requests, and all Annual Surveillance Reports submitted
in the prior calendar year.

OFEBZERIL. HFE1H 1 5 HETlc, ZERION L TS SHIC X 248G 7% K
D HNTTRTOEKICOWTOER) CYFEEHNICIE, BTFFICIRI N7 T R COEHUE
KEEFP FECERKICE T 2 REROWICOERIBEEND) 2REKTLHDLT 5,

(d) By no later than January 15 of each year, COIT shall post on its website each Annual Surveillance
Report submitted to COIT in the prior year.

d)COIT iZ. HHE1IH15HETIC, 2O = 7% 4 M, HI4EIC COIT IR I /- &5
FERIREH BT 2 b D LT 5,

SEC. 19B.7. USE OF SURVEILLANCE TECHNOLOGY IN EXIGENT CIRCUMSTANCES.
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SEC. 19B.7.BRAHHEIC 35T 2 EstHE il o FI|FH

(@ A Department may temporarily acquire or temporarily use Surveillance Technology in exigent
circumstances without following the provisions of this Chapter 19B. If a Department acquires or uses
Surveillance Technology under this Section 19B.7, the Department shall do all of the following:

@FEP I, 19B DHEEIC 20 53, BAHEIC I TR BB 2 S L 33—
RFICfF S 2 2 A3 CTE %, KR8 19B .7 ICHD W CRERHAMT 2 B L XA E 9
B icid, LN ORFITBIT 2 2 TOFH & 2 FEh L 2T U7 b 7w,

(1) Use the Surveillance Technology solely to respond to the exigent circumstances;

() YEXEAEN 2 YR S~ T 2 72 DICD BB Z L

(2) Cease using the Surveillance Technology within seven days, or when the exigent circumstances end,
whichever is sooner;

(2) 7 HUNE 72 13 M43 2 FRROMKER O, windRuv e 2 i, ML fiH
EIET AL

(3) Keep and maintain only data related to the exigent circumstances, and dispose of any data that is not
relevant to an ongoing investigation, unless its retention is (A) authorized by a court based on a finding
of probable cause to believe the information constitutes evidence of a crime; or (B) otherwise required
by law;

Q) UL LAFRICEHES 2 T — 2 DA 72 13RA L. fkbirh o ESENICBREL v
HOoWBT—REFERET LI L, 12720, LTOHBAEICIIT — X DRFSFEI NS, (A)H
T — R ICEENBERDIIEOIHLZ WL T 5 L5 U HY DM A H 5 2 L 2P L

U CHEHFAI YL T — 2 R 2GR L 72556, BYERICED 256

(4) Not disclose to any third party any information acquired during exigent circumstances unless such
disclosure is (A) authorized by a court based on a finding of probable cause to believe the information
constitutes evidence of a crime; or (B) otherwise required by law; and

@) ESFREROMICHIF I N FME B =FIHR L CTldk bk, 72720, U FOEAICE
FIRDFF S N5, (A) LT — 2 ICEEN 2 THHROIUIE DAL Z MK S 2 L5 U 2 HHY DB
H2H 5 2 L 2Bl & U CHEHIT YT — 2 R e &l L 72856, B)ERICED 25
SRS A0)

(5) Submit a written report summarizing that acquisition and/or use of Surveillance Technology under
this Section 19B.7 to the Board of Supervisors within 45 days following the inception of the exigent
circumstances.

G)R2FRDOFAL 45 HLAPIC, 19B.7 1H-D < BB o B S O A A 22 L 72
witE T, HEREAICRET S 2 L,

(b) Any Surveillance Technology temporarily acquired in exigent circumstances shall be returned within

7 days following its acquisition, or when the conclusion of the exigent circumstances end, whichever
is sooner, unless the Department acquires the Surveillance Technology in accordance with the
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requirements of this Chapter 19B.

(b)FERFREIC I TIFINICHUS T B, G2 7 H AW X B S IR RE DA AT
DWTNHAFINE ¥ FTIGREL 2T UER b7, 7272, Yi%EE23 19B Ick o &Y
AT ARG 2 & Fid, ZDRD TR,

SEC. 19B.8. ENFORCEMENT.
SEC. 19B.8. 4T

(@) If a Department alleged to have violated this Chapter 19B takes corrective measures in response to
such allegation, the Department shall post a notice on the Department’s website that generally describes
any corrective measure taken to address such allegation.

@19BERDH L. TR IT 7% w05, B Cicn U CRIEEER L 254, &R
FHLDY = 794 M, BEEH TG L T e bz BIEHE OB e 5tdic B3 %
WA 2R L U7 o 7n 0,

(b) Any violation of this Chapter 19B constitutes an injury and any person may institute proceedings for
injunctive relief, declaratory relief, or writ of mandate in any court of competent jurisdiction to enforce
this Chapter 19B. An action instituted under this subsection (c) shall be brought against the City.

(b)19B DiES L, HEMIRE LT 2. AL, AFE 19B OEITO/0IC, EiEELH T2
BCHIPTICE LR, B S IR X BB T RO Fhi 2 41292 2 L 23T & 5, AJH (o)
WO R R I N TR E TN L tgEansdo 33,

(c) Prior to the initiation of any legal proceeding under subsection (c), the City must be given written
notice of the violation(s) and an opportunity to correct such alleged violation(s) within 30 days of
receipt of the notice.

OAIH(C)IcHD < ERIFRHLDOFIARTIC, T L, MEHERICEE S 23 X 28R KX U
EFIDZAED D 30 HEAMNICHSEZH UL CONER ZFTIET 2% 5 2 0 il
VAN

(d) If the alleged violation(s) is substantiated and subsequently corrected, a notice shall be posted in a
conspicuous space on the City's website that describes the corrective measure(s) taken to address the
violation(s).

@A) LILTONTER DAL X A, 2 D% DREIEI N2 HG, HoY = 794 F EoH
DIGFTIC, JERITNLS 2 72 9D ICHU D N 7ABIERHIE & 5C# L 728 2R L R 1T id7e o
ANEN

(e) A court shall award costs and reasonable attorney's fees to a plaintiff who is a prevailing party in any
action brought under subsection (c).
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SEC. 2A.20. CONTROLLER'S AUDITS.
SEC. 2A.20. B HEET I X 2 Bty

(@) The Controller shall audit the accounts of all boards, officers, and employees of the City and County
charged in any manner with the custody, collection, or disbursement of funds. The Controller shall audit
all accounts of money coming into the hands of the Treasurer, the frequency of which shall be governed
by State law.

QETEHEBAIL. MPEEDE. BN OSTHNCB L < & 2 DR 2 H 3 5 i L DRRD 3~ T
DEZE., BTN MEEB ORFIE R L 2T 7e by, BEHET I, MSoERT
AT 2500 BHINELERET2D0L L, Z OSBRI D LT 5,

(b) The Controller shall have the authority to audit the operations of all boards, commissions, officers, and
departments to evaluate their effectiveness and efficiency. The Controller shall have access to, and
authority to examine all documents, records, books, and other property of any board, commission,
officer, or department.

(o) ETERER L. Z DEMMER MR ZFHETS 2 7010, T XCTOKE, BUTHN OEER
MR DG AT 2R G35, BB, HoW280TE. R, &
F 3RO TN COEH, iR IREZOMOMELZRIE L, 20, T oHER%
135

(c) When requested by the Mayor, the Board of Supervisors, or any board or commission for its own
department, the Controller shall audit the accounts of any officer or department.

OFTEHBAIL, TR, BBEREASNITUSHRICET 2XEEH L CIIREa» 0k H -
7o 2, WERE X IR oSG EER L 2 U 5 7,

(d) Surveillance Technology Audit.
(o) B D BitE

(1) For purposes of this subsection (d), “Department,” “Surveillance Technology,” “Surveillance
Technology Policy,” and “Annual Surveillance Report” have the meanings set forth in Section 19B.1
of the Administrative Code.

OAIE)Ic BT, [ER, TERE ) [Eafdsfast] for [EREESEEE] DRk
IZ. 19BLICED b DL T B,

(2) Acting as City Services Auditor, and beginning in fiscal year 2019-2020, the Controller shall audit

19



annually the use of Surveillance Technology by Departments. Such an audit shall include a review of
whether a Department has operated and is operating in compliance with an approved Surveillance
Technology Policy ordinance, and has completed an Annual Surveillance Report, and such other
information as the Controller determines helpful to assess the Surveillance Technology Policy. The
audit shall also include a review of the difference, if any, between the full cost of the Surveillance
Technology equipment and services included in the Surveillance Technology Policy and the total
annual costs for the Surveillance Technology included in the Annual Surveillance Report. At the
completion of the audit and in consultation with the City Attorney, the Controller shall may recommend
any changes to any Surveillance Technology Policy ordinance and its implementation to the Board of
Supervisors.

QMOEFHERANE LCGEEIT 212H 72 0, 2019/2020 MEEERE X b | BEFEREER X, /o
BB oMK ZBERE L 2 FUd7e b 7e v, MBI, BabRdvEEE
ErfipdirEstic i o & RICE TR ZHITL 2 3BEC B GUTL Tw 325
By, FREAREE 2RI e B, £ OETEBI A Bl a# T OFHIIC BT
HAHLRED 2500 MG EN 5, Mgk, BEHRPIHERHCE T 2 Bl o
BN OV — e ZDORBER & FEREHEEICE 12 BRI OFRREE I 2 255
DEECiE. YRAHOREL b EENS, BEDE L, BEREIL, Hohy v
LD b BB EE D B bW 228 R O % DI % BB IR 5 < & 8

SEC. 10.170-1. GRANT FUNDS — ACCEPTANCE AND EXPENDITURE.
SEC. 10.170-1. 33£S D, — sZH & T H

@@L T (H%)

(1) Surveillance Technology.

(1)

(1) For purposes of this subsection (1), “Department,” “Surveillance Technology,” and “Surveillance T
echnology Policy” have the meanings set forth in Section 19B.1 of the Administrative Code.
OAIANIC BT, TR, TERBAT ), MO TR S ] OERIL, 19BLICED 2 D
DEF D,

(2) Notwithstanding the provisions of subsections (b) and (c) above, when any City official, Department,
board, commission or other entity of the City (collectively, the “requesting department”) seeks authority
to apply for, accept, or expend federal, State, or other grant funds in any amount to purchase
Surveillance Technology, the requesting department must submit a Surveillance Technology Policy,
approved by the Board of Supervisors in accordance with Chapter 19B of the Administrative Code, to
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the Board of Supervisors with a request for authorization to accept and expend grant funds.
@QAIHD) L) e hb b3, HOMA, fifE. ZEA. ZESZ Ofthofik CAT-T
[MEGEERFT) L\ Do )25, W OFEDES, N, £ 7213% OhOMlE 2 HEE, 2
A, 723N T AR R 7856, S To 2 RIE, 19B iIchko %, BEERR
R X o UER I N, HliBIE0Z A XL S oRER & 5k 2 BEEfirias % BB &
BAICRELATIZR S v,

SEC. 3.27. APPROPRIATIONS FOR SURVEILLANCE TECHNOLOGY.
BB 0 7 0 7Y

(@) For purposes of this Section 3.27, “Department,” “Surveillance Technology,” and “Surveillance
Technology Policy” have the meanings set forth in Section 19B.1 of the Administrative Code.

@AFE 327 iIcH T, TR, TR, RO TEEREANTES] OEIRIE, 19B.1 ITED
25D T 5,

(b) To the extent that a Department seeks funding to acquire Surveillance Technology, the Department
shall transmit a Surveillance Technology Policy, approved by the Board of Supervisors in accordance
with Chapter 19B of the Administrative Code, with any budget estimate submitted to the Controller in
accordance with Section 3.3(a) or 3.15 of the Administrative Code. To the extent the Mayor concurs in
the funding request and the Surveillance Technology Policy, the Mayor shall include the Surveillance
Technology Policy with the proposed budget submitted to the Board of Supervisors in accordance with
Section 3.3(c) or (d) of the Administrative Code, or, in the case of a supplemental appropriation, Section
3.15 of the Administrative Code.

(o) BB R AN 2 HUGS 5 72 0 D& 2 HEE T 2RI iE. BEfRlE. A% 33 () Xk
315 IO T EERB IR S s PRAME L L b, 19B ICEOEEBRERIC L -
CHRGR X N7 B IR 2 56 L R it 7e S 7w, TR, BRSO
FICHEET B3R IcH T, 33(@) #HLIE (d). XBBEMPEDLEAICIE 315 1IcHo%
EEZERICRE I N TRERICEREI TR 2 G0 2 b D L 35,

SEC. 21.07. ACQUISITION OF SURVEILLANCE TECHNOLOGY.
BB DS

(@) For purposes of this Section 21.07, “Department,” “Surveillance Technology,” and “Surveillance
Technology Policy” have the meanings set forth in Section 19B.1 of the Administrative Code.

@AE 2007 iIcB T, R, TERBAN ) RO [EHEAfEE ] OEIRIEL, 19B.1 ICED
5HDLT 5,

(b) Notwithstanding any authority set forth in this Chapter 21, neither the Purchaser nor any Contracting
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Officer may acquire any Surveillance Technology unless the Board of Supervisors has appropriated
funds for such acquisition in accordance with the requirements of Chapter 19B of the Administrative
Code.

(D)REE 21 1% 2 s ZHERIC b & F, EAF S R 13, BB R E 275 198
DEMICEDEESZTY LR WIRY . W7 2 BBl B9 5 2 L 28 TE 7y,

SEC. 22A.3. COMMITTEE ON INFORMATION TECHNOLOGY.
SEC. 22A 3[R RE 2

* k** %

I

(k) When a City Department submits to COIT a Surveillance Impact Report under subsection
19B.2(b)(1) of Chapter 19B of the Administrative Code, COIT shall develop a Surveillance Technology
Policy for the Department. For purposes of this subsection (k), “City Department,” “Surveillance
Technology Policy,” and “Surveillance Impact Report” shall have the meanings set forth in Section 19B.1
of Chapter 19B of the Administrative Code.

M OEE2 COIT 1ITxf L., 19B.2(b)(1)IcHD % Bt B S & 2 fet 3~ 2 BRi%, COIT Ik
WELERIRI D 72 O\ EEEANESH 2 HOE L 2 1T U7 b 7a v, RIHK)ICEW T, [T,
[BREANESE . MO (B HlRES& ] ORI, 19BLICED b D LT 5,
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