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DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or

prosecution of criminal offences or the execution of criminal penalties, and on the free
movement of such data, and repealing Council Framework Decision 2008/977/JHA
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THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16(2) thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Having regard to the opinion of the Committee of the Regions®,

Acting in accordance with the ordinary legislative procedure®,
Whereas:
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The protection of natural persons in relation to the processing of personal data is a fundamental right.
Article 8(1) of the Charter of Fundamental Rights of the European Union (‘the Charter’) and Article
16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone has
the right to the protection of personal data concerning him or her.
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@ 05C391,18.12.2012, p. 127.
@ Position of the European Parliament of 12 March 2014 (not yet published in the Official Journal) and position of the Council at first reading of 8
April 2016 (not yet published in the Official Journal). Position of the European Parliament of 14 April 2016.
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The principles of, and rules on the protection of natural persons with regard to the processing of their
personal data should, whatever their nationality or residence, respect their fundamental rights and
freedoms, in particular their right to the protection of personal data. This Directive is intended to
contribute to the accomplishment of an area of freedom, security and justice.
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Rapid technological developments and globalisation have brought new challenges for the protection
of personal data. The scale of the collection and sharing of personal data has increased significantly.
Technology allows personal data to be processed on an unprecedented scale in order to pursue
activities such as the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties.
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The free flow of personal data between competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal penalties,
including the safeguarding against and the prevention of threats to public security within the Union
and the transfer of such personal data to third countries and international organisations, should be
facilitated while ensuring a high level of protection of personal data. Those developments require
the building of a strong and more coherent framework for the protection of personal data in the
Union, backed by strong enforcement.
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Directive 95/46/EC of the European Parliament and of the Council® applies to all processing of
personal data in Member States in both the public and the private sectors. However, it does not apply
to the processing of personal data in the course of an activity which falls outside the scope of
Community law, such as activities in the areas of judicial cooperation in criminal matters and police
cooperation.

®) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the processing
of personal data and on the free movement of such data (OJ L 281, 23.11.1995, p. 31).
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Council Framework Decision 2008/977/JHA® applies in the areas of judicial cooperation in
criminal matters and police cooperation. The scope of application of that Framework Decision is
limited to the processing of personal data transmitted or made available between Member States.
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Ensuring a consistent and high level of protection of the personal data of natural persons and
facilitating the exchange of personal data between competent authorities of Members States is
crucial in order to ensure effective judicial cooperation in criminal matters and police cooperation.
To that end, the level of protection of the rights and freedoms of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security, should be equivalent in all
Member States. Effective protection of personal data throughout the Union requires the
strengthening of the rights of data subjects and of the obligations of those who process personal data,
as well as equivalent powers for monitoring and ensuring compliance with the rules for the
protection of personal data in the Member States.
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Article 16(2) TFEU mandates the European Parliament and the Council to lay down the rules
relating to the protection of natural person s with regard to the processing of personal data and the
rules relating to the free movement of personal data.

@ Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of personal data processed in the framework of police and
judicial cooperation in criminal matters (OJ L 350, 30.12.2008, p. 60).
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On that basis, Regulation (EU) 2016/679 of the European Parliament and of the Council® lays down
general rules to protect natural persons in relation to the processing of personal data and to ensure
the free movement of personal data within the Union.
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In Declaration No 21 on the protection of personal data in the fields of judicial cooperation in
criminal matters and police cooperation, annexed to the final act of the intergovernmental
conference which adopted the Treaty of Lisbon, the conference acknowledged that specific rules on
the protection of personal data and the free movement of personal data in the fields of judicial
cooperation in criminal matters and police cooperation based on Article 16 TFEU may prove
necessary because of the specific nature of those fields.

(11) L= - T, TRHDFEFICONWTIE, AOLRITHT 2B~ DO LB N O TS
ST, IR0 TS, A, e U IR, SUIRIEIOBITO BIRIOD T2 DIZFT
BEETTMT D AT — & OB 1T 5 HRNORFEIZEE T 2 BR1 — L 28D
HFTIZBWT, 2D OB BARR 7B L= BT, B0k 5 Z &A%Y C
BD, DINHETEERIT L1, SR, BEUIMOERT TEERR 7 & O ARIEERI D 777
59, IMEHENEICESE | AFESO HID T DI AHHER R OMEN AT T 55D
& ENT=ZE DDV BRI FEERE L ETe, 2 DRI EARRS, KfgS0H
LIS D B RID 7= DIMENT — 4 Z A3 535515, GDPR 2N@EH S5, T72bb,
GDPR 1%, & 2T TR MID HHIDO 7= DIMANT — 2 ZIEE L, & HI2Y %MK
T ERPE > T DIENFRE A BITT D 12 DI S5 BN T — 2 A4 B 551200
HAEnbd, BlzIE, SEREE, A SUIROFFHED HDT=D, B 35—
EDMAT —Z A5 L TR Y . IBEENEICRE, F7- B3 lB W CET 5
EFEITICH LTI, YENT — X 282435, RS OFHNTH DD BITICR
o TEANT — & Z AL 2 MR ST EMIT, BREDOER T, LOARRAIC IS
FEE A S BEITHR SN D RE TH D, )7, YrZlEE 23 AT 5 OFiFAS
AT HOEANT —F OMBZIE, 5l EHEE GDPR 2N H S5,

It is therefore appropriate for those fields to be addressed by a directive that lays down the specific
rules relating to the protection of natural persons with regard to the processing of personal data by
competent authorities for the purposes of the prevention, investigation, detection or prosecution of

® Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data and repealing Directive 95/46/EC (General Data Protection Regulation) (see page 1

of this Official Journal).
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criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security, respecting the specific nature of those activities. Such
competent authorities may include not only public authorities such as the judicial authorities, the
police or other law-enforcement authorities but also any other body or entity entrusted by Member
State law to exercise public authority and public powers for the purposes of this Directive. Where
such a body or entity processes personal data for purposes other than for the purposes of this
Directive, Regulation (EU) 2016/679 applies. Regulation (EU) 2016/679 therefore applies in cases
where a body or entity collects personal data for other purposes and further processes those personal
data in order to comply with a legal obligation to which it is subject. For example, for the purposes
of investigation detection or prosecution of criminal offences financial institutions retain certain
personal data which are processed by them, and provide those personal data only to the competent
national authorities in specific cases and in accordance with Member State law. A body or entity
which processes personal data on behalf of such authorities within the scope of this Directive should
be bound by a contract or other legal act and by the provisions applicable to processors pursuant to
this Directive, while the application of Regulation (EU) 2016/679 remains unaffected for the
processing of personal data by the processor outside the scope of this Directive.
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The activities carried out by the police or other law-enforcement authorities are focused mainly on
the prevention, investigation, detection or prosecution of criminal offences, including police
activities without prior knowledge if an incident is a criminal offence or not. Such activities can also
include the exercise of authority by taking coercive measures such as police activities at
demonstrations, major sporting events and riots. They also include maintaining law and order as a
task conferred on the police or other law-enforcement authorities where necessary to safeguard
against and prevent threats to public security and to fundamental interests of the society protected
by law which may lead to a criminal offence. Member States may entrust competent authorities with
other tasks which are not necessarily carried out for the purposes of the prevention, investigation,
detection or prosecution of criminal offences, including the safeguarding against and the prevention
of threats to public security, so that the processing of personal data for those other purposes, in so far
as it 1s within the scope of Union law, falls within the scope of Regulation (EU) 2016/679.
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A criminal offence within the meaning of this Directive should be an autonomous concept of Union
law as interpreted by the Court of Justice of the European Union (the ‘Court of Justice’).
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Since this Directive should not apply to the processing of personal data in the course of an activity
which falls outside the scope of Union law, activities concerning national security, activities of
agencies or units dealing with national security issues and the processing of personal data by the
Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of
the Treaty on European Union (TEU) should not be considered to be activities falling within the
scope of this Directive.
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In order to ensure the same level of protection for natural persons through legally enforceable rights
throughout the Union and to prevent divergences hampering the exchange of personal data between
competent authorities, this Directive should provide for harmonised rules for the protection and the
free movement of personal data processed for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security. The approximation of Member States' laws
should not result in any lessening of the personal data protection they afford but should, on the
contrary, seek to ensure a high level of protection within the Union. Member States should not be
precluded from providing higher safeguards than those established in this Directive for the
protection of the rights and freedoms of the data subject with regard to the processing of personal
data by competent authorities.
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This Directive is without prejudice to the principle of public access to official documents. Under
Regulation (EU) 2016/679 personal data in official documents held by a public authority or a public
or private body for the performance of a task carried out in the public interest may be disclosed by
that authority or body in accordance with Union or Member State law to which the public authority
or body is subject in order to reconcile public access to official documents with the right to the
protection of personal data.
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The protection afforded by this Directive should apply to natural persons, whatever their nationality
or place of residence, in relation to the processing of their personal data.
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In order to prevent creating a serious risk of circumvention, the protection of natural persons should
be technologically neutral and should not depend on the techniques used. The protection of natural
persons should apply to the processing of personal data by automated means, as well as to manual
processing, if the personal data are contained or are intended to be contained in a filing system. Files
or sets of files, as well as their cover pages, which are not structured according to specific criteria
should not fall within the scope of this Directive.
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Regulation (EC) No 45/2001 of the European Parliament and of the Council® applies to the
processing of personal data by the Union institutions, bodies, offices and agencies. Regulation (EC)
No 45/2001 and other Union legal acts applicable to such processing of personal data should be
adapted to the principles and rules established in Regulation (EU) 2016/679.

(20) AFaH 1L, MHENEHIFT L O OO THEREEIC X AT —% OER, &V i) H]
WSO IS TR BT 2 etdkica SN AEAT —ZIZBE L ¢, FIEFGICEET5
WNDONL— /NI T, REROEMER W Fia BRI ED 5 Z L #1615 H O TlX
AN

® Regulation (EC) No 45/2001 of the European Parliament and of the Council of 18 December 2000 on the protection of individuals with regard to the
processing of personal data by the Community institutions and bodies and on the free movement of such data (OJ L 8, 12.1.2001, p. 1).
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This Directive does not preclude Member States from specifying processing operations and
processing procedures in national rules on criminal procedures in relation to the processing of
personal data by courts and other judicial authorities, in particular as regards personal data contained
in a judicial decision or in records in relation to criminal proceedings.
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The principles of data protection should apply to any information concerning an identified or
identifiable natural person. To determine whether a natural person is identifiable, account should be
taken of all the means reasonably likely to be used, such as singling out, either by the controller or
by another person to identify the natural person directly or indirectly. To ascertain whether means
are reasonably likely to be used to identify the natural person, account should be taken of all
objective factors, such as the costs of and the amount of time required for identification, taking into
consideration the available technology at the time of the processing and technological developments.
The principles of data protection should therefore not apply to anonymous information, namely
information which does not relate to an identified or identifiable natural person or to personal data
rendered anonymous in such a manner that the data subject is no longer identifiable.
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Public authorities to which personal data are disclosed in accordance with a legal obligation for the
exercise of their official mission, such as tax and customs authorities, financial investigation units,
independent administrative authorities, or financial market authorities responsible for the regulation
and supervision of securities markets should not be regarded as recipients if they receive personal
data which are necessary to carry out a particular inquiry in the general interest, in accordance with
Union or Member State law. The requests for disclosure sent by the public authorities should always
be in writing, reasoned and occasional and should not concern the entirety of a filing system or lead
to the interconnection of filing systems. The processing of personal data by those public authorities
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should comply with the applicable data protection rules according to the purposes of the processing.
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Genetic data should be defined as personal data relating to the inherited or acquired genetic
characteristics of a natural person which give unique information about the physiology or health of
that natural person and which result from the analysis of a biological sample from the natural person
in question, in particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RNA)
analysis, or from the analysis of another element enabling equivalent information to be obtained.
Considering the complexity and sensitivity of genetic information, there is a great risk of misuse and
re-use for various purposes by the controller. Any discrimination based on genetic features should
in principle be prohibited.

(24) BERECBET DA T —Z 1%, 7 —F EROil %, BUTEE L IZRERORERE L < I3
RO RERRIRREIZ BT D IEHR Z I NS T 57 —# EIROREFRIBIZ BT 522 ToT —
Z G b OTRITIUIR B0, Zhud, BRINGEES L OBEHS0 201124/BU 7 4 L7
T AT NERT D, G — B ASOBGU I — B ADZE D HIAAASDHMLD
WFE CTIE S5 ASRANIZEET 2 LU F DI E & £ 2T U b0 - R D=9
(ZEHARNE —BERNSGERT 2 B CERIIZEI D Y Conz&ERE, Rl HE ; B
T2 R OVERY TS 2 B e B R UIHAR O E O 3R b5 &
HE D15 5 72 & 23X, [RAIE OMOMEREBWRORFAZE, Wi, A L < 34651
BEARIREL S AT LD LD IZHFROHFNZIZE D B2, 72 & 2137 —% EROIFR. &
RFEE ROV A7 | R, BRI ARSI EMESAAOIRREIC RS2
T

Personal data concerning health should include all data pertaining to the health status of a data
subject which reveal information relating to the past, current or future physical or mental health
status of the data subject. This includes information about the natural person collected in the course
of the registration for, or the provision of, health care services as referred to in Directive 2011/24/EU
of the European Parliament and of the Council” to that natural person; a number, symbol or
particular assigned to a natural person to uniquely identify the natural person for health purposes;
information derived from the testing or examination of a body part or bodily substance, including
from genetic data and biological samples; and any information on, for example, a disease, disability,
disease risk, medical history, clinical treatment or the physiological or biomedical state of the data
subject independent of its source, for example from a physician or other health professional, a

@ Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application of patients' rights in cross- border
healthcare (OJ L 88,4.4.2011, p. 45).
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hospital, a medical device or an in vitro diagnostic test.
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All Member States are affiliated to the International Criminal Police Organisation (Interpol). To fulfil
its mission, Interpol receives, stores and circulates personal data to assist competent authorities in
preventing and combating international crime. It is therefore appropriate to strengthen cooperation
between the Union and Interpol by promoting an efficient exchange of personal data whilst ensuring
respect for fundamental rights and freedoms regarding the automatic processing of personal data.
Where personal data are transferred from the Union to Interpol, and to countries which have
delegated members to Interpol, this Directive, in particular the provisions on international transfers,
should apply. This Directive should be without prejudice to the specific rules laid down in Council
Common Position 2005/69/JHA (2) and Council Decision 2007/533/JHA (3).
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® Council Common Position 2005/69/JHA of 24 January 2005 on exchanging certain data with Interpol (OJ L 27, 29.1.2005, p.
61).

© Council Decision 2007/533/JHA of 12 June 2007 on the establishment, operation and use of the second generation Schengen
Information System (SIS II) (OJ L 205, 7.8.2007, p. 63).
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Any processing of personal data must be lawful, fair and transparent in relation to the natural persons
concerned, and only processed for specific purposes laid down by law. This does not in itself prevent
the law-enforcement authorities from carrying out activities such as covert investigations or video
surveillance. Such activities can be done for the purposes of the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties, including the safeguarding
against and the prevention of threats to public security, as long as they are laid down by law and
constitute a necessary and proportionate measure in a democratic society with due regard for the
legitimate interests of the natural person concerned. The data protection principle of fair processing
is a distinct notion from the right to a fair trial as defined in Article 47 of the Charter and in Article 6
of the European Convention for the Protection of Human Rights and Fundamental Freedoms
(ECHR). Natural persons should be made aware of risks, rules, safeguards and rights in relation to
the processing of their personal data and how to exercise their rights in relation to the processing. In
particular, the specific purposes for which the personal data are processed should be explicit and
legitimate and determined at the time of the collection of the personal data. The personal data should
be adequate and relevant for the purposes for which they are processed. It should, in particular, be
ensured that the personal data collected are not excessive and not kept longer than is necessary for
the purpose for which they are processed. Personal data should be processed only if the purpose of
the processing could not reasonably be fulfilled by other means. In order to ensure that the data are
not kept longer than necessary, time limits should be established by the controller for erasure or for
a periodic review. Member States should lay down appropriate safeguards for personal data stored
for longer periods for archiving in the public interest, scientific, statistical or historical use.

Q7) LIATAO TR, A, AFFOTO, A AT L. FREDIIMTAD TR, #
. HEFDUIATRZ G & UQUE LT-BAT —4 % LI T2 053 D BRRDRS R K
OMEI ST B DT T AR L E/EODITH Z L2 HiE LT, 2OHF L2 T
BT L0 ER DD,

For the prevention, investigation and prosecution of criminal offences, it is necessary for competent
authorities to process personal data collected in the context of the prevention, investigation, detection
or prosecution of specific criminal offences beyond that context in order to develop an understanding
of criminal activities and to make links between different criminal offences detected.
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In order to maintain security in relation to processing and to prevent processing in infringement of
this Directive, personal data should be processed in a manner that ensures an appropriate level of
security and confidentiality, including by preventing unauthorised access to or use of personal data
and the equipment used for the processing, and that takes into account available state of the art and
technology, the costs of implementation in relation to the risks and the nature of the personal data to
be protected.
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Personal data should be collected for specified, explicit and legitimate purposes within the scope of
this Directive and should not be processed for purposes incompatible with the purposes of the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, including the safeguarding against and the prevention of threats to public security. If
personal data are processed by the same or another controller for a purpose within the scope of this
Directive other than that for which it has been collected, such processing should be permitted under
the condition that such processing is authorised in accordance with applicable legal provisions and
is necessary for and proportionate to that other purpose.
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The principle of accuracy of data should be applied while taking account of the nature and purpose
of the processing concerned. In particular in judicial proceedings, statements containing personal
data are based on the subjective perception of natural persons and are not always verifiable.
Consequently, the requirement of accuracy should not appertain to the accuracy of a statement but
merely to the fact that a specific statement has been made.
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It is inherent to the processing of personal data in the areas of judicial cooperation in criminal matters
and police cooperation that personal data relating to different categories of data subjects are
processed. Therefore, a clear distinction should, where applicable and as far as possible, be made
between personal data of different categories of data subjects such as: suspects; persons convicted
of a criminal offence; victims and other parties, such as witnesses; persons possessing relevant
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information or contacts; and associates of suspects and convicted criminals. This should not prevent
the application of the right of presumption of innocence as guaranteed by the Charter and by the
ECHR, as interpreted in the case-law of the Court of Justice and by the European Court of Human
Rights respectively.
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The competent authorities should ensure that personal data which are inaccurate, incomplete or no
longer up to date are not transmitted or made available. In order to ensure the protection of natural
persons, the accuracy, completeness or the extent to which the personal data are up to date and the
reliability of the personal data transmitted or made available, the competent authorities should, as
far as possible, add necessary information in all transmissions of personal data.
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Where this Directive refers to Member State law, a legal basis or a legislative measure, this does not
necessarily require a legislative act adopted by a parliament, without prejudice to requirements
pursuant to the constitutional order of the Member State concerned. However, such a Member State
law, legal basis or legislative measure should be clear and precise and its application foreseeable for
those subject to it, as required by the case-law of the Court of Justice and the European Court of
Human Rights. Member State law regulating the processing of personal data within the scope of this
Directive should specify at least the objectives, the personal data to be processed, the purposes of
the processing and procedures for preserving the integrity and confidentiality of personal data and
procedures for its destruction, thus providing sufficient guarantees against the risk of abuse and
arbitrariness.
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The processing of personal data by competent authorities for the purposes of the prevention,

investigation, detection or prosecution of criminal offences or the execution of criminal penalties,

including the safeguarding against and the prevention of threats to public security, should cover any

operation or set of operations which are performed upon personal data or sets of personal data for

those purposes, whether by automated means or otherwise, such as collection, recording,

organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, alignment or
combination, restriction of processing, erasure or destruction. In particular, the rules of this Directive

should apply to the transmission of personal data for the purposes of this Directive to a recipient not
subject to this Directive. Such a recipient should encompass a natural or legal person, public

authority, agency or any other body to which personal data are lawfully disclosed by the competent
authority. Where personal data were initially collected by a competent authority for one of the

purposes of this Directive, Regulation (EU) 2016/679 should apply to the processing of those data
for purposes other than the purposes of this Directive where such processing is authorised by Union
or Member State law. In particular, the rules of Regulation (EU) 2016/679 should apply to the

transmission of personal data for purposes outside the scope of this Directive. For the processing of
personal data by a recipient that is not a competent authority or that is not acting as such within the
meaning of this Directive and to which personal data are lawfully disclosed by a competent authority,
Regulation (EU) 2016/679 should apply. While implementing this Directive, Member States should
also be able to further specify the application of the rules of Regulation (EU) 2016/679, subject to

the conditions set out therein.

(35) AHEHO T TOMAT —2 OB, SIETH DT, JLSEO TP, i, Bei~
s U < VRERR. XUIREIOBIT, & HICAILOZERIT5T 5 et & & oliitk
O BEWIOT=HIZ, EU EEIINEEOEAICE S FHERTTICL D . ALOFREDT2
DIATONR T TR B2V, b OTEENT, 7 — % FROEELFREOREE 5 &
RFIURZe B7evy, RO TRA, A, BER-SEE L < VTEER & 9 TERNT Lo T
BEETICHIERNC G- 2 DT OMEENE, BIRNICK L, ZREIIS LA L HRDFE
TR T 52 EMTED, ZOLH7E, Bl (BU)2016/679 IZHESILTNDT —
X EROFEEL, FHEEITIC X DENT —Z EOFEIARIL L 1372 BV, T —# EIR
IERRBE 2 BT 5 Z L 2 ROONLGE, 72 EWRTIEOBMRERET5Z &
NCET, T—XERORISX, T—F FEROFHENLDEEFRRINTEHDOTHD &
WO TR 2R, ZHu, JOIHEAEICRIT D DNA MAEHEIO#ITE LTDE

JCLU

DHEEA BBEANEGS
1 4: Since1947

2019.11 2ABHIK



5f’iéﬁﬁ@yﬁ@8\?~5£¢ﬁ:@%ﬁ@E%@kbﬂﬁ%@@k?~&@
W [FFET 5 2 & 2 MBEDNERIC K> THRET 5 2 L& 5 boTiduy,

In order to be lawful, the processing of personal data under this Directive should be necessary for
the performance of a task carried out in the public interest by a competent authority based on Union
or Member State law for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security. Those activities should cover the protection of vital interests
of the data subject. The performance of the tasks of preventing, investigating, detecting or
prosecuting criminal offences institutionally conferred by law to the competent authorities allows
them to require or order natural persons to comply with requests made. In such a case, the consent
of the data subject, as defined in Regulation (EU) 2016/679, should not provide a legal ground for
processing personal data by competent authorities. Where the data subject is required to comply
with a legal obligation, the data subject has no genuine and free choice, so that the reaction of the
data subject could not be considered to be a freely given indication of his or her wishes. This should
not preclude Member States from providing, by law, that the data subject may agree to the
processing of his or her personal data for the purposes of this Directive, such as DNA tests in criminal
investigations or the monitoring of his or her location with electronic tags for the execution of
criminal penalties.
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Member States should provide that where Union or Member State law applicable to the transmitting
competent authority provides for specific conditions applicable in specific circumstances to the
processing of personal data, such as the use of handling codes, the transmitting competent authority
should inform the recipient of such personal data of those conditions and the requirement to respect
them. Such conditions could, for example, include a prohibition against transmitting the personal
data further to others, or using them for purposes other than those for which they were transmitted
to the recipient, or informing the data subject in the case of a limitation of the right of information
without the prior approval of the transmitting competent authority. Those obligations should also
apply to transfers by the transmitting competent authority to recipients in third countries or
international organisations. Member States should ensure that the transmitting competent authority
does not apply such conditions to recipients in other Member States or to agencies, offices and
bodies established pursuant to Chapters 4 and 5 of Title V of the TFEU other than those applicable
to similar data transmissions within the Member State of that competent authority.
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Personal data which are, by their nature, particularly sensitive in relation to fundamental rights and
freedoms merit specific protection as the context of their processing could create significant risks to
the fundamental rights and freedoms. Those personal data should include personal data revealing
racial or ethnic origin, whereby the use of the term ‘racial origin’ in this Directive does not imply an
acceptance by the Union of theories which attempt to determine the existence of separate human
races. Such personal data should not be processed, unless processing is subject to appropriate
safeguards for the rights and freedoms of the data subject laid down by law and is allowed in cases
authorised by law; where not already authorised by such a law, the processing is necessary to protect
the vital interests of the data subject or of another person; or the processing relates to data which are
manifestly made public by the data subject. Appropriate safeguards for the rights and freedoms of
the data subject could include the possibility to collect those data only in connection with other data
on the natural person concerned, the possibility to secure the data collected adequately, stricter rules
on the access of staff of the competent authority to the data and the prohibition of transmission of
those data. The processing of such data should also be allowed by law where the data subject has
explicitly agreed to the processing that is particularly intrusive to him or her. However, the consent
of the data subject should not provide in itself a legal ground for processing such sensitive personal
data by competent authorities.
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The data subject should have the right not to be subject to a decision evaluating personal aspects
relating to him or her which is based solely on automated processing and which produces adverse
legal effects concerning, or significantly affects, him or her. In any case, such processing should be
subject to suitable safeguards, including the provision of specific information to the data subject and
the right to obtain human intervention, in particular to express his or her point of view, to obtain an
explanation of the decision reached after such assessment or to challenge the decision. Profiling that
results in discrimination against natural persons on the basis of personal data which are by their
nature particularly sensitive in relation to fundamental rights and freedoms should be prohibited
under the conditions laid down in Articles 21 and 52 of the Charter.
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In order to enable him or her to exercise his or her rights, any information to the data subject should
be easily accessible, including on the website of the controller, and easy to understand, using clear
and plain language. Such information should be adapted to the needs of vulnerable persons such as
children.
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Modalities should be provided for facilitating the exercise of the data subject's rights under the
provisions adopted pursuant to this Directive, including mechanisms to request and, if applicable,
obtain, free of charge, in particular, access to and rectification or erasure of personal data and
restriction of processing. The controller should be obliged to respond to requests of the data subject
without undue delay, unless the controller applies limitations to data subject rights in accordance
with this Directive. Moreover, if requests are manifestly unfounded or excessive, such as where the
data subject unreasonably and repetitiously requests information or where the data subject abuses
his or her right to receive information, for example, by providing false or misleading information
when making the request, the controller should be able to charge a reasonable fee or refuse to act on
the request.
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Where the controller requests the provision of additional information necessary to confirm the
identity of the data subject, that information should be processed only for that specific purpose and
should not be stored for longer than needed for that purpose.
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At least the following information should be made available to the data subject: the identity of the
controller, the existence of the processing operation, the purposes of the processing, the right to lodge
a complaint and the existence of the right to request from the controller access to and rectification or
erasure of personal data or restriction of processing. This could take place on the website of the
competent authority. In addition, in specific cases and in order to enable the exercise of his or her
rights, the data subject should be informed of the legal basis for the processing and of how long the
data will be stored, in so far as such further information is necessary, taking into account the specific
circumstances in which the data are processed, to guarantee fair processing in respect of the data
subject.
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BIMENT —Z OHBICET RN E TN TWDEE, TORFRITEKRA., Froks
THROGITTEH SN LTI B0, DX D RHERINF oD 72012, 7 —HF EIK
DEEATEEIZE, TR0 bEOT =X ERNEN O OT—Z i85k L, 7 — X DN EHfE
TOOARIRFIC LT > T SN TN D 2 & ERGERTREIC T DI, 20T —
K DSERIPERI I LTSI ENRRETHY, 23Ul L Y, AESIckviE-ix
PN G- 2 BT MR A TE9 5 Z E N AREE 72D, D X9 BT, BN &
TVWAEHAT—H D a B —D CHfL S a5

A natural person should have the right of access to data which has been collected concerning him or
her, and to exercise this right easily and at reasonable intervals, in order to be aware of and verify
the lawfulness of the processing. Every data subject should therefore have the right to know, and
obtain communications about, the purposes for which the data are processed, the period during
which the data are processed and the recipients of the data, including those in third countries. Where
such communications include information as to the origin of the personal data, the information
should not reveal the identity of natural persons, in particular confidential sources. For that right to
be complied with, it is sufficient that the data subject be in possession of a full summary of those

JCLU

DHEEA BBEANEGS
1 8 Since1947

2019.11 2ABHIK



data in an intelligible form, that is to say a form which allows that data subject to become aware of
those data and to verify that they are accurate and processed in accordance with this Directive, so
that it is possible for him or her to exercise the rights conferred on him or her by this Directive. Such
a summary could be provided in the form of a copy of the personal data undergoing processing.

(44) MEEENL, B3RS 2% BIRADIHARTIMER K ONE Y e &+ 25 8 L Tc IR %4t
RATBNWTHETHED N2 HETHHIRY . A% EXUREE EORS, HETT
DI EZ AT D720, JUFITAO TR, A, REE L < IEFFSUIRESIOBIT
BESDHZ L EERET D70, AROREFIIIEROLEET DI, XIMhE O
FIROEEZR#ET 572012, T FRICKT HIEROFEEAE S, HIR L. Bt
L. b LT E 1T HNABANT — X ~DT 7 & A ZHIFR$ 5 STiEHE 2 Bk
THIENTED, HHEL, TNENOFHNIIBNT, 77 B AMENER I E 721358
RITHIFR S D NTDONT D, FEEDSFERIOFTEIC L 0 . FHl L2 uI7e 5720,

Member States should be able to adopt legislative measures delaying, restricting or omitting the
information to data subjects or restricting, wholly or partly, the access to their personal data to the
extent that and as long as such a measure constitutes a necessary and proportionate measure in a
democratic society with due regard for the fundamental rights and the legitimate interests of the
natural person concerned, to avoid obstructing official or legal inquiries, investigations or procedures,
to avoid prejudicing the prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties, to protect public security or national security, or to protect the
rights and freedoms of others. The controller should assess, by way of a concrete and individual
examination of each case, whether the right of access should be partially or completely restricted.

45) JFRIE LT, 77 B ADEHSUIHIRIZ, 77— FRICx L, Emic kv iTbhzeidn
X725, HIWORILE 72 5 FE EF7-ITEE EOBHR A2 & A TORITUT R B,

Any refusal or restriction of access should in principle be set out in writing to the data subject and
include the factual or legal reasons on which the decision is based.

(46) T — X FAROHERNZ KT 2 HIRIE, BRI FEEEHIFT X ORI AHERCHIFT D Z 320D
HIBNEIZ L DRI LTy - CTRRINE G FEAME BT S OB AMESHIZNASF L7 D
TRFUIZR BT, £V, ENOOHF N OHHOAREZEE L HOTRITIUL
A SYA AN

Any restriction of the rights of the data subject must comply with the Charter and with the ECHR,
as interpreted in the case-law of the Court of Justice and by the European Court of Human Rights
respectively, and in particular respect the essence of those rights and freedoms.

A7) BARNIZ, BOICET DN EMREAT —2 | FrCFFRICET 57 —# 23 [ELTH S
MR R OATE T DB 2 R 0 IR 2 AT %, Lol BIRIE, RTIEMHEITH
BRRES ONAITITFE L7V, Fiz, AN RIADMEANT —& OIEMNE 2 Sk 41
A TWD DD, TN IEMENEME MR TE WG, F2dRELE LTEAT
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— B BARAE LTI BB, T — X R AR5 X 9 Kb HHER]
HLAET D, B2, BEROFFIZIBN T, HERT—F EEROAGEM ARSI KT
T LG L ONDAEMERNH 255121, AT —F Z2HET 200 0 ITALERHHIRR
ENDERETHD, TOL I BEAIZIE, RS ERIT, HEEHTAZ T L
HID =D IR SN D, [EAT—4 OERAFIIRT 2 55, L vbl), BRE
NitEHhz, BIZ2IXT7 —hA 7 BROMOWER S A7 MIBET 5, FI0ERIn7-
WA TERSTHI LR ETHLD, HENZ 7 A VT AT KZEBT DBROHIRIT
JFRTE LT, BRI XLV R S TWOARITHUTZ B 7w, BT —Z O]
[RENTND EWHFEFHET, VAT LNIZEBWT, EAT—Z OUEENFHIR ST D
ZERBHAICOND Ko FREINRTIUTR B, FOX I RENT —X DFTIE, {H
EFETIEOFIRZ, HFREARIEOZES & NEMRERZ 726 LR TIC
B2 HIRTIUR e B0, BFHEEIL, O L 9 72RO & 672 HiiAh 2kt 72 iud
A VAN

A natural person should have the right to have inaccurate personal data concerning him or her
rectified, in particular where it relates to facts, and the right to erasure where the processing of such
data infringes this Directive. However, the right to rectification should not affect, for example, the
content of a witness testimony. A natural person should also have the right to restriction of processing
where he or she contests the accuracy of personal data and its accuracy or inaccuracy cannot be
ascertained or where the personal data have to be maintained for purpose of evidence. In particular,
instead of erasing personal data, processing should be restricted if in a specific case there are
reasonable grounds to believe that erasure could affect the legitimate interests of the data subject. In
such a case, restricted data should be processed only for the purpose which prevented their erasure.
Methods to restrict the processing of personal data could include, inter alia, moving the selected data
to another processing system, for example for archiving purposes, or making the selected data
unavailable. In automated filing systems the restriction of processing should in principle be ensured
by technical means. The fact that the processing of personal data is restricted should be indicated in
the system in such a manner that it is clear that the processing of the personal data 1s restricted. Such
rectification or erasure of personal data or restriction of processing should be communicated to
recipients to whom the data have been disclosed and to the competent authorities from which the
inaccurate data originated. The controllers should also abstain from further dissemination of such
data.

(48) EHLEDNT — 2 FIROFRIS T HENT —Z ~DT 7B A FTIEEI3HE, b LL
FBRDOHIROMERN 2 E LTt 7 — 2 ERTEZR OB L, A OwTE
PERGRES 2 K 0 BEET 2 2 L3 T&E D, T—HE WL TOMRIZ O W TERm SR
FIUTR B0, BBRERES T — 2 EROTDITIER) LG, ST — 2 FRL &
< &Y, BB T R T OMEMGRE S FRREAAT o712 2 & ZR7EEEI O 6 S
ND, Fio, BEEEIL., 77— FRISH L, "RERRGE 22 DHERNZOWTH S
FERTHTR 67220,

Where the controller denies a data subject his or her right to information, access to or rectification
or erasure of personal data or restriction of processing, the data subject should have the right to
request that the national supervisory authority verify the lawfulness of the processing. The data
subject should be informed of that right. Where the supervisory authority acts on behalf of the data
subject, the data subject should be informed by the supervisory authority at least that all necessary
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verifications or reviews by the supervisory authority have taken place. The supervisory authority
should also inform the data subject of the right to seek a judicial remedy.

(49) fENT—% DUFREACILTRIC BT 2 XA PRt B W T S U= 55A . INERIENZ., {3
NT—=Z~DT 7' A, FTIEEIHEE. b L <IIFROHIR &V o 7= R IZES 3 2 4
FIOFPEENL, FREFRUCET DEZFOEDINE > THFITIND BTED bRTuIe 5
AN

Where the personal data are processed in the course of a criminal investigation and court proceedings
in criminal matters, Member States should be able to provide that the exercise the right to
information, access to and rectification or erasure of personal data and restriction of processing is
carried out in accordance with national rules on judicial proceedings.

(50) EFEFIZL Y, FITEHEOT-OIATONIAHNT — 2 OB OWTOEED,
SESVRITHUT IR BV, RRT, EEEE Y ORI A E & S L 7R AU 5
T AB DD DI TEIDAFETIE S TWD T E AFETE 2 K H I LT hude o
720N, ZD LD IRHEENL, O, i, CRAONER, WONZ B RN ORI LY
HHIZRT 2 Y A7 #Z[EICANTZ SO TRITIUIR B0, BEREE N L A HEIL. 1
ELDEIIUEHAEZ T WV EHARADEANT —Z DY U NZELE U 72 ReRl 722 e HE
DRE L EITEE L OTRITIURR H720,

The responsibility and liability of the controller for any processing of personal data carried out by
the controller or on the controller's behalf should be established. In particular, the controller should
be obliged to implement appropriate and effective measures and should be able to demonstrate that
processing activities are in compliance with this Directive. Such measures should take into account
the nature, scope, context and purposes of the processing and the risk to the rights and freedoms of
natural persons. The measures taken by the controller should include drawing up and implementing
specific safeguards in respect of the treatment of personal data of vulnerable natural persons, such
as children.

(51) BSAANOHERE BRIZKTT D U R 7 BET D R & EmERMIL, BRI, RIZEEHT 29
K, AT O EZ G| R 27— 2B K-> Th 72 b E&N5 4 7b b, QU
ZH, 0 E L, PRk ME LOBEE, AEBHE, STREE CRESINLTWDAREAT
— X OFEMEDRER, FKGRD 72 WEA RO T, & OMERARA E 73t
EHI=095E T4 ERMSHR E B EIMEAT —Z I by e —LofT
EEEbN o350 NFECRIEAEIR, BarruERL, 7538 B raiEa. wiies ot
BEHONCT DEANT —Z PRI N D55 MAZFRET Do OICBIaERE 1T
AEWERT RO S DA, RSB 21, PEATE R OMERERTR, ASRE R OY
N IBIE T 5 2 B E 2 T 556 (BAORFATHET 256, ZRCEAD
Ta T 4 —NVEAERRE TS 70T, EREGE, REFRIRRE, RERE, B DORBLT &
ToVTHHBR, R 213 TEY, TEXTEN X 208 RO IT 285G ROk &
GO EXXLTVEARANDENT — 2 2T 2555, BRI KREOEAT — X 238
FN, FTORENELL OF —Z EIRIZESHETH D,
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The risk to the rights and freedoms of natural persons, of varying likelihood and severity, may result
from data processing which could lead to physical, material or non-material damage, in particular:
where the processing may give rise to discrimination, identity theft or fraud, financial loss, damage
to the reputation, loss of confidentiality of data protected by professional secrecy, unauthorised
reversal of pseudonymisation or any other significant economic or social disadvantage; where data
subjects might be deprived of their rights and freedoms or from exercising control over their personal
data; where personal data are processed which reveal racial or ethnic origin, political opinions,
religion or philosophical beliefs or trade union membership; where genetic data or biometric data
are processed in order to uniquely identify a person or where data concerning health or data
concerning sex life and sexual orientation or criminal convictions and offences or related security
measures are processed; where personal aspects are evaluated, in particular analysing and predicting
aspects concerning performance at work, economic situation, health, personal preferences or
interests, reliability or behaviour, location or movements, in order to create or use personal profiles;
where personal data of vulnerable natural persons, in particular children, are processed; or where
processing involves a large amount of personal data and affects a large number of data subjects.

(52) YA PET D FAAR L BRI, QHEOMWE, P, ROUECERNESR L CRE
SHRTIUR 2 B 7V v U R, %M&@ﬁ@gﬁﬂqﬁ)‘% ) 2T\ ZHDNDBINE D D
R/ E M 2 R L U CGH ST iuTZe by, mU A7 L3 T —% FROME
HE EICHT 5 S EOHRIRED ) 27 Th b,

The likelihood and severity of the risk should be determined by reference to the nature, scope,
context and purposes of the processing. Risk should be evaluated on the basis of an objective
assessment, through which it is established whether data-processing operations involve a high risk.
A high risk is a particular risk of prejudice to the rights and freedoms of data subjects.

(53) AT —% OIEZBIT 2 AR AOHER| & A ORI, AFRSOERAZEF 5
7o DI G 720, R PN E HND Z 2N E LT 5, DX D e TEDIHE
i, BSRFEASRIIETHRIL L Tl 7y, ZORSOBESFAHATE5 X )
(295720l EHEI. BRCHIEREEEPS COT — 7 R L OWIHIERE COT —F £
HOFRNC, B85 LIRS 2B L. ZHUTHE- T2 HEEBE: L7220 U7 5720,
BEE DS, ZOHHNCHEL 57 — Z REZESH AT 5 e, € ORRIIEANT —Z 4L
O FESRLTIADUGEDBICEE S N2T U7 570, FRIEALIZ T 57210 R <
ITONR TR 700, ARANZT 2 EALOFIHIL, FHZH B TLETRAIERE
N CTOMANT —% Otz eET 5B E L L CTHRET 5,

The protection of the rights and freedoms of natural persons with regard to the processing of personal
data requires that appropriate technical and organisational measures are taken, to ensure that the
requirements of this Directive are met. The implementation of such measures should not depend
solely on economic considerations. In order to be able to demonstrate compliance with this Directive,
the controller should adopt internal policies and implement measures which adhere in particular to
the principles of data protection by design and data protection by default. Where the controller has
carried out a data protection impact assessment pursuant to this Directive, the results should be taken
into account when developing those measures and procedures. The measures could consist, inter
alia, of the use of pseudonymisation, as early as possible. The use of pseudonymisation for the
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purposes of this Directive can serve as a tool that could facilitate, in particular, the free flow of
personal data within the area of freedom, security and justice.

(54) 7 —% EROMHR| & B HORFEIL, BEE & APRE OB &[RRI, BB D
EAASORLUE L & BEE L C, BHEE MO FEE L LR TR 2 ARY L Bk AT D D3
BEITEHEDOE-DINET 255825 TC, ZORSIOR SN EEOFTE % Ak
12952 EHERT D,

The protection of the rights and freedoms of data subjects as well as the responsibility and liability
of controllers and processors, also in relation to the monitoring by and measures of supervisory
authorities, requires a clear attribution of the responsibilities set out in this Directive, including where
a controller determines the purposes and means of the processing jointly with other controllers or
where a processing operation is carried out on behalf of a controller.

(55) ALBEFZ L DAL, IEFIC K W HE SR ITIUTR B0, EEE TR LT %
WHRT 58K Z 50T, RS, QPREL, FHE ORI LT > TOHTE L2 1TH
7225720 K HE L T ZRIF U 570,

The carrying-out of processing by a processor should be governed by a legal act including a contract
binding the processor to the controller and stipulating, in particular, that the processor should act
only on instructions from the controller. The processor should take into account the principle of data
protection by design and by default.

(56) ZOHIRNDNASF ZFET 572 DIZ, BERE UIBRE X, ZOEL FICH LT X TOX
IR DAEEEN BT A REERA IRE LT U 7y, SEEEE SR, B
BHREERITH 1 L. O ORENT — AW EEDT =2 ) TR RT3 L o, B
BREBAD S ESRN B> TG AIZITEN O ZFIHTE 5 K 91275, AT —XDIEAE)
JLBE S A7 AOEBEE F 73BT, v 7 X IMhOEREDFEERD L 9 12, BEDOAE
P, AL B CESHRN TE DL, (EMOERMEN V2R TE D HEE % T
BORTIURTR B 720,

In order to demonstrate compliance with this Directive, the controller or processor should maintain
records regarding all categories of processing activities under its responsibility. Each controller and
processor should be obliged to cooperate with the supervisory authority and make those records
available to it on request, so that they might serve for monitoring those processing operations. The
controller or the processor processing personal data in non-automated processing systems should
have in place effective methods of demonstrating the lawfulness of the processing, of enabling self-
monitoring and of ensuring data integrity and data security, such as logs or other forms of records.

(57) v 7L, Biis, REEETIFHIBRE ETe, IUE, IR, 7. IR, Lo AELEEs
AT LOEINZHOW TR S IVRTIUT B0, AT — 2 2 E 3B L7
ANZRFET AERIEEER SR T UL T, ZOEAOREF®RN G, JBEEDIE
UPEAENIT D Z EMTED L DI > T RIT TR B0, v 713, AUROAEME
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DOfRGE, BEET=Z Y 7 {FHRO—ME, VSRR TR OMERO T D72 TfH
I EMNTE D, HEET=X U 7 1E, IHEEBI O NG 728 i & & e,

Logs should be kept at least for operations in automated processing systems such as collection,
alteration, consultation, disclosure including transfers, combination or erasure. The identification of
the person who consulted or disclosed personal data should be logged and from that identification it
should be possible to establish the justification for the processing operations. The logs should solely
be used for the verification of the lawfulness of the processing, self-monitoring, for ensuring data
integrity and data security and criminal proceedings. Self-monitoring also includes internal
disciplinary proceedings of competent authorities.

(58) 7 — 5 IRAERERHIIE, MO, #PH, BADSELR CREM DT — 5 EROMER
EHHIZE > TEI R MR D L ORERITIR Y £ 5 7ea1s, BHEEIZL -~ TThh,
TSI, FHAEANT — 2 OBGEEMHFIC L, Z OB OMFATENT 57DIc8 25
NOFE, KEHE, AN=ALPNEEND, PERHIL, EERT AT & LA
DIEFEZHEFE L 72T AUTR B720DS, ERIOHEFTE E 7220,

A data protection impact assessment should be carried out by the controller where the processing
operations are likely to result in a high risk to the rights and freedoms of data subjects by virtue of
their nature, scope or purposes, which should include, in particular, the measures, safeguards and
mechanisms envisaged to ensure the protection of personal data and to demonstrate compliance with
this Directive. Impact assessments should cover relevant systems and processes of processing
operations, but not individual cases.

(59) T—% EAROMER ]} OV E ORI IR RS 5 720, BHEEE UL, —F
DHFZETIL, HEREBN LAELORTTAERR L2t FUE 7 H 720,

In order to ensure effective protection of the rights and freedoms of data subjects, the controller or
processor should consult the supervisory authority, in certain cases, prior to the processing.

(60) & = U T 1 OHEFF RO Z OB T DR ERG 19 572, BPE UFMPRE 13,
WELAERIZLE S G 2 5H L 240 & OfElRit: 2 803 A5 5 b7e E O FEAZ LG 72
FAURZR 7220, Z O OFTENL, BEMT OV, falirhlc B U 7= HiE o5
Hax N OMRESNAREKBANT —F OWEOZEL GO, @ietxa7 DL
SULHHERR SN2 T U2 5720, X2 U T 4 DU AT OFJFEIZRBW L, T—F AL
HIZEVALDY R BIZITBER, HFE, £ OMEE ST BT —Z DIEFAE L
IBEVE R, et B UTAGRDRVBITRE LIIT 7B A, BHIAE - EEO
HEZELSEI D L0, #&E LTI by, BEE L OIS &GRS 7R
WEIZ K > TEAT —Z OUEEDTONI2NE DI LT U7 5720,

In order to maintain security and to prevent processing that infringes this Directive, the controller or
processor should evaluate the risks inherent in the processing and should implement measures to
mitigate those risks, such as encryption. Such measures should ensure an appropriate level of
security, including confidentiality and take into account the state of the art, the costs of
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implementation in relation to the risk and the nature of the personal data to be protected. In assessing
data security risks, consideration should be given to the risks that are presented by data processing,
such as the accidental or unlawful destruction, loss, alteration or unauthorised disclosure of or access
to personal data transmitted, stored or otherwise processed, which may, in particular, lead to physical,
material or non-material damage. The controller and processor should ensure that the processing of
personal data is not carried out by unauthorised persons.

61) AT —% DIFEIL, #EUN R ONERH L S 2 uE, BN LT, B - &
TEOHEE 21305 5 DOEANT—F ~D 3> s — L OMEI S IHEROFIIR, 7201, 72
D3 L, FER. S LB, EROR MG OETE, LI, ST O S
WA N T — & OFEEMED R T F Ofth 24 7% B R A OB AL Z LT
SH9 D, Lo, BHEHEIL. AT =X DREICKDM TN -6, RYITE
W52 &7, BB~ MR E LB L2 T o7, FEEMENT —Z D
REPEARNOHERN L ORERIZY A7 Z2E U SEDBEFNR20W2 & i EEDR
RNZHE > TORT 2 ENTEDHAERE, ARERIRY . KOWThD 72 IRHELINICE
B~ Y 3R E 2 LT U 720, 72 BREDIPIC Z D X 9 2R TE 220
Bald., B RGO 72 RN T 2@ M ORI OB R 2 IR 2 7201
X722 B0,

A personal data breach may, if not addressed in an appropriate and timely manner, result in physical,
material or non-material damage to natural persons such as loss of control over their personal data
or limitation of their rights, discrimination, identity theft or fraud, financial loss, unauthorised
reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data
protected by professional secrecy or any other significant economic or social disadvantage to the
natural person concerned. Therefore, as soon as the controller becomes aware that a personal data
breach has occurred, the controller should notify the personal data breach to the supervisory
authority without undue delay and, where feasible, not later than 72 hours after having become
aware of it, unless the controller is able to demonstrate, in accordance with the accountability
principle, that the personal data breach is unlikely to result in a risk to the rights and freedoms of
natural persons. Where such notification cannot be achieved within 72 hours, the reasons for the
delay should accompany the notification and information may be provided in phases without undue
further delay.

(62) BARNIE, BARANOHER L ONE BT 2 @ OfE: 2248 U 2 fTRetEDS @ A, &
BRRIREWD Z N TEDL XD, RYITERT D 2 &< HL SNRITIUTR B0,
HHFSIEN T — &2 ORFEOME L OG5 BRI L TE 2 b5 AL 5
T2 ODOHEERIAZRANRD H O TRIFIUIZR BV, T —H EIR~OERE L, EERSEE K
OV EWEBE S I O BACRHEBEN - 1 0 #2420 BT~ 2 B S OB 2D | S B
AIREZRRR V) NI THON AR T IUT R B 7220, FilzIE. 72 LA - - EOERINE 2186
THMENG HEEITT—F FRICHESNISEE T 20BN H Y . — 7 Tk U Z[F]
FRDT — 2 FEI T AR IOV TIRER £ Tl & 05 2 LN E
YibEnbd, BiLHARAANDT —HZEOWMZE ST IHIR LT, A% E3UTE
B EORRE, MR I TR O EA RS S Z & FIELoREIE, Fkk A L <X
EFFUIE EOSIE08d T2 ET 5 2 L 2T 2 L N2 RET L L.
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EHOLRERHET D 2 & XIMA DMK OB HZRE S 5 Z L NERTE 2V
BIE ZNEEWT L2 ENTED,

a3l

Natural persons should be informed without undue delay where the personal data breach is likely to
result in a high risk to the rights and freedoms of natural persons, in order to allow them to take the
necessary precautions. The communication should describe the nature of the personal data breach
and include recommendations for the natural person concerned to mitigate potential adverse effects.
Communication to data subjects should be made as soon as reasonably feasible, in close cooperation
with the supervisory authority, and respecting guidance provided by it or other relevant authorities.
For example, the need to mitigate an immediate risk of damage would call for a prompt
communication to data subjects, whereas the need to implement appropriate measures against
continuing or similar data breaches may justify more time for the communication. Where avoiding
obstruction of official or legal inquiries, investigations or procedures, avoiding prejudice to the
prevention, detection, investigation or prosecution of criminal offences or the execution of criminal
penalties, protecting public security, protecting national security or protecting the rights and
freedoms of others cannot be achieved by delaying or restricting the communication of a personal
data breach to the natural person concerned, such communication could, in exceptional
circumstances, be omitted.

(63) EELE L. N ENEHIFT M O oOMSE 0 FIEEREBI AN b O BEMER 21T L T
DA EEINT D L RRE LT L TR BN T, T OSSR T-HE ORI 3
D BESPIRI A AR5 2 IO T, BHEEE AMBI T 28 2R L iud e 70,
ZDOENL, T — X RAEOIEE L UGG OS5y CRERRE 1525 £ O IR O~
FTEPEE DBAED AL v 72 b o THRTDH I ENTE D, HHRROME R L YL,
FRC, EERZAEDMTON TV DT — 2 LOEBERFIC L VB SN TS EAT— IS
FORESNDOPGEIC L > TEE D, EOHEDIHITIIN— A LTHINEZ A LTH
FV, — AOT —Z REEHYEL, AHRRAORERS L OB A ZRE L <. il sz
RITTREERZ LG L TN 5EE7RE, EROEHFICIVIEFE LT sns 2 &
INTE D, TOFEITE, B 5 EHE OSBRSSO TR DN I Z &
HTE D, ZOFEZ, AT —Z2 20 5 EBEEPIEERICK L, BhET 57 —# 0k
ERBONBIRIEN OIEELT 52 LT, 2T RiIFuTe o2y, 208577
— AR L, INRENEICRE > TIMNE L2 HYE T B D288 M OMER 2 31T 537
SN VE (U SV AN

The controller should designate a person who would assist it in monitoring internal compliance with
the provisions adopted pursuant to this Directive, except where a Member State decides to exempt
courts and other independent judicial authorities when acting in their judicial capacity. That person
could be a member of the existing staff of the controller who received special training in data
protection law and practice in order to acquire expert knowledge in that field. The necessary level
of expert knowledge should be determined, in particular, according to the data processing carried
out and the protection required for the personal data processed by the controller. His or her task could
be carried out on a part-time or full-time basis. A data protection officer may be appointed jointly by
several controllers, taking into account their organisational structure and size, for example in the case
of shared resources in central units. That person can also be appointed to different positions within
the structure of the relevant controllers. That person should help the controller and the employees
processing personal data by informing and advising them on compliance with their relevant data
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protection obligations. Such data protection officers should be in a position to perform their duties
and tasks in an independent manner in accordance with Member State law.

(64) INERENZ, 6 =FEDUIEBSARARRA~OBHRIL, AL RITKT DB~ e fEiE
FEIREN L OYTRAIEEN A ST, JESROTRA, A, BV -E L TER. SUIRIET OB
ITCHETH Y | M558 = E U IEBAHRR OB ELE 0N Z Ofaa OBSR 24 731
BICHDLGEITRVITOND Z & ZHFE LT UER B 720, BiliRiE, ARSI R
(EBE D> TRHRZIT O 2 E B FRSILTORVIRY | FEE & LTTEI L T
HEFMEE T O L VITOIRTIUT B, D K ) 72 8RE, RESNY%E =
E TS RLIEBRAIEERR 7072 LV ORGE LR L T D EUE LT A, b7k
FERNE DR S TO D 5A USRI 7RI I 1T 2 BI4NH SV DG IZEF S
%o MEANT—4 5 EU 2658 =[FEDUIERSHRARR OB B . ABEE MO 85 1
RSN a, AT — 2 2345550 = E DU IERSA R D & SIZRIEND L < 13FE/E
RN S I 55 = E D ZEBSH AR O B ST | CBIR S AR 23, 20
FEIZ L0 EU IZBWTHARMNHHES L T AIRED L~UL3g9d LTI H 720,

Member States should ensure that a transfer to a third country or to an international organisation
takes place only if necessary for the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the prevention
of threats to public security, and that the controller in the third country or international organisation
is an authority competent within the meaning of this Directive. A transfer should be carried out only
by competent authorities acting as controllers, except where processors are explicitly instructed to
transfer on behalf of controllers. Such a transfer may take place in cases where the Commission has
decided that the third country or international organisation in question ensures an adequate level of
protection, where appropriate safeguards have been provided, or where derogations for specific
situations apply. Where personal data are transferred from the Union to controllers, to processors or
to other recipients in third countries or international organisations, the level of protection of natural
persons provided for in the Union by this Directive should not be undermined, including in cases of
onward transfers of personal data from the third country or international organisation to controllers
or processors in the same or in another third country or international organisation.
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Where personal data are transferred from a Member State to third countries or international
organisations, such a transfer should, in principle, take place only after the Member State from which
the data were obtained has given its authorisation to the transfer. The interests of efficient law-
enforcement cooperation require that where the nature of a threat to the public security of a Member
State or a third country or to the essential interests of a Member State is so immediate as to render it
impossible to obtain prior authorisation in good time, the competent authority should be able to
transfer the relevant personal data to the third country or international organisation concerned
without such a prior authorisation. Member States should provide that any specific conditions
concerning the transfer should be communicated to third countries or international organisations.
Onward transfers of personal data should be subject to prior authorisation by the competent authority
that carried out the original transfer. When deciding on a request for the authorisation of an onward
transfer, the competent authority that carried out the original transfer should take due account of all
relevant factors, including the seriousness of the criminal offence, the specific conditions subject to
which, and the purpose for which, the data was originally transferred, the nature and conditions of
the execution of the criminal penalty, and the level of personal data protection in the third country or
an international organisation to which personal data are onward transferred. The competent authority
that carried out the original transfer should also be able to subject the onward transfer to specific
conditions. Such specific conditions can be described, for example, in handling codes.
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The Commission should be able to decide with effect for the entire Union that certain third countries,
a territory or one or more specified sectors within a third country, or an international organisation,
offer an adequate level of data protection, thus providing legal certainty and uniformity throughout
the Union as regards the third countries or international organisations which are considered to
provide such a level of protection. In such cases, transfers of personal data to those countries should
be able to take place without the need to obtain any specific authorisation, except where another
Member State from which the data were obtained has to give its authorisation to the transfer.
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In line with the fundamental values on which the Union is founded, in particular the protection of
human rights, the Commission should, in its assessment of the third country, or of a territory or
specified sector within a third country, take into account how a particular third country respects the
rule of law, access to justice as well as international human rights norms and standards and its general
and sectoral law, including legislation concerning public security, defence and national security, as
well as public order and criminal law. The adoption of an adequacy decision with regard to a territory
or a specified sector in a third country should take into account clear and objective criteria, such as
specific processing activities and the scope of applicable legal standards and legislation in force in
the third country. The third country should offer guarantees ensuring an adequate level of protection
essentially equivalent to that ensured within the Union, in particular where data are processed in one
or several specific sectors. In particular, the third country should ensure effective independent data
protection supervision and provide for cooperation mechanisms with the Member States' data
protection authorities, and the data subjects should be provided with effective and enforceable rights
and effective administrative and judicial redress.
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Apart from the international commitments the third country or international organisation has entered
into, the Commission should also take account of obligations arising from the third country's or
international organisation's participation in multilateral or regional systems, in particular in relation
to the protection of personal data, as well as the implementation of such obligations. In particular the
third country's accession to the Council of Europe Convention of 28 January 1981 for the Protection
of Individuals with regard to the Automatic Processing of Personal Data and its Additional Protocol
should be taken into account. The Commission should consult with the European Data Protection
Board established by Regulation (EU) 2016/679 (the ‘Board’) when assessing the level of protection
in third countries or international organisations. The Commission should also take into account any
relevant Commission adequacy decision adopted in accordance with Article 45 of Regulation (EU)
2016/679.
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The Commission should monitor the functioning of decisions on the level of protection in a third
country, a territory or a specified sector within a third country, or an international organisation. In its
adequacy decisions, the Commission should provide for a periodic review mechanism of their
functioning. That periodic review should be undertaken in consultation with the third country or
international organisation in question and should take into account all relevant developments in the
third country or international organisation.
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The Commission should also be able to recognise that a third country, a territory or a specified sector
within a third country, or an international organisation, no longer ensures an adequate level of data
protection. Consequently, the transfer of personal data to that third country or international
organisation should be prohibited unless the requirements in this Directive relating to transfers
subject to appropriate safeguards and derogations for specific situations are fulfilled. Provision
should be made for procedures for consultations between the Commission and such third countries
or international organisations. The Commission should, in a timely manner, inform the third country
or international organisation of the reasons and enter into consultations with it in order to remedy
the situation.
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Transfers not based on such an adequacy decision should be allowed only where appropriate
safeguards have been provided in a legally binding instrument which ensures the protection of
personal data or where the controller has assessed all the circumstances surrounding the data transfer
and, on the basis of that assessment, considers that appropriate safeguards with regard to the
protection of personal data exist. Such legally binding instruments could, for example, be legally
binding bilateral agreements which have been concluded by the Member States and implemented
in their legal order and which could be enforced by their data subjects, ensuring compliance with
data protection requirements and the rights of the data subjects, including the right to obtain effective
administrative or judicial redress. The controller should be able to take into account cooperation
agreements concluded between Europol or Eurojust and third countries which allow for the
exchange of personal data when carrying out the assessment of all the circumstances surrounding
the data transfer. The controller should be able to also take into account the fact that the transfer of
personal data will be subject to confidentiality obligations and the principle of specificity, ensuring
that the data will not be processed for other purposes than for the purposes of the transfer. In addition,
the controller should take into account that the personal data will not be used to request, hand down
or execute a death penalty or any form of cruel and inhuman treatment. While those conditions could
be considered to be appropriate safeguards allowing the transfer of data, the controller should be
able to require additional safeguards.
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Where no adequacy decision or appropriate safeguards exist, a transfer or a category of transfers
could take place only in specific situations, if necessary to protect the vital interests of the data subject
or another person, or to safeguard legitimate interests of the data subject where the law of the
Member State transferring the personal data so provides; for the prevention of an immediate and
serious threat to the public security of a Member State or a third country; in an individual case for
the purposes of the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention of threats to
public security; or in an individual case for the establishment, exercise or defence of legal claims.
Those derogations should be interpreted restrictively and should not allow frequent, massive and
structural transfers of personal data, or large-scale transfers of data, but should be limited to data
strictly necessary. Such transfers should be documented and should be made available to the
supervisory authority on request in order to monitor the lawfulness of the transfer.

(73) MREOFFEETIL, EOICE X OIS %2 21T 5 7o O OBl f A 2 Hd 57
O, FIFEHZRT S FEH IR LOEERM IR\ —E L Sz —ER £z

JCLU

LASHEEA BBAMTS
3 1 Since1947

2019.11 2ABHIK



IXZEM oMK &b A ERHE L EATE 5, JFHIE LT, YimEmiE, & 3%
TERM F I ERERREDTE LRWEEITRBWN T, D7 &b, ik = EoOAR
P D BRI BhE - 2 BB Ot 1 &8 U CHEME SN D, L LN G, Finll /g4
IZBW TR, FROYZBHRD SR BN U C Ikt SIS VA0, Uikif —[E O
BADNED AL, FITEREMFEIZET 2HIED L < IIKHEZEE L TV eWa7e B
WL —E OB HERERS & BT 5 IEHO TR E DRI T L ETEHEARGE R B
5o ZOXOGE, MREOFEETIL. AT —F ZE#H, Uiz —EICEE SN
T BNICET D Z L BRET D ZENTE D, FIFFEOWERICSEIITRAD
ELTWBIEANDEMZRG T2, 72137 02 ETeYha L7ASES T2 PR3 DRI
DI=DOIHNT — X Z 5T DERBDOMIENH DGR 72 IR BV D, T2 & 2 Fh
TERIFBFNZIBNTOARIE BT & 5F = EICERE S A OB OB ThiL 5
ELTH, AEFIXRYZIH A HRET D28 LT U 57200, MiZ5H1E,
FFFRIC I 1) 2 mliEdk iR KOV OB W TS 2 " EM -3 ER OE
EE DI &5 2 HIDHNETIIR, URZEHIL, &0 DT B OEENER KO
S5ERED, AT OMOFIAAINEND LD L L TEHAT 2 RETH D,

Competent authorities of Member States apply bilateral or multilateral international agreements in
force, concluded with third countries in the field of judicial cooperation in criminal matters and
police cooperation, for the exchange of relevant information to allow them to perform their legally
assigned tasks. In principle, this takes place through, or at least with, the cooperation of the
authorities competent in the third countries concerned for the purposes of this Directive, sometimes
even in the absence of a bilateral or multilateral international agreement. However, in specific
individual cases, the regular procedures requiring contacting such an authority in the third country
may be ineffective or inappropriate, in particular because the transfer could not be carried out in a
timely manner, or because that authority in the third country does not respect the rule of law or
international human rights norms and standards, so that competent authorities of Member States
could decide to transfer personal data directly to recipients established in those third countries. This
may be the case where there is an urgent need to transfer personal data to save the life of a person
who is in danger of becoming a victim of a criminal offence or in the interest of preventing an
imminent perpetration of a crime, including terrorism. Even if such a transfer between competent
authorities and recipients established in third countries should take place only in specific individual
cases, this Directive should provide for conditions to regulate such cases. Those provisions should
not be considered to be derogations from any existing bilateral or multilateral international
agreements in the field of judicial cooperation in criminal matters and police cooperation. Those
rules should apply in addition to the other rules of this Directive, in particular those on the lawfulness
of processing and Chapter V.
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Where personal data move across borders it may put at increased risk the ability of natural persons
to exercise data protection rights to protect themselves from the unlawful use or disclosure of those
data. At the same time, supervisory authorities may find that they are unable to pursue complaints
or conduct investigations relating to the activities outside their borders. Their efforts to work together
in the cross-border context may also be hampered by insufficient preventative or remedial powers
and inconsistent legal regimes. Therefore, there is a need to promote closer cooperation among data
protection supervisory authorities to help them exchange information with their foreign counterparts.
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The establishment in Member States of supervisory authorities that are able to exercise their
functions with complete independence is an essential component of the protection of natural persons
with regard to the processing of their personal data. The supervisory authorities should monitor the
application of the provisions adopted pursuant to this Directive and should contribute to their
consistent application throughout the Union in order to protect natural persons with regard to the
processing of their personal data. To that end, the supervisory authorities should cooperate with each
other and with the Commission.
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Member States may entrust a supervisory authority already established under Regulation (EU)
2016/679 with the responsibility for the tasks to be performed by the national supervisory authorities
to be established under this Directive.
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Member States should be allowed to establish more than one supervisory authority to reflect their
constitutional, organisational and administrative structure. Each supervisory authority should be
provided with the financial and human resources, premises and infrastructure, which are necessary
for the effective performance of their tasks, including for the tasks related to mutual assistance and
cooperation with other supervisory authorities throughout the Union. Each supervisory authority
should have a separate, public annual budget, which may be part of the overall state or national
budget.
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Supervisory authorities should be subject to independent control or monitoring mechanisms
regarding their financial expenditure, provided that such financial control does not affect their
independence.
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The general conditions for the member or members of the supervisory authority should be laid down
by Member State law and should in particular provide that those members should be either appointed
by the parliament or the government or the head of State of the Member State based on a proposal
from the government or a member of the government, or the parliament or its chamber, or by an
independent body entrusted by Member State law with the appointment by means of a transparent
procedure. In order to ensure the independence of the supervisory authority, the member or members
should act with integrity, should refrain from any action incompatible with their duties and should
not, during their term of office, engage in any incompatible occupation, whether gainful or not. In
order to ensure the independence of the supervisory authority, the staff should be chosen by the
supervisory authority which may include an intervention by an independent body entrusted by
Member State law.
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While this Directive applies also to the activities of national courts and other judicial authorities,
the competence of the supervisory authorities should not cover the processing of personal data where
courts are acting in their judicial capacity, in order to safeguard the independence of judges in the
performance of their judicial tasks. That exemption should be limited to judicial activities in court
cases and not apply to other activities where judges might be involved in accordance with Member
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State law. Member States should also be able to provide that the competence of the supervisory
authority does not cover the processing of personal data of other independent judicial authorities
when acting in their judicial capacity, for example public prosecutor's office. In any event, the
compliance with the rules of this Directive by the courts and other independent judicial authorities
is always subject to independent supervision in accordance with Article 8(3) of the Charter.
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Each supervisory authority should handle complaints lodged by any data subject and should
investigate the matter or transmit it to the competent supervisory authority. The investigation
following a complaint should be carried out, subject to judicial review, to the extent that is
appropriate in the specific case. The supervisory authority should inform the data subject of the
progress and the outcome of the complaint within a reasonable period. If the case requires further
investigation or coordination with another supervisory authority, intermediate information should
be provided to the data subject.
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In order to ensure effective, reliable and consistent monitoring of compliance with and enforcement
of this Directive throughout the Union pursuant to the TFEU as interpreted by the Court of Justice,
the supervisory authorities should have in each Member State the same tasks and effective powers,
including investigative, corrective, and advisory powers which constitute necessary means to
perform their tasks. However, their powers should not interfere with specific rules for criminal
proceedings, including investigation and prosecution of criminal offences, or the independence of
the judiciary. Without prejudice to the powers of prosecutorial authorities under Member State law,
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supervisory authorities should also have the power to bring infringements of this Directive to the
attention of the judicial authorities or to engage in legal proceedings. The powers of supervisory
authorities should be exercised in accordance with appropriate procedural safeguards laid down by
Union and Member State law, impartially, fairly and within a reasonable time. In particular each
measure should be appropriate, necessary and proportionate in view of ensuring compliance with
this Directive, taking into account the circumstances of each individual case, respect the right of
every person to be heard before any individual measure that would adversely affect the person
concerned is taken, and avoiding superfluous costs and excessive inconvenience to the person
concerned. Investigative powers as regards access to premises should be exercised in accordance
with specific requirements in Member State law, such as the requirement to obtain a prior judicial
authorisation. The adoption of a legally binding decision should be subject to judicial review in the
Member State of the supervisory authority that adopted the decision.

(83) BEZBMERSIT, (BB A XTI 5 LT, AR RIS S IR SN HUE DR A RIZ6 I Y
Tz fElR T 27210, AT L, 3dELAE D,

The supervisory authorities should assist one another in performing their tasks and provide mutual
assistance, so as to ensure the consistent application and enforcement of the provisions adopted
pursuant to this Directive.

(84) BRINT— X RESRIT. RES~DOIES, EU 2RI DEEERBEI O ) 2142
L HE D, EU BIE~OARFES OBAERIZ 2w BB LT U 5780,

The Board should contribute to the consistent application of this Directive throughout the Union,
including advising the Commission and promoting the cooperation of the supervisory authorities
throughout the Union.

(85) &7 —H FRIF, AFRHITFE ST IR ENT-REIHES G O OERMRES N L
B2 D, XITEEREENEFI NS, EEORE L IE 5 aiEas L<IX
HTF L, & LIIT —F EEROMRIZRET 2 - DI E R TEI Z IS 7205 TR, B
— DRI & UL C AR, R OWRME S IEAMEE R 47 SRV Bha07e
FERGE G OHER A2 AT 5 NE Th b, HHICHET 29X, YisFEI o)7L
THNEFEEICRT 5 & Th D, FrEOBTEREIX, 7 —% EMRICx L, AEAY 7
PINZ, BB OW T O R OSSR A2 S8R 10U 7V, SRV TE DS
72 DA S I OBSERERY & OFfEE A B LT A AIL. T —Z EIRITHR L THRR 7R
W2 LU o, FEOHR AT 570012, SRR, fhomiT
Bea b5 = &< B AT ARE/ G HOEXE BT 57 EORE %
C72lTud7e 5720,

Every data subject should have the right to lodge a complaint with a single supervisory authority
and to an effective judicial remedy in accordance with Atticle 47 of the Charter where the data
subject considers that his or her rights under provisions adopted pursuant to this Directive are
infringed or where the supervisory authority does not act on a complaint, partially or wholly rejects
or dismisses a complaint or does not act where such action is necessary to protect the rights of the
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data subject. The investigation following a complaint should be carried out, subject to judicial review,
to the extent that is appropriate in the specific case. The competent supervisory authority should
inform the data subject of the progress and the outcome of the complaint within a reasonable period.
If the case requires further investigation or coordination with another supervisory authority,
intermediate information should be provided to the data subject. In order to facilitate the submission
of complaints, each supervisory authority should take measures such as providing a complaint
submission form which can also be completed electronically, without excluding other means of
communication.

(86) 45 HARANLOVENIL, HHZHOWTHEIRIR &4 U D BZERERI OUEI 6 LT, prE
DIEDHAMFTIZ, BHRAIRFERG 2 RO DHERZ T H & Th D, 29 LICIREI,
FrICREREBIC L DR, RE R USEB A OMERROI T SUIE OANT « B b
DTHD, LNLRNRE, oM, BEERER ORI L7CERPBED L 5 72, 1%
HIRIER ) D 72 B ERBAOHEIT I T72 0, BEEREEA T 2150 Fhu L, BB pERd
DT HITINEEDOEHFNIRE SN D& TH Y | IREDOIAIEASWTRE S
HRETHD, HZHPNIiE, & SN FRAICEE T 5 & 51 5 HFI R OVERTR A
ZARET DR Z S 0TE B HEIRDSTRD DT UE R H7au,

Each natural or legal person should have the right to an effective judicial remedy before the
competent national court against a decision of a supervisory authority which produces legal effects
concerning that person. Such a decision concerns in particular the exercise of investigative,
corrective and authorisation powers by the supervisory authority or the dismissal or rejection of
complaints. However, that right does not encompass other measures of supervisory authorities
which are not legally binding, such as opinions issued by or advice provided by the supervisory
authority. Proceedings against a supervisory authority should be brought before the courts of the
Member State where the supervisory authority is established and should be conducted in accordance
with Member State law. Those courts should exercise full jurisdiction which should include
Jurisdiction to examine all questions of fact and law relevant to the dispute before it.

(87) T—F TN, AETITIES BOOHRIMREE SN TWD LB X T5A, AT —4
DOERFEIZES L CF — & EROHFIFREOR#EEZ B & 55, MREOIEIHESZFHL S
MTREEAITR LT BE 2R L CREEBNCE S 2 LN C, aERRGE 2520 D
FZATHET D 2 & 2RO DMERE AT HRETH D, NEANIEET DT — X FROME
FlE, MBEOFHRHEIC LV . PREESFES 77/249/EEC WNEFT S L 910, FEDHEEIC
BOTT— FEROFFHELIC L AMREIREZE ST DN T DA D, JHUTEL KT
THOTH- IR BN,

Where a data subject considers that his or her rights under this Directive are infringed, he or she
should have the right to mandate a body which aims to protect the rights and interests of data subjects
in relation to the protection of their personal data and is constituted according to Member State law
to lodge a complaint on his or her behalf with a supervisory authority and to exercise the right to a
judicial remedy. The right of representation of data subjects should be without prejudice to Member
State procedural law which may require mandatory representation of data subjects by a lawyer, as
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defined in Council Directive 77/249/EEC19, before national courts.

(88) AFETITHE > THHR SN T OER T DA L » THEEZ -2 HOEE, &
HE IMEE OB ST EEZ AT DI L > THIE SN o & Th 5, HED
BESIE, AFESOBRE 2+ L, &MEAﬂ%%%%®%W%’%%LTﬁ<%
ﬁéhﬁfhi@%@m ZDZ L. EU 2R Ao SRR E OBEsERK I
5mﬂ@éi%®; IZHREZ RITE 7\, EE/R BRI L%ofhﬁéﬂ
TREIOER T DUFE L 1T, AR Lﬁdmfﬁﬂéhk%ﬁﬁ%ﬁﬁﬁ#émﬁ%ﬁ
te, T—HERIL, FOWST-HEIZOWTRED ORI IAME 22 TS Z E BT
XTI B0,

Any damage which a person may suffer as a result of processing that infringes the provisions
adopted pursuant to this Directive should be compensated by the controller or any other authority
competent under Member State law. The concept of damage should be broadly interpreted in the
light of the case-law of the Court of Justice in a manner which fully reflects the objectives of this
Directive. This is without prejudice to any claims for damage deriving from the violation of other
rules in Union or Member State law. When reference is made to processing that is unlawful or that
infringes the provisions adopted pursuant to this Directive it also covers processing that infringes
implementing acts adopted pursuant to this Directive. Data subjects should receive full and effective
compensation for the damage that they have suffered.

(89) FIHNZ. AFRFIOER LIz 5 ARAMOVEN RHEIZIESTENTH D ERTAIC
HAOHEANTH D LEMDRY) ([ZEHSD bOET 2, IMEET, SRR
DB THY , M 10H LD THL Z L kT XETHY | %E' 232kt d % 72
DHDEH B HIEZH LD E THD,

Penalties should be imposed on any natural or legal person, whether governed by private or public
law, who infringes this Directive. Member States should ensure that the penalties are effective,
proportionate and dissuasive and should take all measures to implement the penalties.

(90) AFEBHATOT= D DRI G A TR T D 72012, B —=E, FH -ENOHIAE L <X
%m@iﬁ XITFEBERNC L DRz DN T ﬁngkgwﬁﬂiﬁww
BHEES & BN T — X AR & OO A IEDOTERE & B A OVE T TERIZ L D1
WD T DTFHEUZDON T, %Exu%%%@ﬁngﬂﬁiﬂiﬁgﬁwo_ﬂg
OMEFRIE, EU #2 M OVEU Bl 00 EU182/2011 HANCHE > TITHE S D,

In order to ensure uniform conditions for the implementation of this Directive, implementing powers
should be conferred on the Commission with regard to the adequate level of protection afforded by
a third country, a territory or a specified sector within a third country, or an international organisation
and the format and procedures for mutual assistance and the arrangements for the exchange of
information by electronic means between supervisory authorities, and between supervisory

(10) Council Directive 77/249/EEC of 22 March 1977 to facilitate the effective exercise by lawyers of freedom to provide services (OJ L78,26.3.1977,
p.17).
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authorities and the Board. Those powers should be exercised in accordance with Regulation (EU)
No 182/2011 of the European Parliament and of the Council®.

O1) FH=IE, %Ew@ﬁﬁi% U <UFRFEDKIR, SUTEBREBEIC K DD+ 2B
% FMATHy MO BT EHRBEIR) K OB RS & W 7 — & PRt & ORI ORI
Dhg & Fht k OB HITBUS L DI RACHRD IO D TR B 2 A T2 Z2 BRI
DICHTe>TUE, BREERA TR —RAVLHIAD LD TH D Z b, HETRIZIED

/\“é“ TH D,

The examination procedure should be used for the adoption of implementing acts on the adequate
level of protection afforded by a third country, a territory or a specified sector within a third country,
or an international organisation and on the format and procedures for mutual assistance and the
arrangements for the exchange of information by electronic means between supervisory authorities,
and between supervisory authorities and the Board, given that those acts are of a general scope.

(92) ZE=T, FHEE FHEENOE A L IFRFEORKIR, SUIEEHBI IV T4
RFEDHER STV E WD TR R H D | B ODZETTﬁVﬁEEH#%EﬁEA
BRI @ S D i T2 2 R~ & TH %,

The Commission should adopt immediately applicable implementing acts where, in duly justified
cases relating to a third country, a territory or a specified sector within a third country, or an
international organisation which no longer ensure an adequate level of protection, imperative
grounds of urgency so require.

(93) AfETO B, T70bb, BRAOEAMEL O HE, & DIHEAT —% OIR#EL T
HHERZSEYD . BU WORTEBITRI TITONAEAT—4% O HRRREZ T 5 2 &
I MERENC K> U0k d 2 2 N TE 9, YrgiE oSSR 9 2 12, EU
LU ZRBWTED LKERTE DD THD Z Eh, EU L, BU S5 5 RIZED
HHFEMEDIFRINCHE, B ZFE LD Z LN TE 5, [FSRITED D et Al _f;:éb AR
AFEHIE. NSO RBZERN T DOV ERHPAZ B2 5 6O TR,

Since the objectives of this Directive, namely to protect the fundamental rights and freedoms of
natural persons and in particular their right to the protection of personal data and to ensure the free
exchange of personal data by competent authorities within the Union, cannot be sufficiently
achieved by the Member States and can rather, by reason of the scale or effects of the action, be
better achieved at Union level, the Union may adopt measures, in accordance with the principle of
subsidiarity as set out in Article 5 of the TEU. In accordance with the principle of proportionality as
set out in that Article, this Directive does not go beyond what is necessary in order to achieve those
objectives

(94) AFETDOBRIUTIENL - TERIR STz, TSI T £ RlikdBh M OVEEL1 1 D45

an Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down the rules and general principles
concerning mechanisms for control by the Member States of the Commission's exercise of implementing powers (OJ L 55, 28.2.2011, p. 13).
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[ZBIT %D EU OERHTEADREDIRE CTHh- T, IEERTOMEAT— X OUIR 3
KNS TERIT BNIZIFR S AT DA~DOINHEOF TN L 57 7 & A % fiH]
T5HD, FilziE, EU BEHESIE 2008/6150HA (FrlcT o ) XK OEE A2 550
L ORWNZRIT DIEEZ X D OEKRIZBEIT 29E) i EU N ERM O+
AWINCBET 2580 23 RICESWCHEH SNDEAT—Z OREICBET 2 HET, ¥
BEZITINT & & LT U b7ew, EE 8 M ONEU BERESRKY 16 573, AT —
5@%%%2?5%$%ﬁEUC%wféﬁbfﬁﬁéhé EERBRL TS L,
mjéaxi AFEH OB > TRIRES V=, INRERCOAT — & DL
IFRESNT IS N TR T DNTIER T AT A~OMBRE O EHBEIC L 57 7 &
x%ﬂﬁ?é%ﬁﬁ%@ﬁm@ﬁm%ﬁ?A’Aﬁéﬁézgi%ﬁﬁﬁékwm\$
BE L IO DOENATA L OBURICET 2N ERFTT & Th 5, LEITLU T, EU
BRI, AT —% QBRI AR ERR 2 MR T DT DI S 2T & T
HD,

Specific provisions of acts of the Union adopted in the field of judicial cooperation in criminal
matters and police cooperation which were adopted prior to the date of the adoption of this Directive,
regulating the processing of personal data between Member States or the access of designated
authorities of Member States to information systems established pursuant to the Treaties, should
remain unaffected, such as, for example, the specific provisions concerning the protection of
personal data applied pursuant to Council Decision 2008/615/JHA*?), or Article 23 of the
Convention on Mutual Assistance in Criminal Matters between the Member States of the European
Union®. Since Article 8 of the Charter and Article 16 TFEU require that the fundamental right to
the protection of personal data be ensured in a consistent manner throughout the Union, the
Commission should evaluate the situation with regard to the relationship between this Directive and
the acts adopted prior to the date of adoption of this Directive regulating the processing of personal
data between Member States or the access of designated authorities of Member States to information
systems established pursuant to the Treaties, in order to assess the need for alignment of those
specific provisions with this Directive. Where appropriate, the Commission should make proposals
with a view to ensuring consistent legal rules relating to the processing of personal data.

(95) EU AR DN T —Z OAFED > —E UTARE LI T D701, AHH0
50 B AN ENZ & CTReis S 7= BB E M ONRIZEAT B LA A & 7= B
45 EU EIL, OOF, #Z82 UIESE SN E T, ATH S,

In order to ensure a comprehensive and consistent protection of personal data in the Union,
international agreements which were concluded by Member States prior to the date of entry into
force of this Directive and which comply with the relevant Union law applicable prior to that date
should remain in force until amended, replaced or revoked.

(96) MNEHENZ. AFETOFRA NG 2 FLNOGIEIE, AFET~OEBBRZ 20T S b,
RN HICT TILEET O DX, AFEFDFE L TD, 2 FLURICAIEGICEE T 5

(2 Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of cross-border cooperation, particularly in combating
terrorism and cross-border crime (OJ L 210, 6.8.2008, p. 1).

(3) Council Act of 29 May 2000 establishing in accordance with Article 34 of the Treaty on European Union the Convention on
Mutual Assistance in Criminal Matters between the Member States of the European Union (OJ C 197, 12.7.2000, p. 1).
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LT TR B0, AEE»INEAECTA LY bEZEA SN HE LS L
ToHFRL AT DD 1 TIRAFFS DTN T, IMBEDFITADS 7% Z HIR
&35 IR L 0 b RMOMH 22 55018, B SUIEE L, 7 — 2 0o
WEEMEZ R o), BOUERZAREIC L, 7 — 2 OB OT — 2 O 2 ek
5. B IRZDMOTGADRLERD X O AR IR FB AT L2 ude 5720y,

Member States should be allowed a period of not more than two years from the date of entry into
force of this Directive to transpose it. Processing already under way on that date should be brought
into conformity with this Directive within the period of two years after which this Directive enters
into force. However, where such processing complies with the Union law applicable prior to the
date of entry into force of this Directive, the requirements of this Directive concerning the prior
consultation of the supervisory authority should not apply to the processing operations already under
way on that date given that those requirements, by their very nature, are to be met prior to the
processing. Where Member States use the longer implementation period expiring seven years after
the date of entry into force of this Directive for meeting the logging obligations for automated
processing systems set up prior to that date, the controller or the processor should have in place
effective methods for demonstrating the lawfulness of the data processing, for enabling self-
monitoring and for ensuring data integrity and data security, such as logs or other forms of records.

(97) AFEHIE. BRMEES KR OFEF2 0 Directive 2011/93/EU IZ L > TED bz, FEHD
PERERE, MEROPERL N ONREER L 2 LD 7200 ORIRIZET 2 H DO TIEAR0,

This Directive is without prejudice to the rules on combating the sexual abuse and sexual
exploitation of children and child pornography as laid down in Directive 2011/93/EU of the
European Parliament and of the Council®®.

(98) HMHHHAIRTE 2008/977/THA [XBE LT _E TH D,

Framework Decision 2008/977/JHA should therefore be repealed.

(99) EU FEARSHKIM O EU BERESICrnEn=geE (B215) (A, et aiED

P C BT B HE L T A LT v ROHPIZOWNWT) 8 6a FRITHE- T, HEETA LT
> R, EU FSEESSH 16 SRICHEAD X TEWD DAV HIE DT % 3R D 2 0FR O F1ER )1 X
I DTEREZ TED HHANCIEE & 7 A VT > R SN2 L2 ED D EU
RESSKIER 3 HR5E S fRsh 4 T OUTER 5 ISHE T 2RFADIEEN 2179 & =%, MBEIC X
DENT — 42 O BT D AFR IS < — U THR S 4720,

i

(SN

In accordance with Article 6a of Protocol No 21 on the position of the United Kingdom and Ireland
in respect of the area of freedom, security and justice, as annexed to the TEU and to the TFEU, the
United Kingdom and Ireland are not bound by the rules laid down in this Directive which relate to
the processing of personal data by the Member States when carrying out activities which fall within

(19 Directive 2011/93/EU of the European Parliament and of the Council of 13 December 2011 on combating the sexual abuse
and sexual exploitation of children and child pornography, and replacing Council Framework Decision 2004/68/JHA (OJ L 335,

17.12.2011, p. 1).
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the scope of Chapter 4 or Chapter 5 of Title V of Part Three of the TFEU where the United Kingdom
and Ireland are not bound by the rules governing the forms of judicial cooperation in criminal matters
or police cooperation which require compliance with the provisions laid down on the basis of Article
16 TFEU.

(100) EU FEEARSHIKL ONEU BERESSKICANENiEEE (B2 5) (T r~—27 OHIfLIC
ONTC) B2 EMOFE 2aRINES T, To~—21F, AESOREIHRESNT, %
7o, EU FSRESSIIEE 3 T03R 5 fhish 4 T XU5R 5 TITHE T 2 #PHDISEN 21T 9 4k
WTIEENC X A EAT — 2 OWFRIC B L CAYE S OREDmH 25217 720y, AFEaTE.
EU BSRESHIDHE 3 B S RO FIleh AL =7y « 7x% (= AU HEicBT A1k
HIRSEZL) (ICHDSWTRL L2 b D THHND, R EEE 4 LOEDITHE, T
~—2Z1X6 DALRNICAIES ZENE S L TEMT D008 I NCHOWTIRETH 2 & &
725,

In accordance with Articles 2 and 2a of Protocol No 22 on the position of Denmark, as annexed to
the TEU and to the TFEU, Denmark is not bound by the rules laid down in this Directive or subject
to their application which relate to the processing of personal data by the Member States when
carrying out activities which fall within the scope of Chapter 4 or Chapter 5 of Title V of Part Three
of the TFEU. Given that this Directive builds upon the Schengen acquis, under Title V of Part Three
of the TFEU, Denmark, in accordance with Article 4 of that Protocol, is to decide within six months
after adoption of this Directive whether it will implement it in its national law.

(101) 7ANT Y RED/ VT =2—ZOWTE, =7y - 7XOMENCIT 550, i
RO B 5 iiE & O EU A L OBOAEICL W ESNIZ L olc, RS
X, =T TROBUEDRE LT 2,

As regards Iceland and Norway, this Directive constitutes a development of provisions of the
Schengen acquis, as provided for by the Agreement concluded by the Council of the European
Union and the Republic of Iceland and the Kingdom of Norway concerning the association of those
two States with the implementation, application and development of the Schengen acquis®™.

(102) AA AZDNWTE, =27y« TXRDOAAL AZEIT 5506, #H R O%RICET %
EU, EC KUAA Z L DDOBEICEVBIESNZ L ST, BfERIE =2 Fv -7
FOBEDFE LT AT 22 & L7 b,

As regards Switzerland, this Directive constitutes a development of provisions of the Schengen
acquis, as provided for by the Agreement between the European Union, the European Community
and the Swiss Confederation concerning the association of the Swiss Confederation with the
implementation, application and development of the Schengen acquis @©.

(15 0J L. 176, 10.7.1999, p. 36.
(6 OJ L 53, 27.2.2008, p. 52.
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(103) VeT o iaZAf Nl oWNWTiE, v Ty« THXROAL AZEIT D3, #HLN
BT 5 EU, EC, A4 A L DDA E~DIMANCET 5, EU, EC, A %, Uk
T aHd A EDOBIOBEEIEDO LN LB, KEHIEL. =7y - 73RO
EOFRIE LTl s L L7 s,

As regards Liechtenstein, this Directive constitutes a development of provisions of the Schengen
acquis, as provided for by the Protocol between the European Union, the European Community, the
Swiss Confederation and the Principality of Liechtenstein on the accession of the Principality of
Liechtenstein to the Agreement between the European Union, the European Community and the
Swiss Confederation on the Swiss Confederation's association with the implementation, application
and development of the Schengen acquis®”.

(104) AFEFITEEARWERZBET D & & bIZ, EUBRESRKI TRBT b T D EED

JRRI BRI, FARY - FEATE AR SHDOHER], BT — X ORGEDMER], 27K

B ORIERR B ORI T 5, 2D OMERIZEE T DHIRIT. EU 23 —fRASFIE

LR D AMZIER T D72 DB TH D0, UM ADOHR| KL O 2 WEE S 5720
(CHETH LSRR OND & T D EEF 52 5 1 THITHE D,

This Directive respects the fundamental rights and observes the principles recognised in the Charter
as enshrined in the TFEU, in particular the right to respect for private and family life, the right to the
protection of personal data, the right to an effective remedy and to a fair trial. Limitations placed on
those rights are in accordance with Article 52(1) of the Charter as they are necessary to meet
objectives of general interest recognised by the Union or the need to protect the rights and freedoms
of others.

(105) 2011479 A 28 H OINMEE K OEU ZE 2 & OO FRIBHAE S 125 R ENT
IEYEBIC R Y | FEROMERESR & K EOBATHEEORST D557 & @Fé’éwgnﬁﬂﬂﬁ“
% 1 2L EOSCEEHWT, BITHEOBMAEFET 5 2 L 2ilAdz, AESIZONT
WRIE, SEEIT, EOL I e LEIC L DIEENIEYR EEZ D,

In accordance with the Joint Political Declaration of 28 September 2011 of Member States and the
Commission on explanatory documents, Member States have undertaken to accompany, in justified
cases, the notification of their transposition measures with one or more documents explaining the
relationship between the components of a directive and the corresponding parts of national
transposition measures. With regard to this Directive, the legislator considers the transmission of
such documents to be justified.

(106) EU 7 —Z {R#E7E13, EC HHI No45/2001 %5 28 5: 2 TEICHESW T, FHlthasa <
F. 20124E3 H 7 H ulﬁ'%%ﬁjbﬁo

The European Data Protection Supervisor was consulted in accordance with Article 28(2) of
Regulation (EC) No 45/2001 and delivered an opinion on 7 March 20129,

(7 0J L 160, 18.6.2011, p. 21.
18 0J C 192, 30.6.2012, p. 7.
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(107) At MEEIC L D75 FROTFHRICBIT DHERIOITHE, T 7ebbEAT —~
~OT 7R AL GTIE, BIBROFN S, A EOHTFHHEE D GIVEFHU BT 5
SRR L ORIBRFATAEMEZ 51 5 & D TR,

This Directive should not preclude Member States from implementing the exercise of the rights of
data subjects on information, access to and rectification or erasure of personal data and restriction of
processing in the course of criminal proceedings, and their possible restrictions thereto, in national
rules on criminal procedure,

LLEDWRET, AT ZRR LT
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