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“THE ACLU’S FIGHT AGAINST ENHANCED
SURVEILLANCE AFTER 9/11”
Steven R. Shapiro
National Legal Director, ACLU (1993-2016)

1. Introduction

e The word “privacy” does not appear in the US Constitution. Historically, the
concept of privacy was tied to property rights and the law of trespass.

e In Katz v. United States (1967), the US Supreme Court held that the constitutional
protection against unreasonable searches and seizures applies to a wiretapped
conversation in a public pay phone on the theory that the Constitution protects
people, not places, and therefore the government must generally obtain a warrant
before violating an individual’s “reasonable expectation of privacy.”

e Since Katz was decided exactly 50 years ago, technological developments have
provided government (and industry) with a virtually limitless capacity to monitor,
collect, store, and analyze the details of our private lives.

e US law is still struggling to catch up with this technological revolution. We live in
a digital world but continue to rely on a constitutional jurisprudence that was
largely developed in an analog world.

e The urgency of resolving these questions has increased significantly since 9/11 as
the government has expanded its surveillance capacities and programs.

2. Unanswered questions

e At what point is your privacy invaded: When the government collects information
about you, when it reviews that information, or when it uses that information to
take some action against you?

e Does the fact that you have shared your information with a third party, including
your Internet service provider, mean that it is no longer private and thus accessible
to the government?

¢ Should a different set of rules govern national security surveillance and criminal
surveillance?

e Can the “reasonable-expectation-of-privacy” framework be adapted to the new
digital age or do we need a new constitutional standard?

3. ACLU goals

e Transparency, Accountability, and Judicial Review.

e Transparency because the American people have a right to know when the
government is spying on them. Specific individuals may not have a right to know
if they have become targets of a national security or criminal investigation, at least
at the early stages. But a different balance applies when the government is
collecting emails and telephone metadata for millions and millions of people.
There cannot be an informed public policy debate if people are not informed.

e Judicial review because it is essential to establish constitutional norms.

e Accountability because it is essential to enforce those norms.



4. ACLU Activities Post-9/l

Operating premise: Surveillance tools never sit in a drawer. If they are available,
they will be used. And, unless subject to the rule of law, they are almost certain
to be abused.

Our knowledge of surveillance efforts post-9/1l primarily comes from two sources:
leaks and Freedom of Information Act requests.

Ed Snowden, who is an ACLU client, has demonstrated the importance of leaks in
provoking a public discussion about the appropriate limits on government
surveillance that would not otherwise have occurred and that has already led to
important policy changes.

The ACLU’s FOIA efforts, broadly consolidated under what we have described as
the Spy Files Campaign, have helped to reveal surveillance activity targeted at
peaceful political protestors and the Muslim community, among others.

5. Selected ACLU cases

ACLU v. Clapper (2015) — successful statutory challenge to mass collection of
telephone metadata under Section 215 of the Patriot Act, leading to passage of
USA Freedom Act.

Amnesty International, USA v. Clapper (2012) — no standing to challenge Section
702 of the FISA Amendments Act of 2008 because plaintiffs could not establish
that their communications were certain to be subject to surveillance under the
challenged program.

Wikimedia v. NSA (2017) — federal appeals court allows challenge to Upstream
surveillance under Section 702 to proceed.

Carpenter v. US (to be argued this fall) — whether a probable cause warrant is
needed to obtain a criminal suspect’s cell site location information (CSLI) for 147
days.

6. Conclusion

The litigation record has been mixed. But even when we do not succeed in court,
litigation can shine a spotlight on a problem, generate public discussion, and be a
catalyst for political change.

We already live in a surveillance state that would have been unimaginable a decade
ago. We must not become resigned to the loss of personal privacy, but we must be
tireless and vigilant in our efforts to preserve it.
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